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KOSTOVITE

Reached Stage 2 of ICS 
Kill Chain capabilities 
with a confirmed intrusion 
into an operations and 
maintenance (O&M) firm’s
OT networks and devices

Targets renewable 
energy operations
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PETROVITE

Demonstrated
Stage 1 of the ICS Kill 
Chain capabilities

Targets critical 
manufacturing and 

energy in Central Asia

The group is active and 
displays an interest in 
collection on ICS/OT
systems and networks
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ERYTHRITE

Has technical overlaps 
to another group labeled 
by multiple IT security 
organizations as Solarmarker

Broadly targets 
organizations in the 

US and Canada

Pursues OT environments 
across many industrial 
sectors, we estimate they 
have compromised ~20% of 
Fortune 500 companies



UPDATE ON EXISTING ACTIVITY GROUPS

Spear-phishing emails
targeting Azerbaijani

wind renewable
resource linked firms

Continued targeting of 
Electric, ONG, and 

Manufacturing sites 
(previously compromised the 

IT network of an Indian 
nuclear power company)

New GREYENERGY files 
discovered in the wild

New GREYENERGY files 
discovered in the wild

FEB MAR AUGJUN

STIBNITE WASSONITEKAMACITE KAMACITE



NOTABLE EVENTS IN 2021

INCIDENT
Oldsmar Water 
system cyber-
attack in Florida

RANSOMWARE
Crystal Valley 
Cooperative

RANSOMWARE
JBS Foods
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RANSOMWARE
Colonial Pipeline

RANSOMWARE
Blackbyte
Farmers 
Cooperative 
Elevator

RANSOMWARE
BlackMatter
attacked New 
Cooperative



CASE STUDY – OLDSMAR WATER INCIDENT

Access on morning of 05 
February 2021, followed by 
manipulation of NaOH levels 

later in the afternoon HMI compromise 
through TeamViewer 

remote access solution

Modifications noticed by 
operator and reversed. 

Physical safeguards also 
could have alerted on 

the change in PH

CISA subsequently released 
a joint alert with FBI, EPA, 
and NSA in October 2021 

on the cyber threat to WWS.Na
O
H



CASE STUDY – JBS FOODS
REvil RANSOMWARE

March 4 & 5
Test connections to Mega

JBS Offices
Brisbane, Australia

Exfiltration of gigabytes 
of data from JBS using 

opensource tool RCLONE

Mega File
Storage Service

JBS Global meat supplier with facilities in the U.S., UK, Australia, Canada, Mexico, and Brazil

REvil gains initial access and exploits public facing applications

1

March 7
Large data upload2

April 9
Multiple GB of 
data uploaded

3

May 30
Final Upload, Day the 
attack was reported

4
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DarkSide Ransomware Attack

CASE STUDY – COLONIAL PIPELINE RANSOMWARE
Lack of OT Visibility Leads to Precautionary Operations Shutdown 
To Avoid Catastrophic Impact From Successful IT Ransom Attack Initial Access

Compromised Credential, no MFA
Likely Phish attack, leading to credential 
use to gain VPN access into IT systems 
remote desktop protocol. PowerShell  
to download tools and install malware.

1

Lateral Movement 
& Escalation 
Access Active Directory to escalate 
privileges, acquire additional 
credentials and other data. 

2

Exfiltration of Data, 
Encryption of IT System Files
Data transferred to TOR site.
Locks file systems. 
Deletes tools and shadow copies. 

3

Precautionary
OT Shutdown 
Final Upload, Day the attack 
was reported

4
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OPERATIONS 

SYSTEMS

LEVEL 4

ENTERPRISE
55% of the 
gasoline, 

diesel, & jet 
fuel used on US 

East Coast

$4.4 million 
ransom paid, 
$2.3 million 

later recovered



RANSOMWARE USE CASE: SEASONAL TARGETING OF 
AGRICULTURAL COMPANIES

Mid-September 2021
the ransomware group 

BlackMatter attacked New 
Cooperative, an association of 

Iowa corn and soybean farmers, 
and demanded a $5.9 million 

ransom payment for a decryptor. 

September 19
the Minnesota-based 

Crystal Valley Cooperative 
announced it was also hit with 
ransomware, which forced the 
company offline and disrupted 

its business operations.

Later in October
the ransomware group 

BlackByte allegedly 
attacked a second Iowa 

cooperative called 
Farmer’s Cooperative 

Elevator Co. 



GLOBAL VICTIM MAP

anama 1

Argentina- 2

Nigeria- 1

Portugal- 2

Sweden - 3

Spain - 6

France- 17

UK - 8
Canada- 14

Australia- 4

Ethiopia - 1

Israel- 2
Turkey - 2

Syria - 1 Iran- 1

India- 5

China - 7

Brazil- 10

United States - 124

Mexico- 9

Peru - 1

UAE- 2
Saudi 

Arabia- 3

Chile- 2

P -

Venezuela - 2

Japan- 9

Taiwan- 3

HongKong- 2

Indonesia- 2
Malaysia - 3

Singapore - 1

Thailand- 5
Myanmar- 1

South Africa- 2

Angola- 1

Korea - 1

Denmark - 1

Netherlands- 1

Switzerland- 2

Greece - 1

Belgium - 2

Austria- 3

Croatia- 1

Poland- 2

Italy- 25

Germany - 26



RANSOMWARE TRENDS
Ransomware became the number one attack vector in the industrial sector.
In industrial sector attacks, Ransomware groups targeted Manufacturing more than any other industrial sector accounting for 65% 

Manufacturing 
sector is often 
the least 
mature in their 
OT security 
defenses. 
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Ransomware by Manufacturing Subsector

Energy,Adhesives,Children’sToys

Lighting,Tools,Rubber,Paper

Biotech,HVAC,Rail, Cables,Pet Food,Ceramics,Glass,Automation, Electronics
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RANSOMWARE INCIDENTS by GROUP/STRAIN

Lockbit 2.0 and
Conti account for: 
51% of the total ransomware attacks

70% of their malicious activity 
targeted manufacturing

1 ICS VICTIM POSTING



DEEP DIVE: LOCKBIT 2.0 AND CONTI
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Ransomware gangs like Conti and Lockbit 2.0 have mobilized an underground marketplace 
where their developers outsource operations to affiliates who execute the attacks

Conti, active since 2020, is 
often volatile and offers low 
levels of support for victims; 
prone to leaks, a disgruntled 
affiliate leaked the “Conti 
playbook” in August 2021.

In June of 2021, Lockbit 2.0 
retooled and now focuses on 
stealing data and extorting victims 
for financial gain by threatening 
publication of exfiltrated data if 
victims do not pay the ransom.

CONTI 
PLAYBOOK

Aug. 2021



DRAGOS 2022 ASSESSMENTS

Ransomware will 
continue to disrupt 

industrial operations
and OT environments 

State-sponsored 
adversaries may 

leverage ransomware
to mask their alternate 
operations, for theft of 

intellectual property 

Ransomware actors’ 
extortion techniques will 

continue to grow in 
severity and intensity

as adversaries deploy any 
means available to pursue 

their ransom payments
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