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What Is The Year In Review?

• Annual assessment and analysis of vulnerabilities

• Identify trends to help community manage risks and 

address challenges

• Fifth year running

• Tune into “Lessons Learned from the Frontlines” on 03/31 

at 1pm EDT

• Ironically, vulnerability analysis started from a very 

different need…



2021: "A Year of Vulnerabilities"

Vulnerabilities made some major headlines 
(for better or worse)

• Log4j

• PrintNightmare

• AMNESIA:33

• NAME:WRECK

• NUCLEUS:13

• Number:Jack

• INFRA:HALT

• BADALLOC

• ModiPWN



Log4j

CVE-2021-44228: RCE

CVE-2021-45046: RCE (non-default configurations)

CVE-2021-45105: Uncontrolled recursion leads to DoS



PrintNightmare

CVE-2021-34527: RCE

Enabled by default on Windows 7 SP1 - 10

Multiple Proof of Concepts available

May be leveraged to gain OT access via DMZ remote 
access workstations (jump boxes)
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In 2021 there were:

More product advisories

More vulns (CVEs) per advisory

More high-severity vulns

More mistakes

When corrected, even more high-severity vulns

So let’s talk:

How to better prioritize response

How to make response easier/faster

State of ICS Vulnerabilities



The Dataset
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CVSS, Corrected CVSS, and Severity
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Frankly…



Where Do Vulnerabilities Reside?
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Better Priorization Through AI*

Where Vulnerabilities Reside

Advisories with Incorrect Data
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+ ICS ENVIRONMENTAL CONTEXT FROM DRAGOS
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Advisories with Incorrect Data

Better Priorization Through AI*



Taking Action

Remediate 
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Why We Hack Stuff



Some vulnerabilities just aren't worth it...
• A significant fraction of vulnerabilities are not worth the time or risk to remediate



Corrections: In-Depth

Example 1: Missing information and no CVE assignment

Example 2: CVE duplicates



Corrections: In-Depth

Example 3: Incorrect CVSS scores

Example 4: Vulnerability type misunderstandings



Asset Identification–The CPE Problem



Problems to Solve

• Vulnerability Accuracy

• Impact Accuracy

• Prioritization – NOT based on CVSS

• Alternative mitigation advice

• Machine-ingestible formats and 
normalization – especially around 
asset identifiers





To download a copy of the
2021 Year In Review Report,

Visit:  dragos.com/yir

Thank You

Reid Wightman

Vulnerability Analyst
e: rwightman@dragos.com
t: @reverseics

Sam Hanson

Vulnerability Analyst
e: shanson@dragos.com
t: @secureloon

Reach out Intel Team at intel@dragos.com
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