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What Is The Year In Review?

* Annual assessment and analysis of vulnerabilities

* ldentify trends to help community manage risks and
address challenges

* Fifth year running

* Tune into “Lessons Learned from the Frontlines” on 03/31
at 1pm EDT

* lIronically, vulnerability analysis started from a very
different need...
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2021: "A Year of Vulnerabilities"

-

'..-

Vulnerabilities made some major headlines
(for better or worse)
* Log4j

* PrintNightmare

- AMNESIA:33

«  NAME:WRECK

- NUCLEUS:13

*  Number:Jack
 INFRA:HALT

«  BADALLOC

* ModiPWN
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Log4|

CVE-2021-44228: RCE IMESS (mes siow:
CVE-2021-45046: RCE (non-default configurations) e memmeRT el meem [y sy e TR

noun

CVE-2021-45105: Uncontrolled recursion leads to DoS . a iy, untidy, ordisordered conditon:

jouniaro commented on Dec 13, 2021 Contributor

Yes, we have been investigating CVE-2021-44228.

The OPC UA Java Stack itself is not directly vulnerable, since it is using the SLF4J for logging. So the issue depends on how
the applications (such as the sample applications) then direct the SLF4J logging.
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PrintNightmare

CVE-2021-34527: RCE
Enabled by default on Windows 7 SP1 - 10
Multiple Proof of Concepts available

May be leveraged to gain OT access via DMZ remote
access workstations (jump boxes)
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State of ICS Vulnerabilities

In 2021 there were:

More product advisories

More vulns (CVEs) per advisory

More high-severity vulns

More mistakes

When corrected, even more high-severity vulns

So let’s talk:

How to better prioritize response
How to make response easier/faster

Y
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The Dataset

Advisories by Year CVEs by Year

2019 2020 2021 2019 2020 2021

x1.9 x2.4
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CVSS, Corrected CVSS, and Severity

20

Low

95 111 97 67

Critical

Critical Medium

Corrected
CVSS

Uncorrected

CVss
67

Medium

213

High

302

High
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Where Do Vulnerabilities

Level 0 and 1

21%

Purdue Level

Level 2 and 3

56%

Reside?

Level 3.5, 4, and 5

23%

‘)
a J

Windows

DRAGCS

10



Better Priorization Through Al*

D 951 Neither loss of

view nor loss of

Where Vulnerabilities Reside control
[ ]
1
:
: Loss of
v View and

Control

Loss of
Control
Only

Loss of
View

i Impact of Disclosed Only
: Flaws A
1

63%
62%

m 2021
m 2020
m 2019

* Actual Intelligence

2019 2020 2021

v

Dragos Found
to be MORE
SEVERE than Public

CVE data

Dragos Found to
be LESS SEVERE
than Public

CVE data

IDENTICAL SCORE
but Different
Exploitation Vector
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Better Priorization Through Al* + Actual intelligence

Emerson WirelessHART Gateway
05 October 2021

rumentation on a Wirele
ce queries instruments, and poter act 5, for data, and presents
+ I CS E N VI RO N M E N TAL CO N TE XT F RO M D RAG OS by Human Machine Interfaces (HMIs), Instrument Management Systems (IMS),
products including historians. They are deployed worldwide, most commonly in the Gil and G
Water and Wastewater ems, Chemical, Critical Manufacturing, and Food and Agriculture
sectors.

Key Takeaways:
* There are vulnerabil n Emerson WirelessHART
and modify sensitive information, takeover user a
An authenticated adversary could view and overwrite le stored on the file s
i obtain usernames and credentials, an

can help identify tamperi he i icious logons. Look for unexpected reboot
unexpected firmware upgrades/feature upgrades/system restoration in the log messages generated
by the Gateway. A

Note:

CVE-2021-24769 appears to have an incorrect CVSS. Dragos assesses that th
score should be:

8=>8.8
Emerson lessHART Gateway |Attributes Description
Public Proof of Concept Exists Successful oitati a
20 19 2 0 20 20 2 1 Date: Oct 5, 2021 Active Exploitation an authenticated adversary to

Source: ICS-CERT Skill Level Required  file stored
1 on the file system, madify system
Access Level Required
Remotely Exg
Physical Ac

setti eover user accounts,
obtain usernames and credentials,
nd

User Interaction

Security Impact

D s et Denial of Service

WirelessHART 1410
Restrict ac o ports Gateway: prior to v4.7.94

004, UpP/5004- | Credential Exposure WirelessHART 1410D

iti i ' Code Execution/Modify App ) . 0700
Mitigation BN

> CVSS Score Operations e filege Escaati ‘ et pror 1 v47.90
advice to ' :
restrict ports

Data Theft/Data Tamper

server. This can help identi :
8 >> 8-8 | l I lpa Ct npering of the device e T T (e Additional Resources
s D

Loss of View 0s Vulnerability Advis:
Loss of Control 10

Patch/Defense Details
ed version,
v4.7.94 or later.
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Taking Action

Remediate

4% Ignore
9%

Monitor

34%

Mitigate

53%
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Why We Hack Stuff

DRAGCS
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Some vulnerabilities just aren't worth it...

* Asignificant fraction of vulnerabilities are not worth the time or risk to remediate

ABB's PCM600 Engineering Tool
19-October-2021

ABB's PCM
Key Takeaways

CVE-2021-22278
6 6.3

Description

Additional Resources
ABB
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Corrections: In-Depth

Example 1: Missing information and no CVE assignment

Note:
CVEs have

J s the f""l”[_-l"u'”'lfj CVSSv3 scores:
= Hard-coded Cryptographic Key i AV-NJACL/PR-N/UEN/S:U/C:H/H/AH

» Hard-coded Cryptographic Key in Program Component: 7.5 - AV:N/# R:NJULEN/S:USC:H/ENSAN
» Use of Platform-dependent Third-party Components with Vulnerabilities: not enough information provided in the vendors se

||‘|'|ul

curity advisory to accurately

MNote:

|CS-CERT has inco ly duplicated CVE-2020-5806. One of those duplicates should be CV

The original CVE's can be found in a pas
Mote:
ome -.LJ|I"ILI‘-..ILI|I .Lntluru_d in ’rhz_ ICS-CERT advisory appear to be duplicates of previously discovered vulnerabilities by Dragos researchers
7, CVE-2021-22439, and CVE-2021-31527 seem to all be the same issue.
. :Iu. 0 appears Tn be a duplicate of CVE-2021-24768.

Dragos researchers have reached out to Emerson to verify they are duplicate




Corrections: In-Depth

Example 3: Incorrect CVSS scores

CVE-2021-22640 appears to have an incorrect CVSS. Dragos assesses that the score should be:
75=> 5829
AVINJACLIPRINJUEN/S:UJCH/IEN/AIN == AV:NJACH/PRINJULN/S:UfC:H/1:N/A:N

CVE-2021-22650 appears to have an incorrect CVVSS. Dragos assesses that the score should be:
7.5 => 9.8
AVINJACLIPRINJUEN/S:UJCH/EN/AIN == AV:NJACL/PR:N/UEN/S:U/CH/E:H/A:H

Example 4: Vulnerability type misunderstandings

Note:
The ICS-CERT advisory for this vulnerability states that the issue requires no user interaction. Dragos assesses that the vulnerability is a file format issue and that a

local user would have to open a corrupt project in order to exploit the issue.
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Asset Identification—The CPE Problem

Known Affected Software Configurations switch to cPe2.2
Configuration 1 ( hide
L AND
| OR

show Matching CPE(s)*

D

show Matching CPE(s]

Up to (including)
4.1.2

Known Affected Software Configurations switchtocre2.2
Configuration 1 ( hide )
I cpe:2.3:o:siemens:simatic_s7-1200_cpu_firmware:4

Show Matching CPE(s)

Configuration 7 ( hide )
I cpe:2.3:0:siemens:simatic_s7-1200_firmware:-:*:"1* ;= ":* Running on/with

. . shezi ' LT e g
Show Matching CPE(s)> cpe:2.3:thi:siemens:cpu_l1211c:

. ) Show Matching CPE(s)™
Running on/with

cpe:2.3thisiemens:cpu_l1212¢:-1™ ™" =i
cpe:2.3:hisiemens:simatic_s7-1200:-1* " "= Show Matching CPE(s)>
L

cpe:2.3:hisiemensicpu_1212fci-;*:™:= "5

Show Matching CPE(s)™




Problems to Solve

* Vulnerability Accuracy

* Impact Accuracy

* Prioritization — NOT based on CVSS
* Alternative mitigation advice

* Machine-ingestible formats and
normalization — especially around
asset identifiers
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QUESTIONS

A

\

D

ANSWERS
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Thank You

Reach out Intel Team at intel@dragos.com
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Reid Wightman

Vulnerability Analyst
e: rwightman@dragos.com
t: @reverseics

Sam Hanson

Vulnerability Analyst
e: shanson@dragos.com
t: @secureloon

ICS/OT CYBERSECURITY

YEAR IN REVIEW 2021

\C\

To download a copy of the
2021 Year In Review Report,
Visit: dragos.com/yir
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