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Today’s Discussion

Roadmapping 101

Some initial questions

Every journey starts somewhere– but do you 

know where you are going? What’s 

important? And how to begin?

Deviously “Simple” Roadmap

Cutting down the steps to establish a 

repeatable, measurable process for ICS/OT 

security program improvement.

Use case

Real world and applicable discussions for 

roadmap creation and timelines.



ICS/OT = Industrial Operations

Protecting what matters most

Focused on processes that impact the real 

world, using industrial control systems 

(ICS) and operational technology (OT)

operations 

year life cycle

critical infrastructure 

sectors



What do we mean by ICS/OT?

When a 0 or 1 impacts the physical world. 

Devices and systems include:



Other presentations on “starting”

Not the first time…

Way, way back… in 2020

• Explored the 

• Built a starting point 

and assess maturity for 

any OT security 

program

• Used medieval weapons

https://hub.dragos.com/on-demand/sans-virtual-ics-

security-crucible



By 2023, 75% of organizations will restructure 

risk and security governance to address 

converged IT, OT, Internet of Things (IoT), and 

physical security needs, an increase from fewer 

than 15% in 2021.

– Gartner



Why now?

Workforce

Growing base of 

skilled ICS 

security 

practitioners in 

need of team 

leaders and 

managers

Governance

Boards and 

executives 

increasingly 

highlight 

industrial cyber 

risk as a top 

concern

Projects

Increased 

connectivity in 

technology 

deployments 

requiring ICS 

security project 

management

OT vs. IT

Specific impacts 

to security 

controls, incident 

response, and 

risk evaluation 

within OT 

environments

Culture

Increased focus 

on safety and 

reliability as a 

“wrapper” for 

security



Not all security controls are equal



Insights to Challenges

32%

34%

37%

38%

50%

53%

56%

0% 10% 20% 30% 40% 50% 60%

Competition between IT and OT for budget dollars and new security
projects

Limited training for OT security

OT-specific threats do not seem to warrant an additional investment
at this time

Board and executives do not understand the impacts associated with
an OT-specific cyber incident

Unable to hire OT security professionals

OT security is managed by an IT department without engineering
expertise

OT security is managed by the engineering department, which does
not have security expertise

Source: https://www.dragos.com/resource/2021-state-of-industrial-cybersecurity-ponemon/



Using Roadmaps

Roadmaps help:

• Align business 

objectives to cyber risk

• Prioritize projects and 

programmatic 

improvements

A deceptively simple solution

When broadly shared, they 

also:

• Provide insights into 

resourcing needs

• Can be tied to threat 

trends and incidents

Roadmaps are not:

• Auditable standards

• Written in stone

• Replacements for cyber 

risk governance models

Directional Transparent Adaptable



Sustainable 

ICS/OT Security 

Program

Minimal ICS/OT 

Security Program

Understand 

Risks & Impacts

Ask yourself, “what does a 

really bad day look like?

• Understand what matters 

most to the “business”

• Evaluate potential 

impacts

How do we get there?



Right of Boom

• Reactive

• Detection & response

• System restoration

Left of Boom

• Proactive

• System hardening

• Monitoring threats

Understand 

Risks & Impacts

Bad days and crown jewels

Reduce Risk Reduce Impact

Source: https://www.dragos.com/resource/industrial-cyber-risk-management/



• Real events based on data from 

your organization, industry, or 

peers

• No explanation needed for 

plausibility

• Can be evaluated with minor 

internal information requests

Historic

• Hypothetical, yet plausible, events 

that may reasonably occur with a 

set impact

• Plausibility requires business unit 

input 

• Requires judgement, trained 

resources, and understanding of 

the business unit

Hypothetical

VS

An industrial cyber risk management approach for OT must include both.



Choose your own adventure

Scenario Scale Considerations

One scenario, massive scale

Multiple scenarios, massive scale

Multiple scenarios at small scale simultaneously

Multiple scenarios at small scale over time

Multiple scenarios in succession with cascading impact



Related “Crown Jewels”

ACME Power

Substation 

Control

Power 

Transmission

Relays

RTUs/PLCs

HMIs associated with localized 

control and EMS SCADA

Capacitor 

Banks

CRITICAL SYSTEM OR SUBSYSTEM

CRITICAL SYSTEM OR SUBSYSTEM

CRITICAL FUNCTION

OR SUB-FUNCTION

CRITICAL COMPONENTS

CONTROLLERS

CROWN

JEWELS

Transformers Instrumentation

Localized 

Control

TCAs
Associated 

communication paths

Source: https://www.dragos.com/blog/industry-news/combating-cyber-attacks-with-consequence-driven-ics-cybersecurity/



Sustainable 

ICS/OT Security 

Program

Minimal ICS/OT 

Security Program

Understand 

Risks & Impacts

Determine 

Maturity & Gaps

Ask yourself, “what does a 

really bad day look like?

• Understand what matters 

most to the “business”

• Evaluate potential 

impacts

Crawl, walk, then run…

• Be honest about your 

capabilities

• Understand your current 

and future states

How do we get there?



What do we mean by “maturity?”

Initial defenses may be 
resource-constrained

No documentation, no 
lessons learned

Loss of “lotto winners” 
could cripple the program

Moving beyond ”oral 
history” to written law

Partnered with multiple
stakeholders

Resources are less scarce

People are trained, ready, and 
exercised

Executives are active 
participants in ICS security

Capabilities are “double-
checked” and reviewed

These various “Maturity Idicator Levels” (MILs) can indicate potential areas for growth.



Evaluating capabilities

Determine 

Maturity & Gaps

Source: https://www.energy.gov/ceser/cybersecurity-capability-maturity-model-c2m2



Organization of a Domain



Current and Future States

0 1 2 3

ASSET

THREAT

RISK

ACCESS

SITUATION

RESPONSE

THIRD-PARTIES

WORKFORCE

ARCHITECTURE

PROGRAM

MIL

Maturity models can help establish 

“where you are” in your journey, 

based on the resources you have, 

applied to a crawl-walk-run 

approach.

Maturity Indicator Level



Current and Future States

0 1 2 3

ASSET

THREAT

RISK

ACCESS

SITUATION
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THIRD-PARTIES
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ARCHITECTURE

PROGRAM
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Current Maturity Indicator Level Future Maturity Indicator Level



Sustainable 

ICS/OT Security 

Program

Minimal ICS/OT 

Security Program

Understand 

Risks & Impacts

Determine 

Maturity & Gaps

Implement & 

Measure

Ask yourself, “what does a 

really bad day look like?

• Understand what matters 

most to the “business”

• Evaluate potential 

impacts

“It’s the journey, not the 

destination that matters”

• Prioritize gaps based on 

risks

• Create methods for 

consistent measurement 

to note success

Crawl, walk, then run…

• Be honest about your 

capabilities

• Understand your current 

and future states

How do we get there?



Practical use of risk registers

Implement & Measure

A risk register is:

• One stop shop for high-level 

risk discussions

• A management and tracking 

tool

A risk register is not:

• Static: it must be used to be 

useful

• Magic: risks still need to be 

managed!

Source: https://www.dragos.com/OTcyberrisk



Metrics and more indicators!

Create/ 

Update 

Metrics

Collect 

Data

Store 

Data

Analyze & 

Compile 

Data

Report 

Metrics

Use 

Metrics



Not all measurements are equal

A quick word on “measuring what matters”

• State goals and benefits

• Identify data sources (both automated and manual)

• Understand how goals/benefits relate to data

• Create a series of metrics to support

Goal KPI Benefit Data Needed

Decrease potential 

down time from ICS 

cyber incident

Mean-Time-to-Fix 

(MTTF)

Demonstrates IR 

team’s effectiveness

Hours spent on 

incidents

Incidents Requiring 

Manual Clean-up

Highlights trend of IR 

requiring manual effort

IR tickets and total 

number of incidents 

with malware

Number of ICS security 

skills per employee

Track and improve IR 

team capabilities

HR and training 

information

Source: https://sans.org/ics418



Then pick what works for you. The right first metric could be as 

simple as:

Too advanced?
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Percentage of Systems with Network Visibility

Plant Control Network Corporate IT SCADA



PROTECTING THE 

CROWN JEWELS



“PROTECTION IS IDEAL,

DETECTION IS A MUST”



Real-life Application

Manufacturing Use Case

Initial discussion

“How good are we doing?” led to an in-

depth discussion on crown jewels and the 

architecture within the relevant systems.

Unsurprisingly– issues were found.

Quick Wins

Immediate remediation with both “low 

hanging fruit” and high severity issues 

across incident response, network visibility, 

and system hardening.

Scorecards and Success

Only one year later, established a more 

robust program linking projects to maturity 

levels, board and executives were more 

aligned to OT and IT cyber risk 

relationships.



Sustainable 

ICS/OT Security 

Program

Minimal ICS/OT 

Security Program

Understand 

Risks & Impacts

Determine 

Maturity & Gaps

Implement & 

Measure

Ask yourself, “what does a 

really bad day look like?

• Understand what matters 

most to the “business”

• Evaluate potential 

impacts

“It’s the journey, not the 

destination that matters”

• Prioritize gaps based on 

risks

• Create methods for 

consistent measurement 

to note success

Crawl, walk, then run…

• Be honest about your 

capabilities

• Understand your current 

and future states

How do we get there?
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