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AGENDA OUTLINE

) Industry Terminology

©) Business Impact of Cyber Threats in BAS
©) Threat Scenarios

) Dragos Platform BAS Scenario Demos
©) Case Study Highlights

() Dragos BAS Solutions and Resources
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BUILDING TERMINOLOGY

FACILITY
BUILDING BUILDING BUILDING RELATED
MANAGEMENT AUTOMATION CONTROL CONTROL
SYSTEMS SYSTEMS SYSTEM SYSTEMS
HY
‘ 98
(BMS) (BAS) (BCS) (FRCS)

These refer to generally similar systems

For simplicity, we’ll use BAS as the standard term
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BAS EXAMPLES

Fire detection
and suppression,
sprinklers, audible
announcement

Control and
monitor anything
related to energy
(electric or otherwise)

Temp/humidity,
fans, dampers, air
handling units,
purification

Destination
dispatch, transport
control, video
display

Including physical
security, access

control, cameras,
perimeter monitoring

Water pumps,
hydraulic flow,
temperature, boilers,
black/grey water
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POTENTIAL BUSINESS IMPACT

S

Human Safety

Camera monitoring,
physical access,
mechanical failures

— @/ Prevent Larger Security Incident

@gﬁ.ﬁﬂ

Brand Reputation

customer confidence,
stock value

Legal and Pivot into IT enterprise,
Compliance Protect Revenue or from IT into BAS or OT
IP Protection, Pl Customer obligations: working doors,

elevators, security, cooling/heating

Non-tenant: e.g. Empire State Building
is significant source of tourism revenue
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1. BAS systems often
connected to same network
but protected by different
teams and/or controls

2. One system compromised
likely exposes others

3. Loss of use for one system
can have a cascading effect

DRAGCS



CROWN JEWEL ANALYSIS

« Crown Jewel Analysis (CJA)
IS an iterative process that
works top-down to identify
critical assets required for
primary system function.

* Enables every aspect of
vulnerability management,
incident response, disaster
recovery, and where
detection and protection
should be prioritized.

SYSTEM OWNER

CRITICAL FUNCTION
OR SUB-FUNCTION

CONTROLLERS
. -
CROWN
JEWELS
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DRAGOS PLATFORM - BAS THREAT SCENARIOS

0 BACnet Adversarial Activity
©) Authentication Brute Force Attempts

e Ransomware IOC Detection

DRAGCS
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'FORM - BAS THREAT SCENARIOS

BACnet Adversarial Activity

BACnet Confirmed
Private Transfer LVT Error
detection was triggered

Upon further review, it is
determined that the source
asset involved is a vendor
asset and abnormal (Nmap)
activity was observed
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Demo

Threat Scenario 1




PLATFORM - BAS THREAT SCENARIOS

Authentication Brute Force Attempts from Enterprise into IDMZ

Successful logon was detected
after 3 failed logon attempts
by the same user on the same
system, in a 5-minute period.

After additional investigation,
it was determined that a
mixture of default, domain,
and local accounts were

used in an attempt to gain
access to the Historian.
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Demo

Threat Scenario 2




Ransomware IOC Detection

m TR-2021-12 related indicator detected in environment

DETECTION INF

WHAT HAPPENED:

OCCURRED AT:
COUNT:
DETECTED BY:

DETECTION QUAD:

ACTIVITY GROUP:

MITRE ATT&CK TACTIC:

QUERY-FOCUSED DATASETS:

PLAYBOOKS:

CASES:

DRAGC

LAST SEEN:
STATE:
SOURCE:

ZONES:

ICS CYBER KILLCHAIN STEP:

MITRE ATT&CK TECHNIQUE:

NOTIFICATION RECORD:

NOTIFICATION COMPONENTS:

MARK AS READ

Criticality Name

IT

52.58.78.16

52.58.78.18
de-us-west-01.local localhost

Detected At Protocol Source Addre Source Port Destination... Destination P...

.. | HTTP 192, 53071

RM - BAS THREAT SCENARIOS

Ransomware I0C Detection
(TR-2021-12) fires in the
ESS_VMS zone.

The company IRP is
activated and Dragos IRR
is engaged to respond
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Demo

Threat Scenario 3




IDY HIGHLIGHTS = FEDERAL AGENCY

Case Operational Challenge

Tool deficiencies in IT
teams (e.g. Nessus)
that were missing a

low-risk approach
suitable for OT
environments

OT personnel
(civil engineers)
recognized the need for
asset visibility and pushed
it with IT counterparts

©

Result

Dragos Platform
installed in lab
environment to enable
threat monitoring
capability

DRAGC
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_ASE STUDY HIGHEIGHFSSTIERAT TECH COMPANY

e |

o¥eye!

Case

Dragos professional services
brought in for assessments
and penetration tests

Looked at EPMS meters, Data
Center Infra Mgmt Systems

= >

ICS/OT Systems

Schneider and Eaton
sensors/controllers
(EMCS/EPMS),
HVAC and mechanical
systems

8,

Operational Challenges

Dual homed servers,
network segmentation
issues, publicly
exposed BAS systems,
protocol manipulation
over BACnet/Modbus

DRAGCS

18



\SE STUDY HIGHLIGHTS - TIER 1 DATA
-NTER INFRASTRUCTURE PROVIDER

@,
QL L —=

Case ICS/OT Systems
Datacenter developer/O&M Tridium (EMCS),
with over a Giga-Watt of Modius and

SynapSense (EPMS),
VESDA (FPS), Genetec
(ESS)

built capacity

Conducted a Proof of
Concept at a key site

00 l]l]
00 l][l
00 l]l]

Operational Challenges

Unmanaged assets, risk
of ransomware, threat
monitoring, vulnerability
prioritization

DRAGCS
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Effective OT Security

Ol

SMS ICS Incident Response Plan

02

THE FIVE Defensible Architecture
ICS CYBER

SECURITY 03
CRITICAL ICS Network Monitoring Visibility

CONTROLS
04

Secure Remote Access

https://www.sans.org/white-papers/five-ics- O 5
cybersecurity-critical-controls/ Risk-based Vulnerability Management
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https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls/
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls/

DRAGOS SOLUTIONS

S

Dragos Platform

Asset inventory « Threat detection

« Network monitoring Vulnerability management

@ « Architecture Review  Readiness Assessment * Incident Response (RRR)
« Network Vulnerability ¢ Penetration Testing « Tabletop Exercise
Global Services Assessment  Threat Hunting (OT Watch)
{}  Critical alerts « Executive insights
@ * Industry threat * Threat feed

Worldview Threat perspectives
Intelligence « Weekly reports
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DRAGCOS RESOURCES ON BAS

DRAGCS

INFOGRAPHIC

SOLUTION BRIEF

DRAGCS

INFOGRAPHIC

Securing Your Most Critical
Building Automation Systems

Identifying and protecting the crown
jewels in your facilities

SOLUTION BRIEF DRAGO?S

SAFEGUARDING CIVILIZATION

Cybersecurity for -
Building Automation Systems

WHITEPAPER

CASE STUDY

WHITEPAPER DRAG&.

SAFEGUARDING CIVILIZATION

Assessing Operational
Technology (OT)
Cybersecurity Maturity

DRAGCS

SAFEGUARDING CIVILIZATION

Securing the
Critical Environment

that Runs Data
Centers

22


https://www.dragos.com/resource/securing-the-critical-environment-that-runs-data-centers/
https://hub.dragos.com/infographic/crown-jewel-analysis-building-automation-systems
https://www.dragos.com/resource/dragos-solutions-for-building-automation-systems/
https://hub.dragos.com/whitepaper-assessing-operational-technology-cybersecurity-maturity
https://hub.dragos.com/whitepaper-assessing-operational-technology-cybersecurity-maturity
https://hub.dragos.com/whitepaper-assessing-operational-technology-cybersecurity-maturity
https://www.dragos.com/resource/crown-jewel-analysis-infographic-building-automation-systems/
https://www.dragos.com/resource/crown-jewel-analysis-infographic-building-automation-systems/
https://www.dragos.com/resource/crown-jewel-analysis-infographic-building-automation-systems/
https://www.dragos.com/resource/crown-jewel-analysis-infographic-building-automation-systems/

DRAGCS

QUESTIONS AND ANSWERS
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