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• 5 Crit ical Controls as a 

foundation for any OT 

cybersecurity program

• Establishing an 

Incident Response Plan

• OT IR Process in depth

• Incident Management 

Tools and Techniques

• IR Checklist

• Difference of incident 

response in OT and IT

• Incident Management

• IR Data Collection

Webinar 1

You are not alone

Webinar 2

OT IR is different

Webinar 3

Effective IR – be prepared



AVAILABLE ON-DEMAND AT DRAGOS.COM

ON DEMAND | YOU ARE NOT ALONE! ON DEMAND | WHY IS OT IR DIFFERENT THAN IT?

https://hub.dragos.com/on-demand/incident-response-for-ics
https://hub.dragos.com/on-demand/why-is-ot-incident-response-different-than-it?_gl=1*3ntvk5*_ga*MTY2MDYxNTExNy4xNjY5NjQ1OTQ3*_ga_8Z0JSJN44D*MTY4MDAyODgyNi4xODQuMS4xNjgwMDMyNjMyLjYwLjAuMA..


Discover the value of an OT Incident Response 

Retainer, and how it differs from IT

Explore what it takes to build a consequence-driven 

plan to ensure OT Incident Response readiness

DOWNLOAD AT THE L INK BELOW

An Executive’s Guide to OT 

Cyber Incident Response

https://hub.dragos.com/guide-an-executives-guide-to-ot-cyber-incident-response

https://hub.dragos.com/guide-an-executives-guide-to-ot-cyber-incident-response


NOW AVAILABLE

Explore the convergence of Incident Response

and Incident Management principles

Incident Response for 

Operational Technology

I nc ident  Re sponse  fo r  Ope ra t iona l  Te chno logy

Which phases of Incident Response are

different in industrial environments, and how

to prepare accordingly

https://hub.dragos.com/whitepaper/incident-response-for-operational-technology


IT Incident 
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workflow 
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Ownership of 
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PROCESSES OWNED BY INCIDENT RESPONSE
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PROCESSES OWNED BY ASSET OWNERS & OPERATORS
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* Consider restoring from 

backups instead of only 

removing malware/adversary 

artefacts

** Site-/plant-wide account resets 

likely require careful 

consideration, planning and third-

party support



Netflow
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SUSTAINED VIS IB IL ITY INTO YOUR ENVIRONMENT

A CMF is the practice of 

documenting all the potential 

sources of data that could be

used by incident responders 

and investigators

• Includes all digital assets such 

as computers, data loggers, 

network equipment, PLCs 

• Anything that contains logging 

or forensic information that

could inform an analyst during

an investigation is valuable



PHYSICAL LOGISTICS OF  OPERATIONALIZING THE TEAMS

1

2

3

4

Collaboration space for Incident 

Response providers and support teams

Incident response line and out-of-band communications

IR room with whiteboards

Virtual war rooms as required for 

multinational organizations or remote teams



SUPPLYING RESPONSE EFFORTS

1

2

3

4

Network Security monitoring tools

Ability to collect volatile media

Grab bag including copy of an up-to-date CMF and IR plan

5

Forensic collection tools

Write/scratch media

6 Proper tech and tooling



DEF INING ROLES & RESPONSIB IL ITIES

1

2

3

4

Defined Incident Response team size and structure

Incident Command structure

(Dedicated Incident Commander appointed, site champions)

Relevant training, site, and professional certifications

Personal Protection Equipment (PPE)



DEF INED, DOCUMENTED, AND REPEATABLE
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1

2

3

4

Forensic Collection procedure

OT network containment procedure

Host isolation procedure

Predefined eradication strategies

5 Predefined recovery processes and procedures



INFORMED ACTIONS

1

2

3

4

Common understanding of terminology

Incident Dashboards & Reporting Templates

Templates for incident reporting to external stakeholders

5

Cadence for communications

Knowing the intended audience

6 Out of band communications



Response Tracking

Information Received Actions Assigned Actions Completed

Information Source
Date – Time

received
Action Assigned to Priority 

Date-Time

assigned
Action & Result

Date-Time 

completed

Notification

of suspected 

organizational 

breach

Government 

Agency

2022-04-22

1400 UTC

Assemble 

Incident 

Response Team

Incident 

Commander
High

2022-04-22 

1530 UTC

IRT comms stood up, incident status 

report logged in dedicated comms 

channel

2022-04-22 

1730 UTC

n/a n/a n/a

Investigate 

network traffic 

for new or 

suspicious 

connections

OT Security 

Analyst
High

2022-004-22 

1730 UTC

Updated incident status report – no 

new connections identified from 

initial analysis. Continuing to 

analysis available logs

2022-04-22

2000 UTC

Plant operating 

status reported as 

normal.

Ops manager
2022-04-23 

0800 UTC

Update incident 

status report

Duty 

incident 

information 

handler

Low
2022-04-23

0830 UTC
Incident status report updated

2022-04-23

0900 UTC

Threat intelligence 

report states that 

vendor X devices 

are being targeted

Threat Intelligence 

provider & 

Information 

sharing portal

2022-04-23

0900 UTC

Contact vendor 

and establish 

communications

System 

Owner
Medium

2022-04-23

0930 UTC

Vendor contacted and agent 

assigned to provide support 

as per SLA.

2022-04-23

1430 UTC
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ADDIT IONAL RESOU RCES :

D R A G O S .C O M / S E R V I C E S / I N C I D E N T - R E S P O N S E /

5  C R I T I C A L  C O N T R O L S  F O R  W O R L D - C L A S S  O T  C Y B E R S E C U R I T Y

PREPARE AHEAD FOR A CRISIS

OT OPERATORS ARE VITAL FOR IR

COLLAB ACROSS BUSINESS UNITS

5 CRITICAL 

CONTROLS FOR OT 

CYBERSECURITY

https://www.dragos.com/services/incident-response/
https://hub.dragos.com/guide/5-critical-controls?_gl=1*p47s76*_ga*MTY2MDYxNTExNy4xNjY5NjQ1OTQ3*_ga_8Z0JSJN44D*MTY4MDAzNDk2Ny4xODUuMS4xNjgwMDM0OTc5LjQ4LjAuMA..


Email: hvirani@dragos.com

Email: nhemker@dragos.com

mailto:hvirani@dragos.com


North America EU & United Kingdom Australia

+1 410-618-0135 +44 14830967867 +61 3 4422 2774

For non-emergency requests, email us at ir@dragos.com

mailto:ir@dragos.com
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