
OT Threats Won’t Wait

Defend Critical Operations at Speed

Shaunna Hargrave

Sr. Industrial Responder

Mark Urban

Product, VP

Danielle Gauthier

Product, Intel/OT Watch



2

Agenda

2

1

2

3

4

O T  S E C U R I T Y

G A I N  V I S I B I L I T Y :  A S S E T S  &  V U L N S  B A S E L I N E

O P E R A T I N G  A T  S P E E D ,  A T  S C A L E   -  W O R K F L O W S

D R A G O S  P L A T F O R M

• Baseline

• OT Threats

• Architect for MTTR

• Monitoring

• Detection

• Triage

• Investigation

• Resolution



OPERATIONAL 

TECHNOLOGY (OT)

Automation systems that manage 

physical processes. 

Business foundation for manufacturing, 

water & energy utilities, oil & gas, medical, 

logistics & transportation, building & data 

center management

Exposed at Scale

Remote access & digital transformation 

introduce new risks. Common software 

elements across diverse systems create 

scalable attack opportunities.

Ransomware Groups & State-

Sponsored Adversaries

Thousands of ransomware attacks on OT-

reliant businesses; 23 dedicated threat 

groups; 9 ICS/OT-specific malware families.

IT Security Tools Struggle

IT tools don’t understand OT systems & 

protocols, lack operational context, and 

often conflict with operations teams.

Operational Blindness

Limited visibility into assets, networks, 

remote connections, threats, 

vulnerabilities, and misconfigurations. 

Complicates business continuity & 

compliance. 
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How Executing OT Intrusions Changed

What adversaries leverage

• Public knowledge, off the shelf tooling

• Valid accounts & admin tools (LOTL)

• Ransomware economy rewards speed

Where friction dropped in OT

• Vendor/remote access

• Shared/reused credentials

• More reachable paths

How impact shows up

• Loss of view/control or safety stops

• Out-of-window maintenance changes

• Routine traffic until state change confirmed

30

Electric

177

Industrial Control 

Systems

1171

Manufacturing

44

Oil & Gas

176

Transportation

4

Data Centers

7

Renewables

12

Water

Ransomware accelerates timelines, 

but that’s not the whole story.

11

Mining

41

Communications

20

Government

TOTAL: 1693 INCIDENTS
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Why OT Visibility Matters

See

• Assets

• Network

• Exposure

Understand

• Context

• Intel @ triage

• Active 

collection

Act

• Guided steps

• Escalation

Improve

• Reduce 

opportunity

• Time to 

resolve

OT visibility is the pre-condition.  
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Architect for Fast Response & Resolution

Leverage Mean Time to Resolution (MTTR)

RESOLUTION
ASSET

INVENTORIES
DETECTION INVESTIGATIONTRIAGE

MONITORING 

COVERAGE
VULNERABILITIES

NIST Incident Response Lifecycle (SP 800-61 Rev. 2)

Containment, 

eradication, 

recovery, & 

post post 

incident  

activity

Detection & Analysis

Preparation
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Architect for Fast Response & Resolution

Challenges

RESOLUTION
ASSET

INVENTORIES
DETECTION INVESTIGATIONTRIAGE

MONITORING 

COVERAGE
VULNERABILITIES

Baseline
Required to detect 

threats

IT-focused risk 

scores & 

mitigation

2

Coverage  

monitor crown 

jewels assets  / 

core OT 

processes at 

critical sites

3

Noise 

Anomaly 

detection 

engines with 

little OT threat 

context create  

high alarm 

rates 

4

Prioritization

How to choose 

which alerts are 

important

5

Lack of 

Guidance

What to do 

next?

6

Stuck at “Square 

one” 

Batch-based asset 

uploads with no 

continuous asset 

discovery & 

monitoring,

1

Lack of 

expertise

OT forensics, 

repair, 

restoration, 

reporting…

7



8

Gain Visibility: Assets & Vulns Baseline

Asset Inventory Vulnerability Dashboard

Zones and Comms Vulnerability Proflies and Details
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BUILDING EFFECTIVE OT CYBER PROGRAM

Mind the Gap

YOUR CYBER SECURITY 

RESOURCE & SKILL BASE

(Probably IT Focused)

OT CYBER SECURITY 

CAPABILITY

OT CYBER 

SKILLS

GAP

DRAGOS 

MANAGED PLATFORM SERVICE

OT INCIDENT RESPONSE & ASSESSMENT SVCS

& AI-ANALYST ASSIST TECH
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Operating at Speed, at Scale

Workflow Overview

1. Monitoring

2. Detection

3. Triage

4. Investigation

5. Resolution
Dragos DFIR Specialist

Dragos Managed Platform Service

OTWatch Complete



Monitoring – One place 
to start (prioritized)



Detection -  Sev 3/4/5 
notifications to review



Detection – Filter high-
severity alerts



Triage – Context & intel 
inline





Triage – Vulnerabilities 
(NOW/NEXT/NEVER)





Investigation – Create 
cases, track evidence



Cobalt Strike

Investigation – Add 
relevant  playbooks





Investigation – Consult 
logs and pull artifacts



Investigation – Validate 
file movements





Resolution – Convert to 
incident; contain
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Adapt Deployment 

to Your Environment 

Expanded Coverage, 

Easier to Scale

Accelerate Time to 

Action & Resolution

Automated Insights & 

Facilitate Independence

Secure OT 

South of the Firewall

Provide Critical Expertise 

& Operational Capabilities

DRAGOS 

PLATFORM

Asset 

Visibility 

Network 

Monitoring 

Segmentation

Validation

Vulnerability

Management

Detection and 

Response
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OTWatch Complete Managed Platform Service

Fully supported OT cybersecurity workflow, executed in the Dragos Platform.

Preparation & 

Establish Baseline

Supported by OT 

Watch Complete

Continuous 

Monitoring

Supported by OT 

Watch Complete

Triage & 

Prioritization

Supported by OT 

Watch Complete

Investigation & 

Analysis

Supported by OT 

Watch Complete

Incident Response

Rapid Response 

Retainer

Recovery & Report

Rapid Response 

Retainer

Continuous 

Improvement

Supported by OT 

Watch Complete



Join us at the 9th annual Dragos Industrial Security Conference

Register at: dragos.com/disc

https://events.dragos.com/DISC2025
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Q U E S T I O N S  A N D  A N S W E R S
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