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ICS-capable software intentionally designed for 

adverse effects on OT environments



ICS-Capable

Malicious IntentAdverse Effects



Logic designed to detect a deviation from the 

baseline of process states, protocols, or ICS 

system behavior
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Contains ICS/OT functions for navigating, 

altering, or retrieving information from OT 

networks, devices, or software

ICS-Capable









Initial Contact with Detection Team

o Early Engagement

o Uncertainty may exist

o FrostyGoop

o PIPEDREAM

Research

o Protocol Specifics

o Purpose, Nodes, Commands

o Asset Identification Constraints

o Target Details

o Collaboration with Engineers



Preliminary Detection Capabilities Check

o ModbusTCP Dissection  

o Existing Detections

o Special Considerations

o Contingency Planning – Tagging, Suri, etc.

Feedback

o Share Findings

▪ FrostyGoop on the Wire

▪ Unique Behavior

o Parallel Effort

▪ Malware Analysts

▪ Detection Engineers

▪ Other Experts



Can this binary cause harm to OT?



Ability for Adverse Effects on OT Environments

Works correctly to achieve negative outcomes 

against the OT Environment

What adverse consequences can 

this ICS-capable software cause?











https://scadasploit.dev/posts/2021/07/hacking-modbus/



http://www.ids.uni-bremen.de/conf/mocast2020/papers/MOCAST_2020_paper_68.pdf



Does it work?







✓ Capabilities Confirmed

✓ Evaluate Risk

▪ Impact

▪ Likelihood

✓ Ease of Detection

▪ Effectiveness

▪ False Positive Chance

▪ Complexity

Assess Effects Scope Effort

✓ FrostyGoop – Single Protocol

✓ PIPEDREAM – 3 Protocols



• Custom Golang binary

• Modbus TCP

• Read/Write Registers

• It works

• Potential ENCO targeting



Designed with Malicious Intent

Intentionally designed to cause harm or negative 

consequences to OT environments



Code capabilities

Developer

Threat Group Incident Response

Victims

Deployment



Code capabilities

Developer

Threat Group Incident Response

Victims

Deployment





FrostyGoop

ICS Malware



Which Detection? 

Indicator 

Detection? 

Legitimate or 

Malicious?

Unique Behavior

Programmatic Testing

Can’t Be Detected

Final Check with Experts

FrostyGoop





A Note on FrostyGoop Detection Methodology



Preferred Method for 

Detecting ICS Malware

X + Y 

= 

Bad

Behaviors 

are Not 

Normal

Most RobustLongest Lasting Re-usable



C2 in 

Environment

New 

Controlling 

Device

Commands 

from that 

Device

+ +

Exaramel C2 Followed by New Master Station then 

Commands

+ +

Havex C2

Black Energy C2

Grey Energy C2

Controlling Station

Server

IO-Controller

New Commands



ICS-capable software intentionally designed for 

adverse effects on OT environments.

ICS Malware is

3 Properties:

 ICS-Capable

 Designed with Malicious Intent

 Ability for Adverse Effects on OT environments





Get Multiple Opinions

ICS Capable, 

Adverse Effects, 

Malicious Intent

Engage Early, 

Scope Properly, 

Research Diligently

Test Extensively



DEFENSE IS DOABLE

“Defenders need to be right 100% of the time but I only 
need to be right once.”  

~ Famous PenTester

“Not So Fast.” 
~ Obscure Detection Engineer
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Join us at the 9th annual Dragos Industrial Security Conference

Register at: dragos.com/disc

https://events.dragos.com/DISC2025
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