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Welcome to the Dragos Webinar Series

A Day in the Life:

IT Analyst

JUST INHERITED
AN OT NETWORK

Knows security.
Everything about the
environment is new.

DRAGCS

OT Analyst

COVERING MORE
GROUND THAN ONE
PERSON SHOULD

Knows the environment.
The work outpaces hours in
the day.

Executive

EXPLAINS OT
RISK UPWARD

Owns the risk.
Needs it in terms the business
accepts.

New to Environment

ACCELERATE TIME
TO PRODUCTIVITY

Knows the work.
Doesn't know this
environment or tools yet.
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You are not new to
the work.

You are new to this
environment.
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What matters
changes from
one environment
to the next

DRAGCS

s How this environment is structured

Network zones, segmentation boundaries, and
communication paths

What deserves attention first

Active alerts, critical vulnerabilities, open
Investigations

How work gets done safely

Regulatory requirements, maintenance windows,
and approval paths
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E m b e r Insights
Dragos EmberAl NewmopuLe

A

E[:Eg:; Dragos EmberAl puts OT intelligence and expertise directly into analyst workflows through a conversational
interface.
Map

s >

An xOT-native Al agent grounded in your
iIndividual environment: ] U (A

Multiply Capacity Faster Response OT-Native Al

Vulns
Scale analyst output without adding Reduce mean time to respond and triage Assisting IT cybersecurity analysts

OT-native Al built on the Dragos Intelligence
Fabric.

. Al Builton OT

Segment

6 Powered by the Dragos Intelligence Fabric Every response is grounded in a decade of OT intelligence.

Answers questions about assets, vulnerabilities,
alerts, and threats

Reports
Ask a Question. Get an Visibility & Vulnerability Threat Intel Mapped to Cut Investigation Time

N OT Answer. Triage Without Manual Your Environment Dramatically

Activates expert-built Skills for complex work
workflows . >

Settings

M Contact Your Account Representative for More Information @ Dismiss Dragos EmberAl from navigation

=y >

Executes approved actions in the Dragos
Platform

DRAGCS



Built on the Dragos Intelligence Fabric

The world’s largest OT-specific dataset and the engine underneath EmberAl

Incident Response + Asset & Protocol Vulnerability Research Global Telemetry from
Adversary Tracking Library + Research y Critical Infrastructure

DRAGCS  Context Delivered Into the Analyst Workflow

Em be rAI Continuously updated < Secure by Design « Ever-expanding sKills library (3.3)
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From orientation to your first project

PJ Understand the environment [E] Complete your first project

&} Understand your role

Dragos EmberAl understands you:
your sector and framework

Assets, zones, communications, and
activity

e N e
CONTEXT @ v Crown Jewel Analysis
] Guide an analyst through a Dragos Crown Jewel Analysis to find and tag the OT
wiustrial Sector
‘ afé S systems most critical to operations.
Electric Utility (Transmission) v
Assessment Asset Management
”~ .
NERC CIP DFIR Triage Workbench
s Guided DFIR triage for Dragos Platform notifications — OT-aware IR playbooks,
triage runbooks with live Platform data lookups, involved-asset and timeline
NERC CIP tracking, and evidence packaging.
Triage Response Incident Response
NIST CSF 2.0
IEC 62443 Dragos IR Activation
How to contact and activate Dragos Incident Response — hotline numbers, retainer
TSA Pipeline Directives activation, and OT-safe forensic guidance.
Response Iincident Response
NRC 10CFR 73.54
EU NIS2 Directive . A
Firewall Review
Structured review of a customer firewall configuration using the Dragos
0/1000 Segmentation Module. Produces scored findings across device vulnerabilities,
segmentation gaps, access path risks, rule hygiene, and hardening — with OT-aware
Save severity and an analyst review queue.
Segmentation Network Assessment
MEMORIES @ v
N Y, N

DRAGCS

Plan the work, get approval, and move it

forward

e N
Dragos EmberAl
Powered by the Dragos Intelligence Fabric.
Ask questions, activate skills, and export analysis.
Set your user context Ask your first question Activate your first skill Create your first artifact Configure write permissions

@ Set your user context Customize | @ E) Askyour first question Ask | @

@ Activate your first skill Ask | @ [-5"] Create your first artifact Create | @

£33 Configure write permissions | Configure | @

@ Hide Getting Started
your message

N J




Dragos EmberAl
Drew Hutcheon, Product Lead, Dragos EmberAl -
the 2 ': g ,~’~ ._M .
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