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Welcome to the Dragos Webinar Series

A Day in the Life:

IT Analyst

JUST INHERITED
AN OT NETWORK

Knows security.
Everything about the
environment is new.

DRAGCS

OT Analyst

COVERING MORE
GROUND THAN ONE
PERSON SHOULD

Knows the environment.
The work outpaces hours in
the day.

Executive

EXPLAINS OT
RISK UPWARD

Owns the risk.
Needs it in terms the business
accepts.

New to Environment

ACCELERATE TIME
TO PRODUCTIVITY

Knows the work.
Doesn't know this
environment or tools yet.
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Key Questions to Answer :

OII What could disrupt operations?

02 Where are we exposed?

3
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03 Are our investments reducing that exposu

04 Where should we invest next?

DRAGSS RIS Reagss, s Al Rights Reserved. Proprietany & Cuittentiah.



More attention, more questions, and they land on you

2 6 The News
OT threat groups

tracked by Dragos The Board

The Requlators

X JOI®
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® 11 active in 2025

The Business
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Al is already being used against OT

Municipal water and drainage utility, Mexico - January 2026

O = = = = O

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6

Adversary Turns to commercial Within hours, Al Al researches Runs an automated  Al-written attack

compromises the IT Al tools to support flags an industrial potential access password spray scripts refined

environment the intrusion gateway and paths against the interface throughout the
SCADA platform as Intrusion

a significant target

Al reduced the time and technical effort required.
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Same technoloqy. Very different purpose.

Al USED TO TARGET Al USED TO DEFEND
Move Faster and Smarter. Move Faster and smarter
Fill expertise gaps Fill expertise gaps

Cause Damage. Strengthen Resilience.
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Your Team’s Responsibility

Understand what’s in your environment

Triage quickly when a critical alert fires

Prioritize what matters most

00 e P 0

Verify your segmentation holds

"o

Know whether a threat in the news applies to you

|l Report to the business with evidence

Al can help with all of this.
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But what’s it working from?

{ of Assets H Nr Activity } { @ Incident response H C} Adversary tracking

Codified
Intelligence
and
Expertise

" Vulnerability Industrial assets
-@- Vulnerabilities H /\ Platform findings @) o H and protocols

Current

Environment
data
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Extend the team’s
capacity and expertise
while keeping people in

control.
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D R AG @@ > Dragos EmberAl Q= ‘_;? z,, @ @ -
E m b e r Insights
Dragos EmberAl nNewmopuLe

f

E?ﬂfgf;l Dragos EmberAl puts OT intelligence and expertise directly into analyst workflows through a conversational
interface.
Map

s >

An xOT-native Al agent grounded in your
iIndividual environment: ] U (A

Multiply Capacity Faster Response OT-Native Al

Vulns
Scale analyst output without adding Reduce mean time to respond and triage Assisting IT cybersecurity analysts

OT-native Al built on the Dragos Intelligence
Fabric.

. Al Built on OT

Segment
6 Powered by the Dragos Intelligence Fabric Every response is grounded in a decade of OT intelligence.

Answers questions about assets, vulnerabilities,
alerts, and threats

Reports
Ask a Question. Get an Visibility & Vulnerability Threat Intel Mapped to Cut Investigation Time

N OT Answer. Triage Without Manual Your Environment Dramatically

Activates expert-built Skills for complex wrk
workflows . >

Settings

M Contact Your Account Representative for More Information @ Dismiss Dragos EmberAl from navigation

=y >

Executes approved actions in the Dragos
Platform

DRAGCS



Built on the Dragos Intelligence Fabric

The world’s largest OT-specific dataset and the engine underneath EmberAl

Incident Response + Asset & Protocol Vulnerability Research Global Telemetry from
Adversary Tracking Library + Research y Critical Infrastructure

DRAGCS  Context Delivered Into the Analyst Workflow

Em be rAI Continuously updated < Secure by Design « Ever-expanding sKills library (3.3)
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Two.examples:in
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Example 1 - Four-hour maintenance window , :;§ | Example 2 - A new OT threat

Nhat should we fix = Does this threat applgi
first? to our environment?
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Dragos EmberAl
Drew Hutcheon, Product Lead, Dragos EmberAl -
the 2 ': g ,~’~ ._M .
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