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INTRODUCTIONS
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The Dragos Platform offers the

most effective industrial Anomali provides a Security
. - Operations Platform powered
cybersecurity technology, giving .
| o o a® ; by Al to Protect and Drive
customers visibility into their Faiore
ICS/OT assets, vulnerabilities, Y

threats, and response actions.

Magpie Graham Scott Dowsett
Technical Director (Intelligence) Global Field CTO
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CYBER THREAT INTEL: MYTHS & TRUTHS

DRAGCS

ANOMALI

A continuous stream of
unfiltered data from a
single source

Research applicable to
every industry or
organization

Used for reacting to
incidents after they have
occurred

v/

v/

Evidence-based analysis
of data collected from
multiple data sources

Made relevant to specific
industries and your
organization

Used to take preemptive
action and mitigate
potential threats




WHERE TO GET INFORMATION ON CYBER THREATS

THE ANOMALI PLATFORM
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tools, targets, and e BT infrastructure and
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Data Sources: Commercial - = [ Data Sources: Network and
Cyber Threat Intelligence st .- Endpoint Traffic Data,
Providers, ISACs, Government Security Logs, Incident
Advisories, OSINT, Peer-to-Peer Reports, Any information
Sharing Networks, Joint that is generated internally

Cybersecurity Operations,
Partner Agreements
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FINDING WHAT MATTERS TO YOU

)\
4
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FINDING WHAT MATTERS TO YOU

Actioned Visibility Optimized Cyber Stack Automated SecOps
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OT THREATS ARE DIFFERENT THAN IT THREATS
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ICS/OT Systems, Networks,
& Vulnerabilities are Very Different
from IT/IOT

Specialized Threat Groups
Target ICS/OT Systems With TTPs
Specific to the Environments

There Can Be Significant
Impacts to Public Safety,
Environment, & Revenue
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UNDERSTANDING THE ICS CYBER KILL CHAIN

This is an example of a successful cyber attack on ICS. é
These events occurred in Ukraine in 2016. <
T
//;\\\ FACILITATED ELECTRUM DEPLOYED CRASHOVERRIDE >4,
K :/ INITIAL ACCESS TOIT -=--------- > OT MALWARE DISRUPTING POWER @:
NETWORKS & PIVOT TO OT TO Y& MILLION HOMES
Delivery STAGE Sl Develop
Exploit STAGE Test
Install/Modify S Deliver
C2 STAGE Install / Modify
Act STAGE Execute ICS Attack
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KAMACITE

CAPABLE OF STAGE 1: INITIAL ACCESS, PIVOT TO OT

February 2022

CYCLOPS BLINK
targeting
vulnerabilities
in small/home
office devices

DRAGCS

WatchGuard firewall
& router devices

e

ASUS firewall &
router devices

I

May

Targets another
set of routers & IP
cameras for initial

network access

(outside of

CYCLOPS BLINK

operations)

Communication
with the same
oblenergo targeted
ina 2015 Ukraine
cyber attack

KAMACITE was
observed utilizing
DarkCrystal
malware to
conduct
reconnaissance

The compromise of IT networks can lead to future impacts on OT environments.

ANOMALI
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ELECTRUM

CAPABLE OF STAGE 2: EXECUTING ICS ATTACKS

1
\\\| ll,

BT\ in April 2022 malware s - eceuny Kn\‘

NV uncovered at a Ukrainian e gy (@
=] . Enterprise [t i —
utility provider soc st E«E

IT

© | JUMPSERVER, LEVEL 3.5 %

C | AV, PATCH —
LEVEL 3 ()
Operations “= HISTORIAN
Systems 2=

The malware is a variant of

CRASHOVERRIDE, used in the l %
2016 attack by ELECTRUM | “omiral ! T~ c395%cg%gs =
o LEVELT UH LSRG
B g o e i) G G-
Wiper malware is also deployed: - : =18 conmeon2s (] wes ERR) g
CADDYWIPER, ORCSHRED, Em ¢ — EEE o :i:
SOLOSHRED, & AWFULSHRED el = =]
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XENOTIME

CONDUCTING STAGE 1 ACTIVITIES, CAPABLE OF STAGE 2 ATTACKS

DRAGC

Reconnaissance focused on oil
& natural gas (ONG), liquified
natural gas (LNG) industries

Heavy use of off-the-shelf tools &
open-source information

Currently in the development phase,
continues to target downstream &
midstream ONG/LNG with a focus on
pipeline, maritime, refining

--------- - Then

TRISIS Malware, 2017

» Delivered to an industrial
facility in the Middle East

« Targeted Safety Instrumented
System (SIS) and failed causing
a stop in operations

* First malware to specifically
target human life

Xt

ANOMALI
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RANSOMWARE: #1 CYBER THREAT

CASCADING IMPACTS FOR INDUSTRIAL ORGANIZATIONS, PARTICULARLY MANUFACTURERS

« Ransomware chiefly not
explicitly targeting OT

* In flat networks,
ransomware can spread
more easily to OT

* Precautionary shutdowns
due to lack of preparation

* Supply chain impacts

e Potential unforeseen
consequences

e Greater risk to loss of life

m]m i

RANSOMWARE 4 OT PRODUCTION
DEPLOYED TO FACILITIES
LEGACY SERVERS & TEMPORARILY
COMPUTERS SHUT DOWN

Delays and shortages of salad kits for more than a week
COSTS FROM THIS ATTACK EXCEEDED $10 MILLION

DRAGOS ANOMALI
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OPERATIONALIZING OT THREAT INTEL

risk exposure intelligence

Digital footprint and Raw data to Amplify & action
visibility to protect

Exposure
GLOBAL
THREAT Management
LANDSCAPE
Tools . . .
Tactics - - -
Techniques ‘
Actors
Campaigns .
Forums Security Automation
&
4
Threat Intelligence
o
4
Big Data Management
o
Assess Collect Enrich Integrate Detect Investigate Respond Collaborate

~—YOCAL
—THREAT

EANDSCAPE

Brand
Attack Surface
Sec. Controls
Telemetry
Indicators
Behavior

14
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ANOMALI ATTACK SURFACE MANAGEMENT

Attack Surface Grade End of Life Software Unreachable Assets Exploitable CVEs Total Internet Facing Entities

B+ 24 68,383 ° 16,555 " 4,198

pr—

rending Last 30 Days rending Last 30 Days rending Last 30 Days Trending Last 30 Days

Expired Certificates Total CVEs SSH Services Open Ports

4 61,963 54 4,198

e
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ANOMALI APPSTORE — DRAGOS

DRAGCS

ANOMALI

Premium Feed Active

DRAGQO

Dragos

Threat intelligence reports that enhance ICS
cybersecurity through greater threat awareness,
expert analysis, and actionable recommendations
on threats, vulnerabilities, their behaviors, and key
indicators.

Premium Feed

DRAGQO

Dragos - Trial

Threat intelligence reports that enhance ICS
cybersecurity through greater threat awareness,
expert analysis, and actionable recommendations
on threats, vulnerabilities, their behaviors, and key
indicators. This is a 30 day trial.
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EXAMPLE DRAGOS INDICATORS IN ANOMALI

Filter Options n Bulk
' Type Domain x Status Active Source Dragos - llamona

SReyEiter 1153 Results

| Imported by My Organization

1 Open Source CREATED «~ MODIFIED EXPIRATION DATE ITYPE INDICATOR .. SEVERITY

A Visibility 04 Jan 20241 04 Jan 202410:55 03 Apr 2024 11:55 Malware Domain Very-High

| Anomali Community 1 04 Jan 20241 04 Jan 2024 10:55 03 Apr 2024 11:55 Malware Domain S . Very-High
| My Organization

04 Jan 2024 10:55 04 Jan 202410:55 03 Apr 2024 11:55 Malware Domain emsa.misec... Very-High

A Created

= 04 Jan 2024 10:55 04 Jan 2024 10:55 03 Apr 2024 11:55 Malware Domain B Very-High
Last urs

Last 30 days 04 Jan 2024 10:55 04 Jan 202410:55 03 Apr 2024 11:55 Malware Domain Very-High

Last 90 days . =
04 Jan 2024 10:55 04 Jan 2024 10:55 03 Apr 2024 11:55 Malware Domain E Very-High
This year

Custom Date Range 04 Jan 2024 10:55 04 Jan 2024 10:55 03 Apr 2024 11:55 Malware Domain tne... Very-High

A Status Clea 04 Jan 20241 04 Jan 202410:55 03 Apr 2024 11:55 Malware Domain ) Very-High
Active 04 Jan 2024 1 04 Jan 2024 10:55 03 Apr 2024 11:55 Malware Domain nilka w9 Very-High

| Inactive
| False Positive 04 Jan 2024 10:55 04 Jan 2024 10:55 03 Apr 2024 11:55 Malware Domain Very-High

DRAGQOS ANOMALI



AN EXAMPLE WORKFLOW: “ARE WE AFFECTED?"

DRAGCS

malware directly from the India-based IP address via HTTP responses during the same timeframe. We provide related file
names and hashes in the table below

ELAPSED TIME:

1 WEEK - T+ MONTH

DRAGCS

ANOMALI

File Name

3_3AABA-Ha-0TpMMaHHA-KOMNeHcaLyji.iso

Hash
c0f5dfb2d983db6f8a851640dd40c5¢8

Active

i

password_leak_654325[.]zip e — JU— -
Very High 100 Malware File Hash
‘ Temp.xism
TAGS

According to a DHS Advisory, between mid-June and mid-July 20

one non-Tor IP address to send and receive communications fro|

(PLC), and human-machine interfaces (HMIs). Although this was
leverage these same TTPs against U.S.-based PLCs.

Date
15 JUN 2022

17 JUN 2022
| 20JUN 2022
01JUL 2022

| 01JUL2022
02 JUL 2022
| 07JUL2022
09JUL 2022

|10JuL 2022
10JUL 2022

110JUL2022
11JUL 2022

Date
19JUL 2022

Tor IP addresses
185[.]130[.]44[.]108

83[]137(.]157(.]13
185[.]220[.]101[.}41
185[.]220[.]101[.]51

185[.]130[.]44[.]108
185[.]130(.)44[.]108
185[.]220[.]101[.]54
185[.]130[.]44[.]108
185[.]130[.]44[.]108
185[.]220(.]101[.]37
83[.]137[.]158].]13

185[.]220[.]101[.]54
Non-Tor IP Address
217(.]138[.]199[.186

TABLE 2: KAMACITE

46475

| 38539
\

| 26838
| 45415

30960
34811
141104
16772
37571
12398
Port
48598

PORTS AN

1C6643B479614340097A8071C9F880688AF5A82DB7B6E755BEAFE7301EEAIABF

335C639F2A43A3CBEAF66D08D4AA2CIE3563B981 + 8 more

Details

510 Matches

443

443

3389

502

2443

443

Victim HMI and PLC Port
102

D IP ADDRESSES

Analyst Note: While there can be overlaps on what services run on what ports, typically HTTP runs on port 80,
HTTPS runs on port 443, Remote Desktop Protocol (RDP) runs on 3389, Modbus on port 502, and Siemens S7
communication on port 102.

ELAPSED TIME:

15 SECONDS - 5 MINUTES

18



ANOMALI MATCH PROVIDING FULL VISIBILITY

Correlate at Scale and Velocity

Log Intel
Overload A Overload

Beyond 90 days

Hrevel All your IOCs

< MATCH increases your visibility across ALL historical logs and ALL actionable intelligence

)

DR/\G@E ‘ @ANOMAU

19



ANOMALI MATCH — CORRELATION DRAGOS

DRAGCS

ANOMALI | MATCH 1l e % l” Q #0000

DASHBOARDS ACTIVITY SEARCH MANAGE

Activity

95.217.99.28

Retrospective scanned events: 8,385,302,247

Forensics & Retrospective

nuary

ATE RANGE

ANOMALI 20



ANOMALI MATCH — ASSET DETAILS

DRAGCS

ANOMALI MATCH

Activity

Details for 95.217.99.28

Severity Confidence

VERY-HIGH

ANOMALI

Lh
DASHBOARDS

A-

ACTIVITY

&.

SEARCH

L

MANAGE

Dublin, Ireland

critica
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ANOMALI INVESTIGATE

DRAGCS

18s ago 0s ago

Created By Anomali Lens original-site: ui.threatstream.com

sdowsett@ilamona.com
Models

MITRE ATT&CK® Diamond nvestigation Entitie:
ib-Techniques

Initial Access
T1566
Phishing

T1566.002

Phishing: Spearphishing
Link

ThreatStream Chat

ANOMALI 22



ANOMALI INVESTIGATE

Entities servables
> SELECTION DETAILS

Search Nodes

Link

Rename

Attack Pattern (1)

~ Malware (1)
HybridAnaly

DomainTeols Iris Investigate Actor (1)

ReversinglLabs > 1P (4)

Hashes % omali GeolP
E P Hash (2)

T1566.002 -
Dark Crystal Rat en in SNOW

Ungroup HYAS Insight Matches / My Attacks (2)

Delete Selection Threatstream Sightings
@ Node Search Limit

BlackEnergy Auto-Zoom

VirusTota

roll to Zoom

Auto-Arrange

Auto-Map to

DRAGC ANOMALI



ANOMALI COPILOT

DRAGCS

ANOMALI 3 Copilot

Suggested questions based on your organization profile

What threat actors should my organization be tracking?

What is lockbit3.0?

How might a malicious actor with network access to Aria
Operations for Networks bypass SSH authentication?

Ask Anomali GPT a Question

ANOMALI

What is DarkGate Malware and what steps should my
organization take to mitigate the risks?

What lockbit 3.0 variants should my organization be aware
of?

@ ThreatStream Chat




ANOMALI COPILOT IN LENS

DRAGCS

ANOMALI | LENS+

Scan Copilot Summary

Select A

Actors (2)
Electrum (3)
Group KAMACITE
Malware (1)
BlackEnergy 2 (1)
Hashes (3)

55be5eef53e510f500a9b9728076f9f9 (1)

Matches (0) @ Active (6) ® Inactive (0)

0f5dfb2d983db6f8a851640dd40c5c8 (1)
ea0e4da08670838e33e73b77940535df (1)

[\ Cranile M\

]

ANOMALI

ANOMALI | LENS+
Scan Copilot Summary
0 & EN

Executive Summary:

Between mid-June and mid-September 2022, KAMACITE used infrastructure
based in India to conduct reconnaissance and distribute malware to victims in
Ukraine, the U.S,, the UK, Canada, and New Zealand. KAMACITE likely used this
infrastructure to conduct over 6,300 SSH login attempts to Ukraine-based IP
addresses and distribute malware files to victims.

Attack Source Country: India

Targeted Countries and Regions: Ukraine, United States, United Kingdom,
Canada, New Zealand

Targeted Entities: Telecommunications companies, other potential victims
Targeted Industries with NAICS Code:

- Electric Power Generation, Transmission and Distribution (NAICS 2211)

Takeaways:

Import Observables

Import Observables




ANOMALI INTEGRATOR — REMEDIATION

-8

SOURCE DESTINATIONS

ANOMALI I INTEGRATOR

Source

llamona-ThreatStream

[ -1

ANOMALI I INTEGRATOR
SOURCE DESTINATIONS

Destinations

Palo_Alto__Perimeter_FW_SW ciscoasa_1665433725307 C snapshot_1665576100355

CiscoASA | IDS Snapshot

024/01/11 20:45:2.

DRAGC ANOMALI
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ANOMALI — AUTOMATION

— e
@
o ‘ O
@ ® Automated _
IOCs 3 Correlations =
@) ® Detection =
°0.,0
O“e
)
THREATSTREAM ANOMALI LENS ANOMALI MATCH INTEGRATOR

Alerts Processed Per Analyst: 1000s+
Time to Process Alerts: Seconds
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TAKEAWAY & RECOMMENDATIONS

OT threats are unique,
as are the systems,
vulnerabilities, and

impacts in OT.

Dragos provides
OT specific threat
intelligence, but your
threat intelligence will
come from multiple
sources

You need to consolidate
data from multiple
sources including OT
threat intel and then find
what matters to you in
Anomali.

DRAGCS
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QUESTIONS AND ANSWERS

29



THANK YOU!




