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THREAT LANDSCAPE

In the current threat landscape, one adversary 
group has disrupted electric distribution oper-
ations. KAMACITE operations enabled the first 
widespread outage caused by a cyberattack, 
which took place in Ukraine on 23 December 
2015. The adversaries leveraged malware to 
gain remote access to three electric power 
distribution companies, performed system 
operations using the target environments’ 
distribution management systems, and disrupt 
electricity to approximately 230,000 people.30  
Power was fully restored after a few hours 
through manual operations.

ASSESSMENT

Contrary to ELECTRUM, KAMACITE did not 
use ICS-specific malware in the 2015 Ukraine 
incident. It controlled operations remotely via 

existing tools in the operations environment. 
The behaviors and tools use exhibited by AGs, 
including KAMACITE and ELECTRUM, could 
be deployed in distribution operations globally 
depending on the adversary sponsor’s focus.

Disrupting electric power at any point 
throughout generation, transmission, and 
distribution requires an adversary to have a 
fundamental understanding of the enterprise 
and operations environments, equipment used, 
and how to operate specialized equipment. 
Adversaries must spend an extended period 
of dwell time within the target environment 
learning the control system specifics to  
successfully deliver an attack that disrupts 
electric service, whereas defenders have  
multiple points of opportunity along the 
potential attack chain to detect and eliminate 
adversary access. 

THREAT LANDSCAPE

RANSOMWARE

Dragos observed a significant rise in the 
number of non-public and public ransomware 
events that have affected ICS environments 
and operations. Between 2018 and 2020, ten 
percent of ransomware attacks that occurred 
on industrial and related entities targeted 
electric utilities, according to data tracked  
by Dragos and IBM Security X-Force.31 It was 
the second most targeted industry after 
manufacturing. Although most ransomware 
strains impacting ICS and related entities are 
IT-focused, ransomware can have disruptive 

impacts on operations if it is able to bridge the 
IT/OT gap due to improper security hygiene.
Dragos identified multiple ransomware  
strains adopting ICS-aware functionality, 
including the ability to kill industrial-focused 
computer processes if identified in the  
environment, with activity dating to 2019. 
EKANS, MEGACORTEX, and CL0P are just a 
few ransomware strains that contain this  
type of code. EKANS and other ICS-aware 
ransomware represent a unique and specific 
risk to industrial operations not previously 
observed in ransomware operations.
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Ransomware operators are increasingly  
incorporating data theft techniques into  
their campaigns to further ransom demands. 
An adversary may steal data from a target 
company before encrypting infected machines 
and threaten to publish the data online, either 
on adversary-run websites or hacking forums 
if a ransom demand is not paid. This method 
could encourage companies to pay ransoms 
demanded by adversaries, which further  
encourages cyber criminals to conduct  
ransomware campaigns. Data stolen or  
leaked by adversaries could contain sensitive 
information on the targeted company and 
information about its customers. Although 
a ransomware adversary may only be  
interested in leveraging data for financial 
purposes, adversaries interested in specifically 
targeting the electric industry could use leaked 

data to aid in attack development. For  
example, an adversary could use customer 
data to identify potential opportunities for 
third-party or supply chain compromise, or 
data like schematics, network diagrams, or 
other internal documentation to identify  
targets for operational gain.

Multinational energy company  
Enel Group experienced two  
ransomware attacks in 2020. In  
June, it experienced an EKANS  
ransomware attack impacting its  
IT operations,32 followed by a  
NetWalker ransomware attack  
in October.33 The ransomware  
attacks did not impact the  
delivery of electric service,  
however NetWalker adversaries 
subsequently leaked data allegedly  
belonging to Enel when the  
company did not pay the multi- 
million dollar ransom.

CASE STUDY

In 2021 Dragos responded to  
several ransomware incidents. In 
one specific case, at a U.S. power 
company, the adversary stayed 
undetected inside the network  
for over a month, during which 
they performed credential  
harvesting, lateral movement, 
mapped network topology, and 
performed data exfiltration before 
completing the operation. The 
ransomware attack itself took less 
than 1 hour until it was detected, 
at which point it was too late as 
the amount of compromised  
systems was enough to halt the 
company’s operations. In this case, 
like many others, what made  
it easier for the adversary to 
maximize the damage was a flat, 
non-segmented network and the 
lack of multi-factor authentication 
(MFA) on externally exposed re-
sources and services, which would 
have prevented such incident.

CASE STUDY
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Ransomware is not just for financially  
motivated operators. State-sponsored  
adversaries may also leverage ransomware  
in cyber operations. In May 2020, the  
Republic of China (Taiwan) government  
attributed ransomware events targeting  
oil and gas and semiconductor companies  
to the Winnti Group.34  

One of the potential risks of destructive  
malware in an ICS environment is represented 
by the historian technology, since historian 
deployment is often architected in a manner 
that bridges communications from a read-only 
historian in an IT network segment and a plant 

historian within the OT network. Moreover, 
sensor data is short-lived unless recorded in a 
historian and a destructive attack on its data 
could result in unrecoverable losses if not well 
defended. To help assess such risk and model 
defenses for hazards at the transition from 
enterprise to ICS environment, Dragos has 
applied the Bow Tie risk analysis approach to 
the specific case of ICS Historians35/36, which 
helps in identifying relevant threats, defenses, 
impacts, and methods to reduce those associ-
ated impacts from creating an adverse event 
related to the hazard.

INTERNET-EXPOSED ASSETS

Industrial and networking assets exposed to 
the internet are a significant cyber risk for 
electric utilities. Various tracked ICS-targeting 
AGs – PARISITE, MAGNALLIUM, ALLANITE, 
and XENOTIME – have previously targeted or 
currently attempt to exploit remote access 
technology or logon infrastructure. 

According to the 2020 Dragos Year in Review 
Report detailing lessons learned from the  
incident response and services team, 100 
percent of incident response cases involved 
adversaries directly accessing the ICS network 
from the internet. There were 33 percent of 
organizations that had routable network con-
nections into their operational environments. 

In March 2019, a “cyber event” disrupted electrical system operations at an electric 
facility in North America. The event related to a Denial-of-Service (DoS) incident 
that briefly disrupted communications between the control center and remote 
generation sites.  The event targeted Cisco Adaptive Security Appliances (ASA) 
software affected by Common Vulnerabilities and Exposures (CVE), CVE-2018-
0296, a combination path traversal vulnerability and remote crash vulnerability 
reported in June 2018. This vulnerability could allow an adversary to view sensitive 
information without authentication and crash the device. 

CASE STUDY
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In July 2020, the U.S. Department of Homeland 
Security Cybersecurity and Infrastructure  
Security Agency (CISA) and the National  
Security Agency (NSA) published an alert  
encouraging asset owners and operators to 
take immediate actions restricting exposure 
of OT assets to the internet. According to 
the alert, behaviors observed recently before 
publication include: 

•	 Spearphishing to gain initial access to  
	 Information Technology (IT) before  
	 pivoting to OT; 

•	 Deploying commodity ransomware to  
	 impact IT and OT environments; 

•	 Connecting to internet-accessible  
	 Programmable Logic Controllers (PLCs)  
	 that require no authentication; 

•	 Using common ports and standard  
	 application layer protocols to communicate 	

	 with controllers and download modified 	
	 control logic; 

•	 Using vendor engineering software and 	
	 program downloads; and 

•	 Modifying control logic and parameters  
	 on PLCs.

Adversaries are quick to weaponize and  
exploit vulnerabilities in internet-facing  
services including Remote Desktop Protocol 
(RDP) and VPN services. New vulnerabilities 
revealed in the summer of 2020 impacting  
critical network infrastructure services  
including F5, Palo Alto Networks, Fortinet,  
Citrix, and Juniper network devices will likely 
be exploited by ICS-targeting adversaries, if 
they are not already.38 These vulnerabilities  
can enable adversaries to gain initial access  
to enterprise operations and potentially pivot 
into industrial operations.
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SUPPLY CHAIN COMPROMISES

Adversaries can abuse existing trust relation-
ships and interconnectivity to gain access to 
sensitive resources – including systems in some 
cases – with little likelihood of detection.

In December 2020, FireEye revealed the first 
details of a massive supply chain compromise 
campaign that impacted companies and  
governments around the globe, including  
electric utilities.39 Adversaries compromised  
IT management software known as Solar-
Winds to gain access to thousands of  
organizations that used the software.40  
Concerningly, many integrators and original 
equipment manufacturers (OEMs) use  
SolarWinds in OT networks and across  
maintenance links. Dragos responded to  
numerous incident response cases where  
compromised versions of SolarWinds were 
present in the ICS networks of companies. 
Dragos also identified that at least two  
global OEMs were using the compromised 
SolarWinds software across maintenance links 
directly into ICS networks to include turbine 
control software. Adversaries could have  
easily leveraged this access to cause  
significant disruption. 

The activity was one of the largest supply 
chain compromise events ever publicly  
identified and underscored the potential  
risks introduced to the environment via  
software, firmware, or third-party integrations 
within operations environments.41  

But software updates are not the only  
potential entry vector that could be abused in 
a supply chain type of intrusion. In April 2021, 
Dragos discovered the compromise of a South 
Asian ICS provider with significant links to 
Electric industry customers in Europe​. Original 
equipment manufacturers (OEM), vendors,  

and third-party contractors are essential to 
enterprise and ICS operations. The numerous 
vendor or contractor touchpoints within gen-
eration, transmission, and distribution 
could provide an ingress into electric utility  
environments via compromised or poorly- 
secured direct network connections. 

DYMALLOY, ALLANITE, and XENOTIME have 
used supply chain compromise methods to  
gain access to victim networks. DYMALLOY 
and ALLANITE compromised vendors and  
contractors for subsequent phishing  
campaigns targeting the electric sector.42 

XENOTIME compromised several ICS vendors 
and manufacturers in 2018, providing potential 
supply chain threat opportunities and vendor- 
enabled access to target ICS networks.43 

SYSTEMIC THREATS

The electric utility industry supports all critical 
infrastructure verticals in one form or another, 
and a disruption to power could have cascad-
ing and disruptive effects on other sectors like 
manufacturing, mining operations, or water 
desalination. 

Moreover, big manufacturing companies are 
becoming renewable power providers too, 
and those power plants supply electricity to 
all their manufacturing plants. A disruption to 
one of these facilities could cause disruption to 
manufacturing operations across the company.

Many countries globally – especially in the 
Middle East – rely on desalination operations 
for parts of their water supply. Facilities can 
turn salt water into potable water through an 
energy-intensive process. Membrane-based 
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Asset owners and operators can implement 
the following host and network-based recom-
mendations to improve detection and defense 
against ICS-targeting groups. 

•	 ACCESS RESTRICTIONS and ACCOUNT  
	 MANAGEMENT:  
	� Restrict administrative access within a 

domain, limit the number of domain admin-
istrators, and separate networking, server, 
workstation, and database administrators 
into separate Organizational Units (OUs). 
Identity is key in defense.

	� Ensure all devices and services do not use 
default credentials. If possible, do not use 
hard-coded credentials. Monitor for any 
hard-coded methods that cannot be 
removed or disabled. Restrict access to  
devices to only necessary personnel.  
Implement the principle of least privilege 
across all applications, services, and devices 
to ensure individuals are only able to access 
the resources needed to perform their  
duties. This includes ensuring application 
layer services, like file shares and cloud 
storage services, are properly segmented. 
Following the Purdue Model, network 
connections should be terminated before 
continuing to different levels.

•	 ACCESSIBILITY:  
	� Identify and categorize ingress and egress 

routes into control system networks. This 
includes engineer and administrator remote 
access portals, but also covers items such 
as business intelligence and licensing server 
links that need to access IT resources or the 
wider internet. Limit these types of connec-
tions, via firewall rules or other methods, to 
ensure a minimized attack surface. 

•	 RESPONSE PLANS:  
	� Develop, review, and practice cyberat-

tack response plans and integrate cyber 
investigations into root-cause analysis for 
all events. Especially, consider intelligent 
adversaries which may also attack response 
plan essential elements during remediation 
and response to increase disruption scale 
and downtime. 

•	� SEGMENTATION: Where possible, segment 
and isolate networks to limit lateral move-
ment. This can be done most easily with 
a firewall or Access Control List (ACL) for 
companies to virtually segment networks 
and reduce attack surface while limiting 
adversary mobility. 

DEFENSIVE RECOMMENDATIONS

desalinization requires significant electricity and is the most common desalinization technology 
worldwide, according to the International Energy Agency.44  A disruption to electric operations 
supporting desalination efforts could limit the production of potable water.

Mining operations use massive amounts of energy. In the U.S., approximately 32 percent of the 
mining industry energy sources are electric.45  In Australia, the electric system supplies 21 percent of 
the energy for the country’s mining sector.  Electric energy supports drilling and materials handling 
operations, which could be disrupted in the event of a cyberattack on generation, transmission, or 
distribution, especially at on-site power generation facilities supporting mining operations.
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•	� THIRD-PARTIES:  
Ensure that third-party connections and  
ICS interactions are monitored and logged, 
from a “trust, but verify” mindset. Where 
possible, isolate or create demilitarized 
zones (DMZs) for such access to ensure  
that third-parties cannot gain complete, 
unfettered, or unmonitored access to the 
entire ICS network. Implement features 
such as jump hosts, bastion hosts, and  
secure remote authentication schema  
wherever possible. Dragos recommends 
using threat information and consequence- 
driven analysis to address supply chain 
cyber risk. 

•	 VISIBILITY:  
	� Take a comprehensive approach for  

visibility into ICS/OT environments to 
ensure that there is no gap in monitoring. 
Asset owners, operators, and security 
personnel should work together to gather 
network and host-based logs starting from 
the most critical infrastructure, also known 
as “crown jewels.” The ability to identify 
and correlate suspicious network, host,  
and process events can greatly assist in 
identifying intrusions as they occur or  
facilitating root-cause analysis after a  
disruptive event. Ensure network moni-
toring of the operations network through 
ICS-focused technologies.

CONCLUSION

Electric utilities remain at risk for a disruptive – or potentially destructive – cyberattack due to  
the political and economic impact such an event may cause. Due to the interconnectivity of electric 
systems that enable robust resilience and redundancy during disruptive events such as storms  
or earthquakes, the system in most developed areas would likely recover very quickly from a  
disruptive cyber event. Regulations implemented by governing bodies help ensure a minimum  
level of security in this sector, which generally does not apply to other ICS verticals.

A disruptive attack requires significant effort to achieve, as evidenced by CRASHOVERRIDE. An 
adversary’s requisite dwell time within a target environment provides defenders with numerous 
opportunities to identify and remove malicious activity. The enterprise-targeting activity observed 
by Dragos enables initial intrusion and data gathering, and lays the groundwork for an adversary 
to pivot to potentially disruptive events. The growing threat of supply chain attacks and vendor 
compromises allows new avenues for AGs to compromise IT and OT environments alike.
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Dragos has a global mission: to safeguard civilization from those trying to disrupt the industrial  
infrastructure we depend on every day. The practitioners who founded Dragos were drawn to  
this mission through decades of government and private sector experience.

Dragos codifies the knowledge of our cybersecurity experts into an integrated software  
platform that provides customers critical visibility into ICS and OT networks so that threats and  
vulnerabilities are identified and can be addressed before they become significant events. Our  
solutions protect organizations across a range of industries, including power and water utilities, 
energy, and manufacturing, and are optimized for emerging applications like the Industrial  
Internet of Things (IIoT).

Dragos is privately held and headquartered in the Washington, DC area with regional presence 
around the world, including Canada, Australia, New Zealand, Europe, and the Middle East.
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