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What you need to know

Devices that rely on the Treck
TCP/IP stack

Strategies for blocking
malicious targeting

Key takeaways for the following:

Strategies for mitigating
the risks associated

What this means for the
community
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Vulnerabilities identified in Treck TCP/IP Stack

JSOF Research Team White Pape_> Device identification >

= Released with demo = Several vendors list which = Embedded systems with

= Focused on 2/19 vulns devices are affected, more no native IP stack
identified importantly; = Not so easy to detect all

= JSOF talk tomorrow (8/5) = How they are affected vulns (see ‘fixed dates’ in
at BlackHat JSOF advisory)

= Many CPU and even
‘overall device’
architectures

, =
= am & DRAGCS




The Bugs

* “Treck TCP/IP” stack is really an IP stack

 The ‘big’ bugs (3) include memory corruption as
outcome

 The ‘more minor’ (16) bugs result in out-of-bound
reads/memory leaks

* |Impacts vary by devices, some bugs fixed/semi-fixed
years ago according to JSOF
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Devices with Treck TCP/IP stack

Each device needs to - Starage
be investigated At Medica

Devices

Devices and

systems include: - - e

Control
Relays

Remote

Terminal

Units
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Devices Tested

These devices live in our home labs

DRAGC

Network-controlled
uninterruptable power supply

Embedded wireless network
interface

Programmable remote
terminal unit

Feeder protection and control
device




Generic PLC Architecture

Sensors/Sensor Data Actuators
v
Input Module = Processing Unit | Output Module
(with CPU) | (Control Logic / Protection Logic) | (with CPU)
Network Card [Optional]
(with CPU) Serial/Direct Connection
/ 7Y /
/ v 4 Ripple20 bugs live here
Data Collection Programming
Systems PC
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Generally, Ethernet processors

IEIHE'DIES. HE DIES




Deep dive into APC SmartuUPS

* Devices inspected: Smart-UPS with 963X-series
Ethernet cards

e Cards run uC/0S-1l operating system with Treck stack
on an ASIC (x86-ish — possibly RDC C62xx-series DSP)

e Cards communicate with UPS board, including ‘lights
out’ type management (more later)
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Deep dive into APC SmartUPS
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Deep dive into APC SmartuUPS

* 963X cards support:
* SNMP
* BACnet
* Modbus/TCP

* BACnet allows ‘shutting the UPS off’ by design

 Modbus/TCP allows poweroff on SOME UPS models
(not SmartUPS though)
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Deep dive into APC SmartUPS

SCh neider UPS Network Management Card 2
PElectric SmertuPsiarixApica

Home  Status v  Control +  Configuraton ~  Tests + Logs ~  About ~

BACnet Configuration

Access: Enable

Device ID: 0 [0-4194302]

Device Name: BACnB7B5BDFA

Network Protocol: BACnet/IP §

APDU Timeout: 6000 milliseconds [1000-30000]
APDU Retries: 3 [0-10]

Device Communication = eeesseee

Control Password:

BACnet/IP

Local Port: 47808 | [5000-65535]
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Deep dive into APC SmartUPS

el e Tt

UPS Contro

Control the UPS state, based on the options

available.

do nothing, on immediately, on
delayed, off inmediately, off delayed,
bypass, return from bypass, reboot
immediately, reboot delayed, sleep
immediately, sleep delayed

RW

Main Outlet Group
control

Control the state of each outiet group.

do nothing, cance!, on immediately, on
delayed, off inmediately, off delayed,
reboot immediately, reboot delayed,
shutdown immediately with ac restart,
shutdown delayed with ac restart

RW

Switched Outlet
group 1 control

Control the state of each outiet group.

do nothing, cance!, on immediately, on
delayed, off inmediately, off delayed,
reboot immediately, reboot delayed,
shutdown immediately with ac restart,
shutdown delayed with ac restart

RW

Switched Outlet
group 2 control

Control the state of each outlet group.

do nothing, cance!, on immediately, on
delayed, off inmediately, off delayed,
reboot immediately, reboot delayed,
shutdown immediately with ac restart,
shutdown delayed with ac restart

RW

6 79691782
7 79691783
8 79691784
9 79691785
10 79691788

Switched Outlet
group 3 control

Control the state of each outlet group.

do nothing, cance!, on immediately, on
delayed, off inmediately, off delayed,
reboot immediately, reboot delayed,
shutdown immediately with ac restart,
shutdown delayed with ac restart

RW
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Analoa Value-58 Maximum reauired delav
CharacterStrina Value-15 UPS name
Multi-state Value-4 Self test schedule
Binarv Value-23 Run UPS self test

a1 \aliia.24 Disn 1IDS al toct

Deep dive into APC SmartuUPS

Port Number (Decimal)

Object Properties

Object Name
UPS Control

Present Value
do nothing(1)

In_Alarm Fault  Overridden Out of Service

= I= I= r

Write Value |8

Priority |1

Write

Binarv Value-84 BvbassPowerSunolvProblem
Binarv Value-85 FanProblem

Binarv Value-86 LostBattComm

Binarv Value-87 RuntimeCalStarted

Binarv Value-88 GracefulShutdownInProaress
Binarv Value-89 AvrRelavinooerable

Rinarv Value-90 AbnarmaOutnitValtane

Show Priorities

Write

e
K
o _Your IP Address
Cancel 192.168.10.251
X BMD Address
b2 168 . 10 . 100
OK
Cancel
Device Instance Range
Refresh [¥ Full Range
" Beginning End
Search

Devices Discovered

Save Discovered Devices

Scan

[~ Scan All



Deep dive into APC SmartUPS

Schneider UPS Network Management Card 2 0 1

Electric apc| English | 1) Log Off | Help | #

Home  Status +  Control ~  Configuration

Remote Monitoring Service

APC Remote Monitoring Service Status

APC RMS is an optional service providing maximum protection of your APC systems.

To benefit from the remote monitoring service

1. Check to see if StruxureOn monitoring service is available in your country on hit
2. If available in your country follow the onboarding steps described in htps.//s
3. If StruxureOn is unavailable in your country, proceed with the RMS registration on this page

If you have purchased the service, enroll in the APC Remote Monitoring Service today! If you wish to purchase, please contact your APC vendor or visit the APC RM
Note: Al fields followed by an "' are required

Registration Status

Registration has not been completed.
Device Model

Sman-UPS 1500 RM

Device Serial Number
AS0906220273

APC Remote Monitoring Service Registration
© Register Company and Device

E-mall Address*

Password*

Confirm Password*
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Deep dive into APC SmartUPS

AP963X Network Card Smart-UPS
Ethernet CAN CAN relays

/1N

BACnhet Modbus/TCP

SNMP RMS
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Deep dive into APC SmartuUPS

* Summary:
e Crashing the 963x !=disabling UPS protection

* Remotely powering off/on UPS is a design feature of
BACnet (all models) and Modbus (some models)

* Actually exploiting the bug to poweroff device requires RE,
learning CAN commands (or, calling the firmware funcs)

* Before freaking out, keep these things in mind
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Shallow dive into Digi Connect Wi ME 9210

* Serial converter requires device maker to modify firmware

* Device has an ARM processor running “NET+0S”

» Default firmware provides access to UDP/2362 (Digi Discovery Protocol)

* Only device (so far) reported to be vulnerable to CVE-2020-11896 for RCE
* h/t to Finite State for walking us through device firmware

DRAGCS



Deep dive into Digi Connect Wi ME 9210

Wi-Me 9210 Industrial Product
Ethernet Serial Serial /0O

L~

User-written ICS
Protocols

(more likely):
Direct serial
rotocol access
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Deep dive into Schneider Electric

SCADAPack RTU

 All SCADAPack 32 RTUs affected
* Device inspected: SCADAPack 32 P4
 Runs on SH-3 CPU/Unknown OS

* Logic and Ethernet on one set of firmware

DRAGCS



Deep dive into Schneider Electric
SCADAPack RTU

2
BE-BE-Q =
o

KWM&M -

G-!l-l-“-ﬂ .
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Deep dive into Schneider Electric

SCADAPack RTU

SH-3 (Main Processor) |O Boards
Ethernet
(ISA) Unknown Unknown I/O
Other protocols.
Modbus/TCP Really, who cares,
Project access because
< — —
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Deep dive into Schneider Electric

SCADAPack RTU

Logic transfer done using Modbus/TCP (proprietary
function code)

No security on project transfer —

The SCADAPack device lock status cannot be determined

Security Operation

Check out our device =2
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Deep dive into Schneider Electric

SCADAPack RTU

Serial Port COM1 Configurable RS-232 or RS-485, 2 wire half duplex or 4 wire full/half duplex

M O d b U S TC P (TC P/ 5 0 2 ) Serial Ports COM2, COM4 e RS-232, DTE, 8 pin modular jack, full or half duplex with RTS/CTS control

¢ Implemented Td, Rd, CTS, RTS, DCD, DTR, +5V

M O d b u S RT U ( U D P/ 49 1 5 2) Serial Port COM3 Located on 5604 I/O module. Same specifications as COM2 and COM4
Baud Rat 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600 and 115200
Modbus ASCIl (UDP/49153) Baud Rates - coms an

Baud Rate COM3 1200, 2400, 4800, 9600, 19200, 38400, 57600 and 115200
. . . Serial Protocols Modbus RTU, Modbus ASCII, DNP3, DF1, PPP
D N P req u I res a Ctlvat I O n Ethernet Port RJ45, 10BaseT
(TCP/ZOOOO and U DP/ZOOOO) Network Protocols IP: ARP, TCP, TFTP, UDP, ICMP
Ethernet Port Protocols Modbus TCP, Modbus RTU in UDP, Modbus ASCII in UDP, DNP in TCP, DNP in UDP
Wireless! Spread spectrum radio at 900MHz2 and 2.4GHz2
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Deep dive into ABB REFB15

- 0Odd hybrid network architecture

- CPU looks like a PowerQUICC (haven’t got the main
board out yet though!)

- Ethernet appears to be a separate board, but...
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Deep dive into ABB REFB15

woose

VNIO Imores ¢
gt

W 969500VVEZ

e




Deep dive into ABB REFB15

PTP Chip

REF615 Network Card REF615 Controller Board REF615 Controller Board

Ethernet | Passthrough Passthrough | | Serial Serial | Raw 1/0

X

Modbus/TCP DNP3

61850 PTP
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Deep dive into ABB REFB15

- One of the more worrisome vulnerable products,
strangely

- Protection logic is updated via FTP

- Crashing device may impact ability to protect against
electrical issues, memory leaks actually useful

- No immediate impact from this loss, but as part of a
coordinated effort...could be bad

DRAGCS



Deep dive into Opto22 SNAP-PAC-ST

Opto22 SNAP-PAC-S1: all versions
Coldfire / Motorola CPU
Also same processing
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Deep dive into Opto22 SNAP-PAC-S1
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Deep dive into Opto22 SNAP-PAC-ST

Opto-22 |O Module
Ethernet Serial? Serial? I/O
Direct memory Other protocols.
access Really, who cares,
(IEEE-1394 over because
TCP) <——
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Deep dive into Opto22 SNAP-PAC-ST

3D Inspect Opto 22 Device o ®
Device Name: I 192.168.2.242 LI Options » Status: [Staws Read area last read at 08/02/20 19:02:56
Status Read

Status Read
Status Write ADDRESS DESCRIPTION VALUE - Refresh I

D| rect memory access OXFFEF F030 0004 Powerup Clear Flag PUC Needed PUC Received (0)
) WirelessLAN » . 0008

F F030 Busy Flag 0

the software even gives pont Confi F030 0012 Losder Version R6.1b :
Digital Bank F030 0000 Memory Map Version 1
4| F030 0230 Current Boot Device Flash Memory
F030 001C Firmware Version R9.4c

you the addresses! =

FO30 00RO Firmware Version Date 11/30/2015
Analog Bank OxFFFF F030 00BO Firmware Version Time 13:21:48
Analog Point OXFFFF F030 0020 Unfit Type 0x0000007C
F030 0080 Unit Description SNAP-PAC-S1
High Den:
w F030 0024 I/0 Unit Hardware Revision (Month) 6
s N F030 0025 I/0 Unit Hardware Revision (Day) 24
e F030 0026 I/O Unit Hardware Revision (Year) 2014
ScratchPad  » OxFFFF F030 024C /0 Coprocessor Firmware Version A0.0a
OxFFFF F030 0028 Installed Ram 134217728

Data Log >

ETHERNET 1 Interface

PID 4 OxFFFF F030 002E MAC Address 00-A0-3D-03-5B-0B
Events S OxFFEF F030 0034 IP Address 192.168.2.242
OxFFFF F030 0038 Subnet Mask 255.255.255.0
Communications » OXFFEF F030 003C Gateway 162.168.2.1
OxFFFF F030 0040 DNS 0.0.0.0
Other » ETHERNET 2 Interface -

Cose | neo | I~ AutoRefresh [ 15000 msec
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Deep dive into Opto22 SNAP-PAC-ST

3 Inspect Opto 22 Device

Device Name: [ 192.168.2.242

Status Read I

Status: [Restar( Device from powerup

L] Options »

Status Write

- Command successfully performec

Status Write
Wireless LAN »
Point Config
Digital Bank
Analog Bank
Analog Point
High Density

System »
ScratchPad »
Data Log »
PID »
Events »
Communications »

Other 4

Device can be restarted
through OptoMMP protocol,
no authentication necessary.

DRAGCS

Address | Description [ value

Operation

= ptoMMP Device - Send Command
Restart Device from powerup

Store configuration to flash
Erase configuration from flash
Reset to defaults and Restart Device
microSD
Store configuration and IP settings to microSD
Erase configuration and IP settings from microSD
Erase firmware from microSD
Erase strategy from microSD
Other
Switch to loader mode
Clear Digital Events - Expanded configuration
Clear Digital Events - Old configuration -

m




Deep dive into Opto22 SNAP-PAC-ST

Ports open :
 FTP(TCP/21)
 OptoMMP (TCP/2001)
« SNMP (UDP/161)

* Use IP filters
* Direct memory access
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Impact Summary

Total ‘Soft’ loss Configurable to allow unauth
control
Total N/A (in most
systems, ‘Soft’)
Total ‘Hard’ loss Insecure by Design
Total ‘Hard’ loss Insecure by Design
Total ‘Hard’ loss Device has actual security

DRAGCS



Current detection strategy for Ripple20

Active >-> Reversing >

= Scanning for vulnerable = Passive signatures (Dragos = Firmware static analysis
devices (0S Platform!) for incorporated functions
fingerprinting) = Suricata: = Verify vulnerability
https://github.com/LubyRuffy/Finge https://github.com/CERTCC/PoC-
T . Exploits/blob/master/vu-
rPrinting-Ripple20 257161/vu-257161.rules
* Nmap too = Zeek rules:
https://github.com/corelight/ri
pple20

(1) @
am @~ DRAGCS



https://github.com/CERTCC/PoC-Exploits/blob/master/vu-257161/vu-257161.rules
https://github.com/corelight/ripple20
https://github.com/LubyRuffy/FingerPrinting-Ripple20

Prevention
Strategy

Three severe vulnerabhilities are

blocked by preventing IP-over-IP, IPvG,
and DNS.

The remaining vulns are |less severe,
and are blocked by restricting ICMP,
6to4, DHCP; however in most ICS these
remaining vulns are not useful to an
attacker.

DRAGC

Restricts the easy ‘denial of
service’ vuln

If absolutely required, configure
control systems DNS servers to only
allow forwarding of your domain
requests

Majority of vulns are in DNS, DHCP,
and ICMP processing. Most are
memory leaks, which are not as useful
to ICS attackers.
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‘Classic’ ICS devices

Impacted Devices: Silver Lining

Have a separate network .
cards with separate CPU

Architecture means vulns
have less immediate impact
Affecting the device function

means a lot of research,
post-exploitation

‘Newer’ ICS devices

More likely to cram network
stack and logic/protection
processing on one CPU
Ironically /less likely/ to run
Treck (Opto22is a
counterexample though!)

39



Impacted Devices: Silver Lining

- No active exploitation (yet)

- Bugs similar in nature to URG/11 vulnerabilities
(which, is also seeing no active exploitation)

- Achieving RCE requires a lot of effort: CPU
architecture, operating system, etc differ widely
between devices
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Research Implications

- DoS and even RCE are fun, but...
- ..what is the impact on an actual process?

- Take APC UPS for example: pwning the card doesn’t
get us much right away
- Can power the device off (but so can BACnet or Modbus*)
- UPS function still works in case of power surge...
- ...unless we learn that CAN commands can change that
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Research Implications

Power Settings Configuration

Rated Output Voltage
120 3 VAC

High Transfer Voltage

v 127 QVe

130

133 nsfer Voltage
| 136 ~lvac
Sensitivity

High %

Note: Changing the Rated Output Voltage may change



Yuestions?
(Intel(@dragos.com) "




LINKS!

JSOF Paper:

https://www.jsof-tech.com/ripple20/

Fingerprinting (Active):
https://github.com/LubyRuffy/FingerPrinting-Ripple20
Suricata Signatures:

https://qgithub.com/CERTCC/PoC-Exploits/blob/master/vu-
257161/vu-257161.rules

Zeek rules:
https://github.com/corelight/ripple20
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https://github.com/LubyRuffy/FingerPrinting-Ripple20
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