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• Annual analysis of threats, 
vulnerabilities, assessments, insights

• Purpose is to help accelerate learning on 
how to address the challenges

• Fourth year running



• 2020: 703 vulnerabilities / 253 advisories

• 2019: 438 vulnerabilities / 212 advisories

• Weekly review of new advisories, corrections and augmentation made. 
Updates as new data becomes available.
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+ ICS CONTEXT FROM DRAGOS

+ CVSS Score 5.3 >> 8.6

+ Mitigation advice

+ Operations Impact
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Two most important questions to answer:

• What advisories are most important?

• 8.6 (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:L)
or

• Immediate Action Required

• What action should be taken?

• “Patch to version 6.9.12rc3”
or

• “Restrict access to TCP/12601 if patching is not possible, ensure that only 
engineering workstations may access this service”



THE CALL
Vendors:

• Explain Industrial Impact

• Provide alternate mitigation advice

Researchers:

• Double-check those scores!

• Deep dive into industrial protocols, we need you.

End users/vuln triage:

• If upward advisory trend continues, may need to hire more!

Everybody:

Now/Next/Never



The Rest of the Vuln Team: Kate Vajda, Jake Baines, Heyi Lu (Lu Lu)

Researchers that we bug with questions (you know who you are)

Vendors that are also willing to answer questions and provide clarity on 
underlying vulns



Intel Team – intel@dragos.com

Sam Hanson: @SecureLoon (Twitter)

Reid Wightman: @ReverseICS (Twitter)



http://dragos.com/asset-visibility-demo

http://dragos.com/asset-visibility-demo

