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WEBINAR #1 RECAP

In case you missed it...

- What actually is "Asset Visibility”

 Why having a proper perspective =] [ asaase
IS Important |

- Ways that Asset Visibility helps in .
Risk Management efforts |
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WEBINAR #2 RECAP

In case you missed it...

ASSET VISIBILITY IMPORTANCE - ROLE
Indirect >

Direct / Daily

- Asset Visibility is applicable
for all roles

OPERATIONS SECURITY MANAGEMENT

Controls Engineer Securi ty Analyst Plant / Site Manager C-Suite and Board
(0T) (IT and/or OT) (IT and/or OT) (IT & OT)
CRITICAL SYSTEM OR SUBSYSTEM 2 Water Autl hority
P ] ] t [} ﬁ t V . U I U I J t I CRITICAL SYSTEM OR SUBSYSTEM Water Treatment Plant
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OR SUB-FUNCTION Ozone Disinfection
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r l I U FE 3 Ozone Generators, Ozone PSU Units, Ozone Destruction
I e t I I e C r O W n J e W e S C_ @ Units, LOX System, Colling Water Pumps ‘
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CONTROLLERS '

<)zone Generator PLCs, Operator Interface (HMI), Facility PLC

« Using Collection Management
Framework (CMF) to mature an

asset visibility strategy
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ASSET VISIBILITY POLL

COMMUNITY FEEDBACK

How does your organization’s asset visibility
compare in [T versus OT environments?

I'T has better visibility
OT has better visibility
They are about equal

| have no idea!
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SETTING THE STAGE

- ldentify and organize your most critical assets -
give your crown jewels the visibility they deserve

 Track devices and their communication paths over
time leveraging historical data

« Quickly drill down into vital device details to assist
with investigations and compliance
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ASSET VISIBILITY &
DRAGOS PLATFORM




KEY TAKEAWAYS

1. Obtaining real-time data within the environment is
foundational for true asset visibility

2. Understanding connectivity and communication paths
improves your team’s efficiency during their (incident)
response

3. Organizations with cyber-operations with mature asset
visibility are better positioned to have a sustained
competitive advantage
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RESOURCES

DRAGOS WHITEPAPERS

proving OT Defense and Response
guence-Driven ICS Cybersecurity Scoping
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10 WAYS ASSET VISIBILITY
BUILDS THE FOUNDATION
FOR OT CYBERSECURITY
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+ Crown Jewel Analysis + Collection Management Framework + Asset Visibility - 10 Considerations
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https://www.dragos.com/wp-content/uploads/ConsequenceDrivenICSCybersecurityScoping_Dragos.pdf
https://www.dragos.com/wp-content/uploads/CMF_For_ICS.pdf
https://www.dragos.com/

QUESTION & ANSWER




THANK YOU
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