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Dragos has the largest team of ICS security specialists in the 
industry today with the industry’s most trusted technology

190+
140+

Employees

Customers

H Q : H a n o v e r , M a r y l a n d

R e g i o n a l : H o u s t o n , Te x a s

R e g i o n a l : R i y a d h , K S A

( S o o n ) R e g i o n a l :

M e l b o u r n e , A U S

https://dragos.com/disc/
@DragosInc

https://dragos.com/disc/


THE DRAGOS PLATFORM

ICS SECURITY SERVICES

DRAGOS WORLDVIEWC o m p r e h e n s i v e  Te c h n o l o g y

U n i q u e  T h r e a t  I n t e l l i g e n c e

E x p e r t - G u i d e d  S e r v i c e s

THE SOLUTION

I n - d e p t h  s i t u a t i o n a l  a w a r e n e s s

o f  t h e  t h r e a t  l a n d s c a p e  v i a  

a c t i o n a b l e i n s i g h t s  a n d  

i n t e l l i g e n c e  r e p o r t s

I C S  m o n i t o r i n g  s o f t w a r e f o r  

c o m p r e h e n s i v e  a s s e t  

i d e n t i f i c a t i o n ,  t h r e a t  d e t e c t i o n  

a n d  r e s p o n s e

E x p e r t  g u i d a n c e t o  c o m b a t  a n d  

r e s p o n d  t o  a d v e r s a r i e s  v i a  

i n c i d e n t  r e s p o n s e ,  p r o a c t i v e  

s e r v i c e s ,  a n d  t r a i n i n g

5



Welcome

- What Happened

- Why this VirCon matters

- Engage / Interact 

- Feedback to Shape Future Events



Welcome

- What Happened

- Why this VirCon matters

- Engage / Interact 

- Feedback to Shape Future Events



Welcome

- What Happened

- Why this VirCon matters

- Engage / Interact 

- Feedback to Shape Future Events
#DISCSANS



Welcome

- What Happened

- Why this VirCon matters

- Engage / Interact 

- Feedback to Shape Future Events

When a talk ends, select the link and provide 
feedback.  It will help us shape the next ICS 
Virtual Conference and ICS Summits agendas.



Dragos’ Year in Review provides 

insights and lessons learned from our 

team’s first-hand experience hunting, 

combatting, and responding

to ICS adversaries throughout the 

year.

1
0

Provides an analysis of ICS-specific 

vulnerabilities and discusses impacts, risks, 

and mitigation options for defenders

ICS VULNERABILITIES REPORT

Provides insights on the state of ICS 

cybersecurity, the latest trends and observations 

of ICS-specific adversaries, and proactive 

defensive recommendations.

ICS THREAT LANDSCAPE REPORT

Provides a synopsis of trends observed within 

the industry and lessons learned from Dragos’ 

proactive and responsive service engagements

LESSONS LEARNED FROM 
THE FRONT LINES REPORT

https://dragos.com/year-in-review-2019/

https://dragos.com/year-in-review-2019/


KEY LESSONS FROM 

INCIDENT RESPONSE

Weak Perimeters

100% adversary accessed 

direct from the internet.

Wrong Information

51% of cases identified existing 

architecture diagrams were 

lacking or presented false 

information.

Poor Visibility
0% of IR cases were 

facilitated by aggregated 

logging or passive visibility 

into the ICS networks. Every 

case involved manual retrieval 

of logs and distributed 

analysis.
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HEXANE

11 Activity Groups total 

Three new threat activity groups identified.

WASSONITE

PARISITE

Third-party 

and supply 

chain

Ransomware 

and 

commodity 

malware

phishing, 

password 

spraying, and 

watering holes

Remote 

connectivity

Escalating 

geopolitical 

tensions

ICS THREAT LANDSCAPE AND ACTIVITY 
GROUPS 
KEY FINDINGS



• A key milestone in ICS cybersecurity

• A globally-accessible knowledge base of 

adversary tactics and techniques based 

on intelligence-driven insights 

https://attack.mitre.org/ics



ACTIVITY GROUPS



MAPPING

ACTIVITY

GROUPS TO

ICS



Next Dragos Webinar: May 20

dragos.com/webinars/



I N D U S T R I A L  C O N T R O L  S Y S T E M S  C Y B E R S E C U R I T Y

S A F EG UA R D I N G  C I V I L I Z AT I O N

THE ICS CRUCIBLE: FORGING PROGRAMMATIC ARMOR & WEAPONS

JASON D. CHRISTOPHER



Pr inc ipa l  Cyber  R isk  Adv isor

JASON D. CHRISTOPHER

▪ Cyber risk management professional services, 

tied to threat intel & Dragos platform

▪ Certified SANS Instructor for industrial control 

systems security

▪ Former CTO for Axio Global, Inc., leading 

critical infrastructure protection strategy

▪ Federal energy lead for several industry 

standards and guidelines, including NERC 

CIP, NIST CSF, and the C2M2 

▪ Led cyber incident & risk management 

team for US Department of Energy

▪ Security metrics development across 

EPRI and other research organizations

▪ Began career deploying & securing 

ICS

▪ Frequent speaker at conferences & 

client events 

▪ MS, Electrical Engineering, Cornell

@jdchristopher

linkedin.com/in/jdchristopher
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WHY IS ICS SECURITY
question:

SO DIFFICULT?
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It shouldn’t be, right?

So what gives?

Objectively, industrial security 
has the most technology 
constraints, faces the largest
threats, and the most severe
impacts.

We rarely “talk business”

Our programs don’t do “ROI” 

and we f ight for budget dollars

We fight across silos

ICS security requires multiple 

discipl ines to work together.

It ’s hard to track progress

It ’s a rol lercoaster ride of 

responding to f ire dri l ls.
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SO WE’RE USING
THE WRONG TOOLS

AWESOME.
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The ICS Security Crucible
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cru·ci·ble
/ˈkro͞osəb(ə)l/

noun:

a ceramic or metal container in which 

metals or other substances may be 

melted or subjected to very high 

temperatures.

a situation of severe trial, or in which 

different elements interact, leading to 

the creation of something new.

Very high temperatures

These programs need tons of 

energy to achieve success.

Situation of severe trial

Managing competing interests and 

resources across operations

Creating something new

A sustainable, business-oriented & 

goal-busting ICS security program



PREVENTION IS IDEAL.
DETECTION IS A MUST.*

*detection without response, however, is of little value



Forging an ICS Security Program
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Metals

Weapons & Armor



starting with

BRONZE
strengthen using

IRON
further refine with

STEEL

Initial defenses may be 

resource-constrained

No documentation, no 

lessons learned

Loss of “lotto winners” 

could cripple the program

Moving beyond ”oral 

history” to written law

Partnered with multiple

stakeholders

Resources are less scarce

People are trained, ready, and 

exercised

Executives are active 

participants in ICS security

Capabilities are “double-

checked” and reviewed
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IDENTIFY WHAT MATTERS

“Maces, being simple to make, cheap, 

and straightforward in application, were 

quite common weapons.”

—Tools of War: History of Weapons in 
Medieval Times

The first steps for any ICS security program 
is evaluate what to protect—in terms the 
business understands.

Bronze

Use any and all existing tools at 

your disposal: PHA, BIA, & safety

Iron

Structure repeatable processes to 

consistently evaluate “risk.”

Steel

Executive stakeholders engaged on 

cyber risk, business continuity 

across IT & OT.

Assess criticality

Link ICS security to crit ical 

processes, systems, and devices



PROTECT WHAT IS VITAL
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Shields are used to intercept 
specific attacks by means of 
active blocks, as well as to 
provide passive protection. 

Now that we’ve identified what’s 
important, how do we protect systems 
and assets?

Segments & Zones

Invest in strong perimeters 

around the crown jewels

Bronze

Block unauthorized comms 

across crit ical systems

Iron

Operators and OT security work 

together to secure assets

Steel

System hardening is a routine 

(and funded) task
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DETECTION IS A MUST

“Draw not your bow ‘til your arrow is 

fixed.”

—English Proverb

Monitor your perimeters, systems, and 
assets for potential cyber threats to prevent 
incidents.

Hunt evil…

Log and monitor across both IT & 

OT environments

Bronze

Enable logs where you can across 

assets and perimeters

Iron

Periodically review logs: establish a 

detection & monitoring program

Steel

Design a Collection Management 

Framework to support threat 

hunting activit ies



RESPOND TO EMERGENCIES
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"Your enemy cares not that the 
maintainer of an Internet-connected 

server left 10 years ago." 

@SunTzuCyber

We know what’s critical, we’ve 
protected them best we can, and we’re 
on the look out for threats… but how 
do you prepare for a really bad day?

Incident Response

Build and train incident 

response and recovery teams

Bronze

Who do you call? What do you 

do? Understand the IR l i fecycle

Iron

Cross- discipl inary IR team IT, 

OT, HR, legal (internal & 

external)

Steel

IR exercises across business 

units and with executives



Assess where you are Roadmap where you are headedBuild organically

▪ Map back to crit ical ity and 
impacts.

▪ Talk in terms of business 
r isk.

▪ Roadmaps help address 
current gaps and build 
budgets.

▪ Be honest.  Brutally  so.
▪ Think about processes,  people, 

and technology
▪ Include discussions about 

things l ike “the lotto winner”
or executive engagement.

▪ Do you have a champion?
▪ Can you scale a team?
▪ Can you effectively use your 

tools?

What metal is right for your program?
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What standard is right for your program?

ID
EN

TI
FY

P
R
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YEP.
YOU JUST GOT

ED!’



ALSO...

WE USED A
MATURITY 
MODEL

37



Forging an ICS Security Program:
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Maturity models:

• Describe a “crawl, walk, run” progression

• Can be used for gap analysis and model-based improvement

Standards and Frameworks:

• Create baselines, use common terms, and build on best practices

• Developed by peer groups and development organizations

Use all available tools

Both need champions
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The ICS Security Crucible is applying 
standards & maturity models 

across business units, 
with executive support.

…so how do we get there?



40

(Im)Maturity Risks

..no one said the crucible 
would be comfortable.

Governance is often 
overlooked in ICS security. 
Building a program, however, 
requires embracing “GRC.”

Governance

Identify executive management and 

arm them with policies.

Risk

What’s the impact of cyber events? 

Speak in terms of business risk.

Compliance

Verify ICS security practices are 

occurring– using the “third l ine of 

defense.”



And start with literally any standard

41

National Institue of
Standards and Technology
U.S. Department of Commerce



ICS456 | Essentials for NERC Critical Infrastructure Protection

Automate the Madness

Your organization will identify 
areas for improvement throughout 
your assessment efforts; human 
error and oversight are difficult to 
eliminate

42



ICS456 | Essentials for NERC Critical Infrastructure Protection

Tools for Proving a Negative

Traffic 
Capture

Traffic 
Anomaly

Traffic 
DPI

Config 
Analysis

Firewall 
Rule

Switch 
Security

43
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SO WE CAN USE
THE RIGHT TOOLS

AWESOME.
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cru·ci·ble
/ˈkro͞osəb(ə)l/

noun:

A plan to create and sustain an ICS 

security program, with governance 

and executive support, based on 

industry-accepted standards.

Roadmap the destination

Make an honest evaluation of where 

you are & where you are headed

Find (or be) a champion

Management, IT, OT, legal, HR–

you are not alone.

you 

Adopt GRC language

ICS security needs to be “how we 

do business,” not “that weird thing 

over in the corner.”



THANK YOU

@jdchristopher

linkedin.com/in/jdchristopher
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Session: The ICS Security Crucible 
Forging Programmatic Armor and Weapons
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Presenter: Jason Christopher 

https://sansurl.com/ics-security-crucible

Thank you!
#DISCSANS

https://sansurl.com/ics-security-crucible


I N D U S T R I A L  C O N T R O L  S Y S T E M S  C Y B E R S E C U R I T Y

S A F EG UA R D I N G  C I V I L I Z AT I O N

ICS RANGES AND DIY FOR HOME LEARNING

TOM VANNORMAN



ICS Ranges and DIY For Home Learning
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• What is a range?

– Why do you want to build one?

• Why do I need to use one? 

– Can’t I just use my employers' network?

• Are ranges expensive and complicated to setup and maintain?

• What goes into these environments?



What is a Range?

Learning environment

Test environment 

Always changing

Proof of concept / technology 
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• What wil l  these new f irewall  rules 

do?

• What happens i f  device is 

misconf igured?

• Learn to program or conf igure 

devices. 

• Set up a Domain or a PLC/HMI 

and learn how they work .

• Evaluate vendor A and vendor B 

in the same environment. 

• How does a piece of  technology 

real ly work?

• Always something to learn or 

improve.



Critical environment

Production environment

Environment you are afraid of
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What isn’t a Range? 

• Any network or asset that is 

part of how your business 

makes money.

• PCN, cloud environments, etc

• Any network or asset that is 

part of how your business 

makes money.

• PCN, cloud environments, etc

• You have a safe place to open 

up the unknown attachment 

that was just emailed to you. 

Do it!  



Well it depends….

• Generally you want to build something 
that has the same type of assets 
currently found in your environment.

• Remember you will need hardware and 
software for range infrastructure 
(virtualization, remote access, etc) 

• Assets within your range need to be a 
combination of old and new. Your ICS 
environment does not run the latest 
version nor should your range. 

Manpower

Not a small project

Assets 

• DIY setup can be near zero cost i f  

not purchasing hardware/software.

• More complex can be several 

hundred thousand dollars or more.

Open Source vs COTS? 

Maintenance

• Take snapshots and 

backups frequently.

• Keep spare parts and 

fuses on hand

52

Are Ranges expensive to build 
and maintain? 



What goes into a Range?

Devices and systems include:

Sensors

Controllers

Motors Workstations

Safety 
Systems

I/O Devices

Field Devices IEDs

Human-
Machine 
Interface

Firewalls

Servers

Switches

5353

Windows



• You can absolutely build an environment 
on a small budget for self enrichment at 
home. 

• DIY environments will be different then 
real OT environment in most cases. 

• You can still learn a lot from these 
though. 

• While some of the hardware/software 
you could use is used in OT networks 
most is not. Do not go to work and 
recommend replacing PLC’s with 
Raspberry Pi’s. 

Manpower

Not a small project

Assets 

• DIY setup can be near zero cost i f  

not purchasing hardware/software.

Open Source

Maintenance

• Take snapshots and 

backups frequently.

• Keep spare parts and 

fuses on hand

54

DIY For Home Learning



DIY For Home Learning
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• Controllers- SoftPLC’s, OpenPLC

• Protocols- Modbus, Ethernet IP, DNP3

• HMI- ScadaBR, VTScadaLIGHT

• Firewall- pfSense

• IDS- Security Onion 

• Hyper Visor- ESXi, VirtualBox

• Network emulator- Common Open Research Emulator (CORE)



THANK YOU!

TVanNorman@Dragos.com

www.linkedin.com/in/thomasvannorman/

mailto:TVanNorman@Dragos.com
https://www.linkedin.com/in/thomasvannorman/


Please provide feedback  2

Session: ICS Ranges and DIY for Home Learning
Presenter: Tom Van Norman2

https://sansurl.com/ics-ranges-diy

Thank you!

#DISCSANS

https://sansurl.com/ics-ranges-diy


SANS ICS

Analyzing OT Radio 
Implementations for 
Attack Surface

Don C. Weber - @cutaway

Cutaway Security, LLC.

Principal Consultant, Founder

© 2020 Cutaway Security, LLC. All Rights Reserved.

DISC - SANS ICS Virtual Conference 2020



Don C. Weber / Cutaway Security, LLC

• ICS Security Assessments

• Penetration Testing

• Security Research

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 59



Special Thanks

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 60



Disclaimer

Images and references within the presentation, unless specifically 
identified, are not meant to imply vulnerabilities in the vendor's 
solution. Proper implementation is typically, depending on the vendor, 
located in the solution's implementation guides.

Please read these guides and outline security requirements during the 
planning phases and integrate into factory and site acceptance testing. 

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 61



Why are we here?

• Radio gateways and end-points 
provide connectivity where wires 
cannot be used.

• Radio enabled end-points monitor 
and control the process.

• Radios will always receive, and 
attempt to process, any data 
(malicious or otherwise) sent to it.

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 62

Source: Phoenix Contact RAD-900 User Manual
https://www.phoenixcontact.com/online/portal/us?u
ri=pxc-oc-
itemdetail:pid=2702877&library=usen&tab=1



Three Eternal Truths of Wireless Security + 1

• Denial-of-Service attacks are easier and near impossible to defend against

• Network capture is possible, regardless of frequency or hopping techniques

• Attacker has at least a limited ability to communicate on the wireless 
network

• "When utilizing industrial wireless for a communication path in a process, 
ensure the process is designed and engineered to operate safely and reliably 
without that communication." – Tim Conway, The SANS Institute 

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 63

Source: SANS ICS410 ICS / SCADA Security Essentials
https://www.sans.org/course/ics-scada-cyber-security-essentials



Frequency Hopping

Pros

• Prevents transmission collisions

• Helps with jamming and 
interference

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 64

Cons

• Subject to eavesdropping

• Subject to injection

• False sense of security
Source: ControlThings.io Accessing and Exploiting Control 
Systems
https://www.controlthings.io/training



Wireless Attack Surface

• Eavesdropping: Capturing the traffic

• Masquerading: Pretending to be your wireless network or devices

• Denial of Service (DoS): Blocking your traffic

• Rogue Access Points: Secret wireless links back to your network

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 65

Source: SANS ICS410 ICS / SCADA Security Essentials
https://www.sans.org/course/ics-scada-cyber-security-
essentials



Wireless Attack Tree

Gateway / 
Field Device

Denial of 
Service

Jamming

Disassociation

Masquerading

Injection

Encrypted 
Packets

Unencrypted 
Packets

Replay

Unencrypted 
Packets

Encrypted 
Packets

Rogue Device

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 66

X



Wireless Solutions Provide Encryption

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 67

Source: Phoenix Contact RAD-900 User Manual
https://www.phoenixcontact.com/online/portal/us?uri=pxc-oc-
itemdetail:pid=2702877&library=usen&tab=1



Cost of Wireless Attacks 

• Radios
• RTL-SDR
• HackRF / LimeSDR / Ettus
• Yardstick /ApiMote / Ubertooth
• Vendor Development Boards

• Spectrum Analyzers
• GQRX

• Software Defined Radio
• Universal Radio Hacker
• Gnu Radio Companion

• Hardware Radio Software
• RFcat
• Killerbee / Killerzee
• Ubertooth
• Vendor Development SDKs

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 68



Industrial Wireless Solutions 

• WirelessHART and ISA100 Attack Tools

• Killerbee Framework and Hardware
• 2017 RevICS Security "WirelessHART for 

Wireshark (and KillerBee)"
• https://www.revics-

security.com/2017/08/02/wirelesshart-for-
wireshark-and-killerbee/

• 2018 Nixu Cyber Security "It WISN't me, 
attacking industrial wireless mesh networks"

• https://conference.hitb.org/hitbsecconf2018dxb
/materials/D2T1%20-
%20It%20WISN%E2%80%99t%20Me%20-
%20Attacking%20Industrial%20Wireless%20Mes
h%20Networks%20-
%20Mattijs%20van%20Ommeren%20and%20Er
win%20Patternote.pdf

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 69



Vendor Technical Implementation

• Additional Considerations for Wireless Implementations 
in Critical Infrastructure

• Radio capture and hardware analysis to determine
• Frequency Hopping Patterns

• Extracted from firmware analysis
• Discovered from hardware analysis

• Encryption Implementation
• Data whitened transmissions appears like encryption
• Encryption configuration and modes
• Proprietary encryption

• Physical programming concerns

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 70

Source: RAD-900 FCC Documentation



Conclusion

• Understand your process and ensure it can operate when the radios 
cannot communicate.

• Outline security requirements before implementation.

• Test to verify requirements after implementation and maintenance.

• Support research into toolsets that help conduct assessments to 
ensure proper implementation.

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 71



Don C. Weber - @cutaway
don@cutawaysecurity.com

https://www.cutawaysecurity.com

5/1/2020 © 2020 Cutaway Security, LLC. All Rights Reserved. 72

Thomas Van Norman
https://www.icsvillage.com/contact-us
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OPERATIONALIZING THREAT 
INTELLIGENCE IN ICS

DISC SANS VIRTUAL CONFERENCE
1 MAY 2020

Sergio Caltagirone
Vice President, Threat Intelligence
sergio@dragos.com
@cnoanalysis

Amy Bejtlich
Director, Intelligence Analysis
abejtlich@dragos.com
@_Silent_J



Threat intelligence is actionable knowledge and insight about 

adversaries and their malicious activities that improves visibility, 

enables defenders to reduce harm to their organizations, and drives 

better decision-making about adversaries and their malicious 

behaviors. 

WHAT IS THREAT INTELLIGENCE



• WHAT IS THE THREAT?

• WHAT IS THE IMPACT?

• WHAT SHOULD BE DONE? 

QUESTIONS

• CONTEXT

• ACTION

• NON-ACTION

ANSWERS

VALUE OF THREAT INTELLIGENCE

INTO

Threat Intelligence Leads to Reduced Harm
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EXAMPLES OF (The Same) THREAT INTELLIGENCE

{"type":"bundle","id":"bundle--5c04399b-ed24-4b7c-bb5c-
d725e83b15e5","spec_version":"2.0","objects":[{"type":"indicator","i
d":"indicator--efbab7af-82f6-431e-897f-
dc197f446d5d","created_by_ref":"identity--0589631e-477d-4fdd-
9d76-759d9470a3aa","created":"2018-08-
21T16:54:11.000Z","modified":"2019-08-
02T17:28:54.000Z","valid_from":"2017-12-
15T00:00:00.000Z","labels":["malicious-
activity"],"pattern":"[file:hashes.'MD5' = 
'f41748ab1aaf59d8a9d77ec7f2a47b94']","kill_chain_phases":[]}

“The beginning of 2018 introduced at least three ICS-related 
threats, one of which utilized third-party software to impact 
energy firms’ business communication systems. Also this 
quarter, the US government officially named multiple threat 
actors responsible for attacks on critical infrastructure and 
universities. And Dragos discovered evidence that CHRYSENE, 
one of the ICS activity groups Dragos tracks, is compromising 
legitimate websites, adding additional risk for industrial 
organizations.”

Executive Insights Machine Indicators

Technical Reports

“A malicious CHRYSENE domain shifted to a new IP 
address: 102.253.XX.XXX, a hosting service based in 
Singapore. In addition to “fbaiosb,” Dragos identified 
seven additional domains hosted on this server that also 
share the same CHRYSENE registration characteristics: 
xxxxxxx[.] and yyyyyyyy[.]com”

Advisories and Alerts
“A domain attributed to the CHRYSENE activity group is 
currently staged for use in an ICS vendor's site. The vendor site 
appears to have been compromised and includes a code 
inclusion from a CHRYSENE server. The server is currently not 
delivering the code. The attack may be focused on a particular 
set of victims or may simply be staged for future use. End users 
should take action provided in this report.”



AUDIENCES OF THREAT INTELLIGENCE

Audience Product Types

Strategic
Organizational Leadership
Security Leadership

Business context; strategic impact; 
risk management

Operational 
Security Leadership
Incident Response
Threat Hunters

Support to remediation, hunting,  
detection; budget decisions; 
collection management

Tactical
Security Operations
Network Defenders
Incident Response

Technical indicators; threat behavior 
analytics (TBA) 
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Complete Provides sufficient detail to enable proper response.

Accurate Reduces mistakes and increases impact. 

Relevant
Addresses threats pertinent to an organization in a 

consumable manner.

Timely
Delivered quickly enough to reduce dwell time or time 

to recovery.

EVALUATING THREAT INTELLIGENCE



APPLYING THREAT INTELLIGENCE

• THREAT MODELING

• POLICY & PROCUREMENT

• ARCHITECTURE

• DATA COLLECTION STRATEGY

• INCIDENT RESPONSE

• BEHAVIORAL THREAT ANALYTICS



APPLYING THREAT INTELLIGENCE

THREAT MODELING

Build accurate threat models using knowledge of adversary behavior instead of 
only hypothetical scenarios



APPLYING THREAT INTELLIGENCE

POLICY

Implement standards and policies in a way that also protects the organization 
from real threats.



APPLYING THREAT INTELLIGENCE

ARCHITECTURE & PROCUREMENT

Inform architectural decisions and technology procurement with a complete 
knowledge of the threat environment and potential gaps in coverage



APPLYING THREAT INTELLIGENCE

DATA COLLECTION STRATEGY

Identify and address data collection gaps where adversary activity may hide that 
improves detection and response capabilities



APPLYING THREAT INTELLIGENCE

INCIDENT RESPONSE

Scope and scale incident response activities based on knowledge of adversary 
operations from prior incidents. Reduce mean dwell time by hunting faster.



APPLYING THREAT INTELLIGENCE

BEHAVIORAL THREAT ANALYTICS

Detect classes of threats through an understanding of threat operations across 
the Kill Chain and throughout the ATT&CK Model



THANK YOU
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Analyzing ICS Vulnerabilities
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Agenda

01 2019 YIR data
Highlights of ICS vulnerabilities 

analysed in 2019

02 Our Analysis Process
Deep dive into the process 

03 Action Items
What you can do with this data



2019 Year In Review by the Numbers

212
advisories

438
CVEs

116
CWEs

Total ICS vulnerability advisories analyzed in 2019. 

Total number of unique vulnerabilities, or Common Vulnerabilities and Exposure 

(CVE) identifiers analyzed in 2019. 

The total number of vulnerability type or Common Weakness Enumeration 

(CWE) identifier. 



Key Findings

77% of assessed ICS vulnerabilities in 2019 were considered “deep-within” 

a control systems network, requiring some existing access to a 

control systems network to exploit.



Purdue Model Example

“Deep Within” the Network

Purdue Level: 3 – Site Operations

Purdue Level: 2 – Supervisory Control

Purdue Level: 1 – Control Devices

Purdue Level: 0 – Processors, 

Sensors, and Actuators



Key Findings

9% of advisories applied to products generally associated with bordering 

the enterprise, which could facilitate initial access into operations.



Purdue Model Example

“Border” of the Network

Purdue Level: 3.5 – DMZ

Purdue Level: 4 – Enterprise

Purdue Level: 5 – Internet



Key Findings

26% of advisories had no patch available when the initial advisory came 

out, presenting a challenge for users trying to take action on the published 

advisory.



Goofy Venn Diagram

ICS Vulnerabilities

Subset of all possible vulnerabilities

-> Subset of all known vulnerabilities

-> Our focus is on ICS vulnerabilities 

26% had no patch available



Key Findings

30% of advisories published incorrect data preventing operators from accurately 

prioritizing patch management.



C2M2



Key Findings

40% of advisories applied to engineering workstation and operator station software 

requiring user interaction, or Internet connectivity to exploit, which may be rare and 

difficult depending on the industry.



Purdue Model Example

Zones

Zones should be separated by firewalls and connections 

terminated at each zone before traversing further.

Can your equipment route to places it shouldn’t?



Dragos Process

• Sources

• Understanding the vulnerabilities

• The Three Questions 

• How do we prioritize?



Dragos Sources

• ICS-CERT

• Client requests

• Researcher blogs

• Our own investigations



Answer the Three Questions

• 1) What is the vulnerability?

• 2) Why do I care about it?

• 3) What can I do about it?



Do we understand the vulnerability?

• Can we pull more data from the Internet?

• Reading manuals

• Finding devices exposed on the Internet

• Researcher blogs or contacting the researcher

• Can we get the software or the hardware?

• Do we already have it? 



Prioritization 

• Loss of View

• Loss of Control

• Safety Impact

• Is the CVSS score correct?

• Where in the process does this product live?

• Can we prevent it?

• Can we monitor it if/when it gets exploited?

• Have we seen anyone leverage this elsewhere?



Dragos Threat Score



Rockwell Automation Connected Components Workbench 

• ICSA-17-047-01 / CVE-2017-5176

• Source -> ICS-CERT

• Do we understand it? / Answer the 3 Qs

• What is it? -> Management software for PLCs, HMIs, Safety I/O which is 

vulnerable to DLL hijacking

• Why do I care about it? -> Could cause DoS or run other malicious code

• What can I do about it?

• Prioritization



Rockwell Automation Connected Components Workbench 

• Several directories writeable by normal users

• Contain DLLs that execute as SYSTEM

• Change update information

• Load malicious DLLs



Rockwell Automation Connected Components Workbench 

What can I do about it?

• Restrict permissions to files and registry keys

• Ensure that users with local login privileges do not have admin 

privileges

• Enable DLL Hijacking protection by adding the key CCW.shell.exe

• Manually update RSLinx instead of calling out to the Internet 



Rockwell Automation Connected Components Workbench 

Prioritization

• Loss of View? Loss of Control?

• Limited threat, patch next maintenance window

• Don’t bother with 10 or 10.1, instead install version 12

• Mitigate risk through DLL Hijacking protection



General Electric Communicator

• ICSA-18-125-02 / CVE-2017-7908

• Source -> ICS-CERT

• Do we understand it? / Answer the 3 Qs

• What is it? -> Management software for GE power meters is vulnerable to a 

buffer overflow attack

• Why do I care about it? -> Could cause denial of service or code execution

• What can I do about it?

• How do I prioritize?



General Electric Communicator

• MeterManager.Scheduler.exe -> TCP/1233

• Postgres.exe -> TCP/5433



General Electric Communicator

• Corrected vulnerability:

• CVE-2017-7908 : AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:H 

AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

• New Vulnerabilities:

• CVE-2019-6564 -> Installer DLL Hijacking

• CVE-2019-6546 -> Application DLL Hijacking

• CVE-2019-6544 -> RPC Service Hardcoded accounts

• CVE-2019-6548 -> PostgreSQL Hardcoded accounts

• CVE-2019-6566 -> WISE Uninstaller Globally Writeable



General Electric Communicator

• What can I do about it?

• Patch to 4.0.517

• Restrict access to TCP/1233 and TCP/5433 (Windows firewall protects by 

default)

• DLL Hijacking Protection for GEComm4.0.172.exe and Commex.exe

• Manually change permissions for C:\E134-10\2\UNWISE.EXE

• How do I prioritize?

• Loss of View? Loss of Control?

• Limited threat -> patch in next cycle or mitigate with above recommendations



Action Items



1) Patch the vulnerability

2) Mitigate the vulnerability 

3) Monitor for exploitation

What can you do about it?



• Why do people like patching so much?

1) It’s what we know 

2) It’s easy to measure

Patching



• CVE-2015-5374 - Siemens SIPROTEC Protective Relays

• SEVD-2017-347-01 – Schneider Electric Triconex Tricon

• CVE-2014-0751 – GE’s CIMPLICITY HMI

• CVE-2014-8551 & CVE-2014-8552:

• Siemens WinCC, PCS7, and TIA Portal

• Advantech/Broadwin WebAccess

Which vulnerabilities have we seen exploited?



• What can we do to mitigate?

1) Know your environment

2) Restrict access

Mitigation



• Is the vulnerability actively being exploited?

• Is there a Loss of View or Loss of Control to the process?

• Can it be exploited remotely?

• Monitor for anomalies on the wire

• Monitor for malicious project files

Risk-Based Approach 



Monitoring

• What can we do to monitor?

1) Properly design visibility

2) Get to know your environment better



Recommendations for Vendors and ICS-CERT

• Please include additional mitigation steps beyond patch information



Thank you

Questions? Use the Q&A.

Kate Vajda
kvajda@dragos.com
Twitter: @vajkat
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Jason Dely
–SANS Institute

–Instructor ICS515

–Instructor / Author 
ICS612 

Ghost in the Network
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Jeff Shearer
–SANS Institute

–Instructor / Author 
ICS612 

Ghost in the Machine
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Ghosts in the Machine
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PLC and I/O Discussion and Demos 

• Target Mechanical Systems and Critical Processes Through Automation

• PLC Simplified Internal Architecture – Solving Input –> Logic -> Output 

• Demo  - PLC itM No Ethernet Required to Cause Misleading HMI & 
Enunciator Panel Status

• Demo – Remote Output Operation

• Demo - Remote Breaker Operation

• Demo – A PID chewing on bad input  = Bad output  =  Manipulation of 
Physical Systems



ICS Cybersecurity

Understanding Machinery & Systems So You Can Understand What is Critical to Defend

• Machine design considers information  by all actors

– Each actor has an important piece of the automation puzzle

– Actors may be from multiple parties including different Original Machine 
Manufactures (OEM)

• You should understand total machine operation so you can defend the 
critical functions

– Examples: lube systems, pressure systems, flow controls  

Process Expert Mechanical EngineerCustomers Electrical Engineer Automation Programmer

Total Engineering Scope



ICS Cybersecurity

Who is Involved with Machine Design?  How can these be targeted?

• Customers 
– Drive demand and define end product requirements

• Process Experts
– Provide detailed descriptions of how the process affects 

product. 

– They often dictate how the machine(s) are designed

• Mechanical Engineer 
– Designs mechanical systems of the machine

– Defines physical capabilities and constraints of the machine
• Dealing with physical not logical objects

– Have formal tools for determining and designing the 
physical characteristics of the machine

• Strength of materials, understands tolerances of pieces being put 
together

Process Experts

Mechanical
Engineer

Customers



ICS Cybersecurity

Who is Involved with Machine Design?

• Electrical Engineer

– Provides wiring diagrams for terminating sensors 

– Has formal tools for sizing wire, fuses and other electrical 
devices

– Scholarly training available for this discipline

• Automation Programmer

– Programs content from Customer, Requirements Analyst, 
Mechanical Engineer, Electrical Engineer

– Typically continues to change program until machine is 
accepted by customer

• Seen as the person responsible to make the machine produce the 
product

• Lives on the factory floor until the customer accepts the performance

Electrical
Engineer

Automation
Programmer
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PLC and I/O Discussion and Demos 

• Target Mechanical Systems and Critical Processes Through Automation

• PLC Simplified Internal Architecture – Solving Input –> Logic -> Output 

• Demo  - PLC itM No Ethernet Required to Cause Misleading HMI & 
Enunciator Panel Status

• Demo – Remote Output Operation

• Demo - Remote Breaker Operation

• Demo – A PID chewing on bad input  = Bad output  =  Manipulation of 
Physical Systems
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Data Foundations w/in the Purdue Model are Only
as Solid as the Integrity of Data In/Out of PLC/PAC

Physical or Virtualized Servers
• FactoryTalk® Application Servers and 

Services Platform
• Network & Security Services – DNS, 

AD, DHCP, Identity Services (AAA)
• Storage Array

Remote 
Access
Server

Physical or Virtualized Servers
• Patch Management
• AV Server
• Application Mirror
• Remote Desktop Gateway Server

Distribution
Switch Stack

Cell/Area Zone - Levels 0–2
Redundant Star Topology - Flex Links Resiliency

Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Cell/Area Zone - Levels 0–2
Linear/Bus/Star Topology

Autonomous Wireless LAN
(Lines, Machines, Skids, Equipment)

Industrial
Demilitarized Zone

(IDMZ)

Enterprise Zone
Levels 4-5

Industrial Zone
Levels 0–3

(Plant-wide Network) 

Core
Switches

Phone

Controller

Camera

Safety 
Controller

Soft 
Starter

Cell/Area Zone - Levels 0–2
Ring Topology - Device Level Ring (DLR) Protocol

Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Plant Firewalls
• Active/Standby
• Inter-zone traffic segmentation
• ACLs, IPS and IDS
• VPN Services
• Portal and Remote Desktop Services proxy

Safety
I/O

Instrumentation

Level 3 - Site Operations
(Control Room)

HMI

Active

AP

SSID
5 GHz

WGB

Safety
I/O

Controller

WGB

LWAP

SSID
5 GHz

WGB

LWAP

Controller

LWAP

SSID
2.4 GHz

Standby

Wireless
LAN Controller 

(WLC)

Cell/Area Zone

Levels 0–2

Cell/Area Zone

Levels 0–2

Drive

Distribution
Switch Stack

Wide Area Network (WAN)

Data Center - Virtualized Servers
• ERP - Business Systems
• Email, Web Services

• Security Services - Active Directory (AD), Identity Services (AAA)

• Network Services – DNS, DHCP

• Call Manager 

Enterprise

Identity Services

Identity Services

External DMZ/ 
Firewall

Cloud

Access
Switches

Access
Switches

IFW

IFW

Drive I/O Drive I/O

I/O I/O I/O Robot
Servo
Drive

Rockwell Automation and Cisco Systems Converged Plantwide Ethernet Model

Data
Genesis

Data
Genesis

Data
Genesis

The genesis of data 
starts here and the 

foundation on 
which data integrity 

is built. 
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But there’s a Catch……..

Physical or Virtualized Servers
• FactoryTalk® Application Servers and 

Services Platform
• Network & Security Services – DNS, 

AD, DHCP, Identity Services (AAA)
• Storage Array

Remote 
Access
Server

Physical or Virtualized Servers
• Patch Management
• AV Server
• Application Mirror
• Remote Desktop Gateway Server

Distribution
Switch Stack

Cell/Area Zone - Levels 0–2
Redundant Star Topology - Flex Links Resiliency

Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Cell/Area Zone - Levels 0–2
Linear/Bus/Star Topology

Autonomous Wireless LAN
(Lines, Machines, Skids, Equipment)

Industrial
Demilitarized Zone

(IDMZ)

Enterprise Zone
Levels 4-5

Industrial Zone
Levels 0–3

(Plant-wide Network) 

Core
Switches

Phone

Controller

Camera

Safety 
Controller

Soft 
Starter

Cell/Area Zone - Levels 0–2
Ring Topology - Device Level Ring (DLR) Protocol

Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Plant Firewalls
• Active/Standby
• Inter-zone traffic segmentation
• ACLs, IPS and IDS
• VPN Services
• Portal and Remote Desktop Services proxy

Safety
I/O

Instrumentation

Level 3 - Site Operations
(Control Room)

HMI

Active

AP

SSID
5 GHz

WGB

Safety
I/O

Controller

WGB

LWAP

SSID
5 GHz

WGB

LWAP

Controller

LWAP

SSID
2.4 GHz

Standby

Wireless
LAN Controller 

(WLC)

Cell/Area Zone

Levels 0–2

Cell/Area Zone

Levels 0–2

Drive

Distribution
Switch Stack

Wide Area Network (WAN)

Data Center - Virtualized Servers
• ERP - Business Systems
• Email, Web Services

• Security Services - Active Directory (AD), Identity Services (AAA)

• Network Services – DNS, DHCP

• Call Manager 

Enterprise

Identity Services

Identity Services

External DMZ/ 
Firewall

Cloud

Access
Switches

Access
Switches

IFW

IFW

Drive I/O Drive I/O

I/O I/O I/O Robot
Servo
Drive

Rockwell Automation and Cisco Systems Converged Plantwide Ethernet Model

Soft Starter

Instrumentation

Controller

SSID

2.4 GHz

Drive

IFW

I/O I/O I/O

PLC responds to 
inputs.  Good or 

bad, calibrated or 
not, the PLC 

responds however 
it’s programmed to 

respond
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PLC / PAC Simplified Internal Architecture

PLC

Code
Execution 

Engine

Data Table

I/O
No
n-

I/O
Communicatio

n

Permit Action Input = 
Electrically True

Permit 
Action
Input

Permit 
Action
Input

Action
Outpu

t

Write
From HMI Move

Source:
New Setpoint
Destination:
Current Setpoint

Write
Config
From 
HMIPermit 

Action
Output

Permit Action Output = 
Electrically True
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PLC / PAC Simplified Internal Architecture

PLC

Code
Execution 

Engine

Data Table

I/O
No
n-

I/O
Communicatio

n

Permit Action Input = 
Electrically True

Permit 
Action
Input

Permit 
Action
Input

Action
Outpu

t

Write
From HMI Move

Source:
New Setpoint
Destination:
Current Setpoint

Write
Config
From 
HMIPermit 

Action
Output

Permit Action Output = 
Electrically True

1
1) Read Input
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PLC / PAC Simplified Internal Architecture

PLC

Code
Execution 

Engine

Data Table

I/O
No
n-

I/O
Communicatio

n

Permit Action Input = 
Electrically True

Permit 
Action
Input

Permit 
Action
Input

Action
Outpu

t

Write
From HMI Move

Source:
New Setpoint
Destination:
Current Setpoint

Write
Config
From 
HMIPermit 

Action
Output

Permit Action Output = 
Electrically True

1 2
1) Read Input
2) Update Input Image Data Table
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PLC / PAC Simplified Internal Architecture

PLC

Code
Execution 

Engine

Data Table

I/O
No
n-

I/O
Communicatio

n

Permit Action Input = 
Electrically True

Permit 
Action
Input

Permit 
Action
Input

Action
Outpu

t

Write
From HMI Move

Source:
New Setpoint
Destination:
Current Setpoint

Write
Config
From 
HMIPermit 

Action
Output

Permit Action Output = 
Electrically True

1 2

3

1) Read Input
2) Update Input Image Data Table
3) Code Executes and Determines

Output Status
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PLC / PAC Simplified Internal Architecture

PLC

Code
Execution 

Engine

Data Table

I/O
No
n-

I/O
Communicatio

n

Permit Action Input = 
Electrically True

Permit 
Action
Input

Permit 
Action
Input

Action
Outpu

t

Write
From HMI Move

Source:
New Setpoint
Destination:
Current Setpoint

Write
Config
From 
HMIPermit 

Action
Output

Permit Action Output = 
Electrically True

1 2

3

4

1) Read Input
2) Update Input Image Data Table
3) Code Executes and Determines

Output Status
4) Output Image Data Table Updated
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PLC / PAC Simplified Internal Architecture

PLC

Code
Execution 

Engine

Data Table

I/O
No
n-

I/O
Communicatio

n

Permit Action Input = 
Electrically True

Permit 
Action
Input

Permit 
Action
Input

Action
Outpu

t

Write
From HMI Move

Source:
New Setpoint
Destination:
Current Setpoint

Write
Config
From 
HMIPermit 

Action
Output

Permit Action Output = 
Electrically True

1 2

3

4

5

1) Read Input
2) Update Input Image Data Table
3) Code Executes and Determines

Output Status
4) Output Image Data Table Updated
5) Output(s) Written



ICS Cybersecurity

145

PLC / PAC Simplified Internal Architecture

PLC

Code
Execution 

Engine

Data Table

I/O
No
n-

I/O
Communicatio

n

Permit Action Input = 
Electrically True

Permit 
Action
Input

Permit 
Action
Input

Action
Outpu

t

Write
From HMI Move

Source:
New Setpoint
Destination:
Current Setpoint

Write
Config
From 
HMIPermit 

Action
Output

Permit Action Output = 
Electrically True

If you have access to 
the Data Table and 
you know how the 

PLC/PAC is 
programmed,

You can affect the 
behavior of the PLC



ICS Cybersecurity

Demo Hardware
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Demo Hardware

PLC

HMI
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Demo Hardware

Breakers

Oven

PLC

HMI
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Demo Hardware

PLC

HMI

Breakers

HART
Xmitter

Oven

TC

Breaker
Indicato

r
Lights

T/C
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Demo Hardware

Attack
PLC
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PLC Logic – Pretty Typical

Real Physical
Outputs

Real Physical
Inputs
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PLC Logic – Cross Reference Used to Locate Where Output is Being Written From

Cross 
Reference
Results
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PLC Logic – Last in Wins and Not Always Discoverable Through Easy Means

Moving values to outputs is one method to 
overriding the logic, sometimes remain hidden 

from casual logic searches AND most 

controller platforms allow direct output writes 
from external sources like OPC clients. 



ICS Cybersecurity

PLC and I/O Discussion and Demos 

• Target Mechanical Systems and Critical Processes Through Automation

• PLC Simplified Internal Architecture – Solving Input –> Logic -> Output 

• Demo  - PLC itM No Ethernet Required to Cause Misleading HMI & 
Enunciator Panel Status

• Demo – Remote Output Operation

• Demo - Remote Breaker Operation

• Demo – A PID chewing on bad input  = Bad output  =  Manipulation of 
Physical Systems
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Demo  - PLC itM and Remote Output Operation

Controller in the Middle Attacks
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PLC and I/O Discussion and Demos 

• Target Mechanical Systems and Critical Processes Through Automation

• PLC Simplified Internal Architecture – Solving Input –> Logic -> Output 

• Demo  - PLC itM No Ethernet Required to Cause Misleading HMI & 
Enunciator Panel Status

• Demo – Remote Output Operation

• Demo - Remote Breaker Operation

• Demo – A PID chewing on bad input  = Bad output  =  Manipulation of 
Physical Systems
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Demo – Remote Breaker Operation

Music to your ears
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Enhanced PID – Closed Loop Controller

Setpoint

Actual
Temp

Output
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Enhanced PID – Closed Loop Controller Break Out

Setpoint

Actual
Temp

Output

T/C HART

Pulse Width Modulation of the 
Power Outlet Based on PIDE CV 
On

Off
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Enhanced PID – Example

Setpoint

Actual
Temp

T/C HART

Pulse Width Modulation of the 
Power Outlet Based on PIDE CV 
On

Off

160
0%

Output
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Enhanced PID – Only As Good As the Input!!!

Setpoint

Actual
Temp

T/C
HART

Pulse Width Modulation of the 
Power Outlet Based on PIDE CV 
On

Off

80
100%

Output
1

2

3

4



ICS Cybersecurity

PLC and I/O Discussion and Demos 

• Target Mechanical Systems and Critical Processes Through Automation

• PLC Simplified Internal Architecture – Solving Input –> Logic -> Output 

• Demo  - PLC itM No Ethernet Required to Cause Misleading HMI & 
Enunciator Panel Status

• Demo – Remote Output Operation

• Demo - Remote Breaker Operation

• Demo – A PID chewing on bad input  = Bad output  =  Manipulation of 
Physical Systems
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Demo – Numerous Bad Things

A PID chewing on bad input  = Bad output  =  Manipulation of 
Physical Systems



ICS Cybersecurity



ICS Cybersecurity

Conclusion & Questions

• Analyze  mechanical systems and critical processes to understand the full 
impact of automation comprises

• Monitoring  does provide a first line defense but it is “possible” to have 
activities that don’t get picked up by monitoring packages

• Security programs should include teaming efforts with actors that can 
describe critical systems and processes

• Code reviews of automation systems that are controlling mechanical 
systems are paramount after you understand the process you are 
controlling

QUESTIONS?
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Austin Scott
Principal Industrial Penetration Tester
Dragos

@Austin_m_Scott
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2019 DRAGOS YEAR IN REVIEW

17
1

71

have poor 

security

perimeters

66

adversaries 

directly accessing 

the ICS

76

organizations 

could not detect 

Dragos’ Red 

Team activities

routable network 

connections into 

their operational 

environments

100

54

lacked 

separate IT 

and OT user 

management 

systems

81

Limited or no 

visibility into 

ICS/OT 

network

90

incidents 

involved shared 

credentials 

for lateral 

movement
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ICS CYBERSECURITY RAPID SELF-CHECK

1
7

Take ownership of understanding Cyber Risk 
in your environment.
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OPERATIONALIZED RAPID SELF-CHECK



WHAT WE SEE:
CYBER RISK IMPACT

Reduce interact ive protocol traversal 

points.

1
7
4

OPERATIONAL RISK

Medium – Verify f i rewall  rule changes 

with ICS Vendors.

TOOLS REQUIRED

Solar W inds FREE Firewal l  Browser

ICS FIREWALL RULES
WHAT WE SEE

WHAT TO DO

• ICS Access from Corporate network
• Temporary rules
• Vendor solution dictated rules
• Vendor access rules

• Use Firewall Browser and Identify:
SSH, Telnet, Remote Desktop, VNC,
WMI, PowerShell RM, RPC, 
SMB ( PSEXEC )

https://www.solarwinds.com/free-tools/firewall-browser
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FIREWALL BROWSER  DEMO

1
7



WHAT WE SEE:
CYBER RISK IMPACT

Increase dif f icult ies in gaining access 

to Domain Administrator accounts.

1
7

OPERATIONAL RISK

Very Low

TOOLS REQUIRED

Bloodhound, Act ive Directory Enum

Script

ACCESS MANAGEMENT

WHAT WE SEE

WHAT TO DO

• Domain Admins Galore
• Overprivileged Service Accounts
• Numerous Paths to Domain Admin

• Download and Run BloodHound
• Review Paths to Admins
• Review Overprivileged Accounts

https://github.com/BloodHoundAD/BloodHound
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BLOODHOUND DEMO
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WHAT WE SEE: CYBER RISK IMPACT

Increase the level of  ef for t  required to 

obtain credentials.

17
8

OPERATIONAL RISK

Very low

TOOLS REQUIRED

Session Gopher, LSASS Dump and 

Mimikatz, Mimik it tenz, Nirsof t .net 

Password Uti ls

ACCESS MANAGEMENT #2

WHAT WE SEE

WHAT TO DO

• We almost always find Credentials
• We often find default Credentials
• We often find Credentials that are 

stored and not properly encrypted.

• Understand where and how 
Credentials are stored.

• Implement Access Management.
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MIMIKATZ CREDENTIAL HUNT DEMO

17
9
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MIMIKATZ CREDENTIAL HUNT DEMO

18
0
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SESSION GOPHER CREDENTIAL HUNT DEMO
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WHAT WE SEE:
CYBER RISK IMPACT

Greatly increase the dif f iculty for  

adversar ies to escalate pr ivi leges and 

move lateral ly.  

18
2

OPERATIONAL RISK

Medium – Verify system hardening 

changes with ICS vendor.

TOOLS REQUIRED

• Conf igurat ion Hardening Assessment 

PowerShel l  Scr ipt (CHAPS)

• Microsof t  Secur ity Compliance Toolk it

• CIS tools

• STIG tools

HARDENING
WHAT WE SEE

WHAT TO DO

• Common system hardening issues 
allow for hash reflecting, passing 
and clear-text password recovery.

• Windows - Run CHAPS
• Linux - Run Linux Bash script



v

CHAPS HARDENING DEMO

18
3



v

CHAPS HARDENING DEMO

18
4

[*] Testing if WDigest is disabled.
[-] WDigest UseLogonCredential key does not exist.
[*] Testing if LLMNR is disabled.
[-] DNSClient.EnableMulticast is enabled:
[*] Testing if Computer Browser service is disabled.
[-] Computer Browser service is: Running
[*] Testing Lanman Authentication for NoLmHash.
[-] NoLmHash registry key is configured: 0
[*] Testing if PowerShell Version 2 is permitted
[-] PowerShell Version 2 is permitted.

[+] = TEST PASS
[-] = TEST FAIL



CYBER RISK IMPACT

Improve Threat Detect ion Capabil i ty

Improve Incident Response Capabil i ty

185

OPERATIONAL RISK

Low – Central ized logging can increase 

network  traf f ic  within ICS environment

TOOLS REQUIRED

Conf igurat ion Hardening Assessment 

PowerShel l  Scr ipt (CHAPS)

LOGGING
WHAT WE SEE

WHAT TO DO

• Not Logging the Right Stuff
• Lack of Centralized Logging

• Run CHAPS
• Implement Centralized Logging
• Validate Event Logging

https://github.com/cutaway-security/chaps


v

CHAPS WINDOWS EVENT LOG CONFIG DEMO

18
6

[*] Testing if PowerShell Moduling is Enabled
[-] EnableModuleLogging Is Not Set
[*] Testing if PowerShell EnableScriptBlockLogging is Enabled
[-] EnableScriptBlockLogging Is Not Set
[*] Testing if PowerShell EnableScriptBlockInvocationLogging is Enabled
[-] EnableScriptBlockInvocationLogging Is Not Set
[*] Testing if PowerShell EnableTranscripting is Enabled
[-] EnableTranscripting Is Not Set
[*] Testing if PowerShell EnableInvocationHeader is Enabled
[-] EnableInvocationHeader Is Not Set
[*] Testing if PowerShell ProtectedEventLogging is Enabled
[-] EnableProtectedEventLogging Is Not Set
[*] Event logs settings defaults are too small. Test that max sizes have been increased.
[x] Testing Microsoft-Windows-SMBServer/Audit log size failed.
[x] Testing Security log size failed.
[-] Microsoft-Windows-PowerShell/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows-PowerShell/Operational] GB: 0.015 GB
[-] Microsoft-Windows-TaskScheduler/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows-TaskScheduler
[-] Microsoft-Windows-WinRM/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows-WinRM/Operational] GB: 0.001 GB
[-] Microsoft-Windows-Security-Netlogon/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows
[-] Microsoft-Windows-WMI-Activity/Operational max log size is smaller than System.Collections.Hashtable[Microsoft-Windows-WMI
[-] Windows PowerShell max log size is smaller than System.Collections.Hashtable[Windows PowerShell] GB: 0.015 GB
[-] System max log size is smaller than System.Collections.Hashtable[System] GB: 0.02 GB
[-] Application max log size is smaller than System.Collections.Hashtable[Application] GB: 0.02 GB
[-] Microsoft-Windows-TerminalServices-LocalSessionManager/Operational max log size is smaller than System.Collections.Hashtable



CYBER RISK IMPACT

Improve Threat Detect ion Capabil i ty

Improve Threat Hunting Capabil i ty

Improve Incident Response Capabil i ty

1
8

OPERATIONAL RISK

Low – Connect ing to SPAN ports is  

nonroutable – BUT CPU usage of  

switches should be monitored.

TOOLS REQUIRED

Dragos Community Tools

Network  Miner - $$

Dragos Platform - $$

NETWORK VISIBILITY
WHAT WE SEE

WHAT TO DO

• Operate in ICS networks undetected 
• Maintain perpetual access
• Do not know what is on networks

• Identify SPAN ports for monitoring
• Create procedure for collecting

network packet captures
• Use a free tool to view them



v

Two Free (FOREVER) Community ICS Network Visibility 

Products from Dragos
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Dragos CyberLens 

18
9



v

And of course there is their Big brother the Dragos Platform
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THANK YOU
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Agenda

Scope

Gaps

Identification

Operational 
Response

Regulation



Sensors & Actuators

Control Elements 
(PLCs, RTUs, SIS)

IO

Supervisory Control Elements
(Network, Applications, Servers)

Industrial Protocols

Fieldbus using Industrial Protocols

DMZ Applications

External Network Hosts
(Business or Plant Network)

Common Protocols

Common & Industrial Protocols

Common Protocols

LEVEL 0

LEVEL 1

LEVEL 2

LEVEL 3

LEVEL 4

ACCESS

ICS Effect



https://ics.sans.org/ics-library

Stage 1 activity will appear 
IT-focused and blend in 

with other IT related scans, 
malware, and general 

noise.



Defender Focus Across IT and OT

Sensors & Actuators

Control Elements 
(PLCs, RTUs, SIS)

IO

Supervisory Control Elements
(Network, Applications, Servers)

Industrial Protocols

Fieldbus using Industrial Protocols

DMZ Applications

External Network Hosts
(Business or Plant Network)

Common Protocols

Common & Industrial Protocols

Common Protocols

• Attacks from corporate 
IT networks that pivot 
to higher trust OT 
environments

• Attacks from partner 
corporate IT networks 
that pivot to OT

• Attacks from vendor 
support IT networks 
that pivot to remote OT 
environments



Defender Focus Across IT and OT

Sensors & Actuators

Control Elements 
(PLCs, RTUs, SIS)

IO

Supervisory Control Elements
(Network, Applications, Servers)

Industrial Protocols

Fieldbus using Industrial Protocols

DMZ Applications

External Network Hosts
(Business or Plant Network)

Common Protocols

Common & Industrial Protocols

Common Protocols

• Support services and 
business applications 
targeted to pivot

• Maintenance and 
troubleshooting 
capabilities for remote 
access that can be 
targeted to access the 
OT environment





Defender Focus Across IT and OT

Sensors & Actuators

Control Elements 
(PLCs, RTUs, SIS)

IO

Supervisory Control Elements
(Network, Applications, Servers)

Industrial Protocols

Fieldbus using Industrial Protocols

DMZ Applications

External Network Hosts
(Business or Plant Network)

Common Protocols

Common & Industrial Protocols

Common Protocols

• Utilize engineering 
workstation to obtain 
connectivity, and 
configurations to 
develop an OT attack

• Mis-operate the control 
system through an 
operator workstation

• Send manipulated 
commands to field 
devices through net



Defender Focus Across IT and OT

Sensors & Actuators

Control Elements 
(PLCs, RTUs, SIS)

IO

Supervisory Control Elements
(Network, Applications, Servers)

Industrial Protocols

Fieldbus using Industrial Protocols

DMZ Applications

External Network Hosts
(Business or Plant Network)

Common Protocols

Common & Industrial Protocols

Common Protocols

• Supply chain – build, 
ship, support, 
integration, operation 

• Exploits for 
vulnerabilities – Access, 
Denial, Manipulation

• Combination attack 
targeting equipment



Defender Focus Across IT and OT

Sensors & Actuators

Control Elements 
(PLCs, RTUs, SIS)

IO

Supervisory Control Elements
(Network, Applications, Servers)

Industrial Protocols

Fieldbus using Industrial Protocols

DMZ Applications

External Network Hosts
(Business or Plant Network)

Common Protocols

Common & Industrial Protocols

Common Protocols
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Attacker 

Stage 1 C2

Attacker Action

Pivot to ICS

Stage 2 ICS 

Capability Development

Attack 

Validation

ICS Attack

Delivery

Attack Adjustments

& Modification

ICS Attack

Execution

ICS Defender Gap Reduction

Common IT 

Security Controls

Traditional ICS 

Perimeter Controls

ICS Situational Awareness

& Data Protection

ICS Asset 

Hardening & Controls

ICS Threat 

Detection

Incident 

Declared

Containment &

Eradication

Recover Operational 

Integrity

ICS Compromise to Detection Gap
Detection to Containment 

Gap Containment to 
Remediation Gap
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Full integrated visibility, 
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Operations Impacts

Well defined plans for loss of view 
and loss of control at small scale or 

for short periods of time

Plans do not completely address 
events when systems are available, 
but do not perform the functions 

required or expected

Plans do not address events when 
systems are available, but someone 

else is in control of them



❑Evidence 
acquisition 
and analysis

❑Information 
sharing 
internal and 
external

❑Practice IR 
through 
exercises

❑Train the 
team

❑Determine 
where an 
adversary 
would need to 
be to achieve 
the effect

❑ isolate the 
system or 
isolate control

❑Verify the 
root cause 
or initial 
infection 
point that 
impacted 
operations 
was 
identified

❑Regain 
integrity of 
control 
system

❑Determine 
when to 
restore 
system 
control 
capabilities

❑What actions 
were taken to 
prevent 
similar attack

❑Was 
information 
shared 
effectively

Preparation Identification Containment Eradication Recovery
Lessons 
Learned

Operational Response
System operators are continuously trained to ensure system reliability and how to respond in 

emergencies to recover from outages.  The cyber operators who support the underlying technologies 
need to be trained in this way as well and integrate operations into all phases of the response plan.  



• Training

• Planning and Analysis

• Load Shed

• Emergency Operations

• Blackstart

Learn from Operations



• Cyber contingency analysis (continuous analysis and preparing the system for the next event)

• Cyber failure planning (modeling and testing cyber system response to                               

network and asset outages) 

• Cyber conservative operations (Intentionally eliminating planned and                                     

unplanned changes, as well as stopping any potentially impactful processes)

• Cyber load shed (Eliminating all unnecessary network segments, communications,                           

and cyber assets that are not operationally necessary)

• Cyber RCA (Root Cause Analysis forensics to determine how an impactful event                                

occurred and ensure it is contained)

• Cyber blackstart (cyber asset base configurations and bare metal build capability to restore the 

cyber system to a critical service state)

• Cyber mutual aid (ability to utilize ISACs, peer utilities, law enforcement and intelligence agencies, 

as well as contractors and vendors to respond to large scale events)

Operationalize 
your cyber 

defense and 
response 
approach

Work With Operations
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Classify

• Cyber Security Incident:
• A malicious act or suspicious event that:

• Compromises, or was an attempt to compromise, the Electronic Security 

Perimeter or Physical Security Perimeter 

• Disrupts, or was an attempt to disrupt, the operation of a BES Cyber 

System

• Reportable Cyber Security Incident:
• A Cyber Security Incident that has compromised or disrupted one or more 

reliability tasks of a functional entity



Electronic Security Perimeter

Physical Security Perimeter

BES Cyber 
System

Classify: CSI

Compromise

Disrupt



Classify: RCSI

Compromised or Disrupted Reliability 
Task



Concerns



Change Is Coming Jan 1, 2021

• Report—compromise, or attempt 
to compromise, the ESP or 
associated EACMS

• Require minimum reporting 
detail

• Reporting timeline
• Reporting to DHS as well as E-

ISAC
• NERC to develop summary 

reports to FERC



CIP-008 R4 – Notifications and Reporting for Cyber Security Incidents

• Notify E-ISAC and NCCIC of Reportable CSI and attempts to 
compromise: 6

• Initial notification and updates to include:
• Functional impact

• Attack vector used; and

• Level of instruction achieved or attempted

• Initial notification:
• within 1-hour of determination of Reportable CSI, 

• end of next calendar day after attempt to compromise

• Update E-ISAC and NCCIC within 7-days of learning new attribute 
information   



Predicting the Future
❑Entities will develop very specific 

definitions of the term “attempt”
❑Introduction of the “Firewall 

Sandwich”
❑NCCIC will get very confusing 

reports and will be overwhelmed 
with noise, as will asset owners 
and operators

Out of Scope 
FW

Out of Scope 
FW



Executive Order to Securing the US BPS
• Work through potential modifications to CIP-013

• Understand scope of intent around achieving 
implementation

• Applicability to non bulk power system assets

• Applicability to operational cyber components

• Implementation across bulk power assets that are non 
US geographically and potentially those that are 
owned / operated by non US orgs



CONTACT

Tim Conway

tconway@sans.org

SANS INSTITUTE

11200 Rockville Pike

Suite 200

North Bethesda, MD 20852

301.654.SANS(7267)

SANS EMAIL

GENERAL INQUIRIES: info@sans.org

PRESS/PR: press@sans.org

ICS RESOURCES

https://ics.sans.org

https://ics-community.sans.org/

Twitter: @sansics

RESOURCES AND CONTACT INFORMATION
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And the Winners Are…

DISC ICS NetWars









10.10.10.0/24

Battery Network (Schneider)

10.10.20.0/24

Combined Cycle BOP (Rockwell)

10.10.30.0/24

Wind Turbine Network (OPC)

192.168.0.0/24

Solar Panel Network (Siemens)

10.10.100.0/24

Substation Network (SEL)

10.0.0.0/24

Site Office Network

THE CYBERVILLE MICROGRID 
NETWORK OVERVIEW



C2 Server

10.10.10.11

Internet Exposed 
Cellular Modem

Battery HMI

10.10.10.3 Schneider Modbus 
Slaves

10.10.10.5

10.10.20.5

10.10.30.5

192.168.0.5

10.10.100.5

10.0.0.5Historian

CYBER INCIDENT
CYBERVILLE MICROGRID

LOV / LOC



C2 Server Address
Level 3 – Flag 1

232

Points: 3
Flag:
195.208.218.11
Hint:
None

There has been an unscheduled outage of 
the Cyberville Energy Center. Our initial 
root cause analysis has led us to believe 
that this is a Cyber event. We maintain a 
rolling Packet Capture of the ICS network 
traffic that we have provided to you. 
Please search for and identify the IP 
address of the C2 Server. 
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Crack in the Armor
Level 3 – Flag 2

237

Points: 10
Flag:
{magic-ping-do-your-thing}

Hint:
Look for something 
magic. 

We believe that the DIGI WR-21 cellular 
modem was used as the initial access point 
into the network. Although this device was 
connected directly to the Internet, no ports or 
services were open. We have no idea how the 
adversary was able to gain access to this 
device. Something appears to have remotely 
disabled the device's firewall. Can you 
investigate the initial access method into the 
WR-21?



Crack in the Armor - Solution
Level 3 – Flag 2

Now that we have identified the C2 server, filter the traffic in Wireshark by that 

IP:

ip.addr == 195.208.218.11

Review some of the initial traffic to the device. Filter the traffic also by ICMP:

ip.addr == 195.208.218.11 && icmp

View the ICMP traffic and you will notice a series of packets that look out of 

place. They all have an ICMP sequence number of 256.

Filter by the ICMP sequence number 256

ip.addr == 195.208.218.11 && icmp.seq == 256

There is a magic ping containing the flag value



239

Crack in the Armor



Foothold
Level 3 – Flag 3

240

Points: 10
Flag:
{flag_auth_bypass}

Hint:
Robinson Canó, a 
baseball player for 
the New York Mets, 
is currently ranked 
64th in Base hits.

Once the firewall was dropped on the WR-21 
cellular modem, the adversaries appeared to 
have enabled and gained access to the HTML 
interface and the HTTP RCI interface. We are 
not sure how they were able to accomplish 
this as we use a 23 character complex 
password to secure this interface. Somehow 
the adversary was able to obtain our complex 
password and use it to log into the device. 
Can you investigate how the adversary was 
able to gain administrator access into the 
HTML interface?



Foothold - Solution
Level 3 – Flag 3

The adversary leverages a content whitelisting bypass to perform unauthenticated 

command execution over the DIGI RCI interface.

Filter the traffic in Wireshark by the IP of the C2 server:

ip.addr == 195.208.218.11

Review the traffic.  Filter by HTTP also to narrow down the exploit traffic:

ip.addr == 195.208.218.11 && http

Further filter by the odd Python User Agent:

ip.addr == 195.208.218.11 && http && http.user_agent == "Python-urllib/2.7"

And you will see the rci bypass.png post

Apply wireshark filter: 

http.request.uri == "/UE/rci/bypass.png"

Right click and Follow -> HTTP Stream

Base64 decode the response to find the flag.
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Foothold



243

config last_saved_safe "03:05:59, 01 Jan 2000"
config last_saved_safe_changes "1"
config last_saved_safe_user "{flag_auth_bypass}"
ppp 1 epassword "KD5lSVJDVVg="
user 0 epassword "ExlGVU4fHlcADUVEBBdGFAgDXh4HH0w="
user 1 epassword "NzZcfmMcTQ4CBEsbRhMeBR8cAx4="
user 2 epassword "PCxwSkRHQktbWEcSXxYUFwAHAQUEHEY="

Foothold – Solution
Base64 Decode Results
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Firmware from where
Level 3 – Flag 4

245

Points: 10
Flag:
{Kyberite_Wuz_here}

Hint:
The adversary may 
have performed this 
attack from a 
different public IP 
than their C2 server 
address.

There appears to be unauthorized 
modifications to the Firmware of the DIGI 
WR-21 that have allowed the adversary to use 
DIGI WR-21 cellular modem as a pivot point 
into the Lithium-Ion energy storage network.  
We need you to investigate any firmware 
modifications that could have been made to 
the DIGI to enable remote access from the 
adversary's command and control server.



We are looking for some sort of file upload over http. Just to keep us guessing, the 
Adversary pivoted to another external IP address before uploading the firmware.
To find this flag we will need to filter by the ip address of the DIGI modem and the HTTP 
POST method:
ip.addr == 103.82.4.84 && http.request.method == "POST"
We can see the firmware file upload:
http.request.uri.path == "/uploadfile"
A Python file has been uploaded in plaintext.
View source code of the Python Cobalt Strike DIGI WR-21 Beacon to find the flag

Firmware from where - Solution
Level 3 – Flag 4
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Firmware from where



Post Exploitation Tools
Level 3 – Flag 5

248

Points: 8
Flag:
{these_ARE_the_droid
s_you_are_looking_fo
r}

Hint:
The adversary likely 
used either SMB or 
HTTP to transfer 
files into the 
Battery network. 

We believe that the adversary transferred 
a number of Post Exploitation tools into 
the Battery network. Can you investigate 
these tools and see if there is any unique 
tradecraft leveraged by this adversary?



Post Exploitation Tools
Level 3 – Flag 5

It appears the adversary used HTTP to transfer files from the DIGI to the Battery HMI.
ip.addr == 10.10.10.0/24 && http.request.method == "GET"
We can see that a number of files are transferred from a folder called PostExploitation
on the DIGI modem.
We can filter by that URI:
http.request.uri contains "/PostExploitation/"
One of the first files that is transferred is: 
/PostExploitation/%21nothingtoseehere.cmd
Right Click on the Packet and select: Follow -> HTTP Stream
View the source of the file to collect the flag
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Post Exploitation Tools
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Where is the Schneider HMI?
Level 3 – Flag 6

252

Points: 3
Flag:
10.10.10.3
Hint:
None

We believe that one of the initial 
footholds for the Adversary was the 
Schneider HMI in the Battery Network. 
What is the IP address of the HMI?



Where is the Schneider HMI?
Level 3 – Flag 6

Statistics -> Conversations -> Sort by Port B.
Review all modbus ports 502.
Observe 10.10.10.3 is polling most of the modbus slaves.

Or you can see where the Post Exploitation tools were copied to.  It is the same server 
from the previous flag. 





Brute-forcing username
Level 3 – Flag 7

255

Points: 4
Flag:

myuserisafl4g
Hint:
What are the 
different protocols 
that brute forcing 
tools like THC Hydra 
support?

We received some SOC alerts regarding 
some brute-forcing and a compromised 
account in the Battery network. Can you 
help us to identify the account that was 
brute-forced?



Brute-forcing username
Level 3 – Flag 7

The flag description refers to the Battery Network and we should first filter by that 
network:
ip.addr == 10.10.10.0/24
Use a display filter to filter by “smb”
ip.addr == 10.10.10.0/24 && smb
Filter by the SMB “Session Setup AndX Command”:
ip.addr == 10.10.10.0/24 && smb.cmd == 0x73

You will see the username that is being brute-forced.



257

Brute-forcing username



What’s the password?
Level 3 – Flag 8

258

Points: 10
Flag:

dragon
Hint:
“-m 5600”  
OR 
“--format=netntlmv2”

Were you able to determine the weak 
password that was brute-forced by the 
adversary?



What’s the password?
Level 3 – Flag 8

Locate NTLMSSP request/response with WORKGROUP/myuserisafl4g
From NTLMSSP_CHALLENGE, record NTLM Server Challenge
From NTLMSSP_AUTH, record NTLM Response, user name, and domain name
Format recorded info in text document user::domain::challenge:response with another 
colon 32 bytes into the response (before 0101)
I.e. 
MYUSERISAFL4G::WORKGROUP:774cc62b11033662:bd76f9b0ccea33491c1ad53e2aee4
:0101000000000…
Format the hash and run hashcat or john the ripper to crack the hash with Rockyou.txt
https://research.801labs.org/cracking-an-ntlmv2-hash/

https://research.801labs.org/cracking-an-ntlmv2-hash/


260

What’s the password? – Solution
Hashcat Format / Cracking Results

MYUSERISAFL4G::WORKGROUP:774cc62b11033662:bd76f9b0ccea33491b91c1ad53e2aee4:01010000000
00000e143e964cd12d6019b27e6974fd9358d0000000002001e00570049004e002d0042004600450039003
700320044004d0046003900370001001e00570049004e002d0042004600450039003700320044004d00460
03900370004001e00570049004e002d0042004600450039003700320044004d0046003900370003001e005
70049004e002d0042004600450039003700320044004d0046003900370007000800e143e964cd12d601060
00400020000000800300030000000000000000000000000000000d2036b2177ea19106f43a611d2fa8cf87
91fd1573a614ede62340d15cd49e6d30a0010000000000000000000000000000000000009001e006300690
0660073002f00310030002e00310030002e00310030002e00330000000000

Status...........: Cracked
Hash.Type........: NetNTLMv2
Hash.Target......: MYUSERISAFL4G::WORKGROUP:774cc62b11033662:bd76f9b0c...000000
…
…
Candidates.#3....: dragon -> dragon



Pivots and Payloads
Level 3 – Flag 9

261

Points: 10
Flag:
{F14G-c2-host-
header}
Hint:
We believe the 
adversary has been 
using Cobalt Strike 
HTTP beacons as 
their C2 
infrastructure. 

The adversary appears to have pivoted 
throughout the network based on the 
widespread impact we are seeing. We suspect 
that the main pivot point being used by the 
adversary is the Historian server. The 
Historian server bridges multiple ICS networks 
so that it can centrally collect and manage the 
operational data. Can you find evidence that 
has been embedded into the protocol used to 
communicate across multiple ICS networks?



Pivots and Payloads
Level 3 – Flag 9

The flag description mentioned that the adversary is using the Historian server as a 
pivot point. If we filter by one of the Historian addresses, we can quickly identify the C2 
traffic:
ip.addr == 10.10.10.5
Filtering by HTTP also helps to narrow things down quite a bit:
ip.addr == 10.10.10.5 && http

“Find packet” by string “submit.php”
http.request.uri contains "submit.php"
Look at host context in the packet bytes to see the flag
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Pivots and Payloads
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Solar PLC Model Name
Level 3 – Flag 10

265

Points: 5
Flag:
CPU 315-2 PN/DP
Hint:
None

The ICS Solar Network monitors the 
Microgrid’s solar power generation capability. 
The process monitors the solar inverters 
which provides details about the health of the 
system and the amount of power being 
generated. There appears to have been a PLC 
program change around the time of the 
incident. Can you identify the PLC systems 
involved? What is the full model name of the 
Siemens PLC used in the Solar network?



Solar PLC Model Name
Level 3 – Flag 10

Filter by the Solar network:
ip.addr == 192.168.0.0/24
We can see there is a lot of S7 traffic in this network.
Filter again by s7comm protocol:
ip.addr == 192.168.0.0/24 && s7comm
Scrolling the remaining traffic, we will see the packet containing the model number.
Or we can search for the “CPU” value in the frame:
ip.addr == 192.168.0.0/24 && s7comm && frame contains "CPU"
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Solar PLC Station Name
Level 3 – Flag 11

268

Points: 8
Flag:
{FLAG_SOLAR_PLC_NAME}

Hint:
You will typically 
see the station 
name as part of a 
Siemens S7 PLC 
program download.

Siemens Devices can be assigned a 
"Station Name" - Can you please confirm 
the station name of the Siemens PLC that 
is being used to control inverters in the 
Solar network?



Solar PLC Station Name
Level 3 – Flag 11

Filter again by s7comm protocol and the solar network:
ip.addr == 192.168.0.0/24 && s7comm

Look at packets with info “ROSCTR: [Userdata]”
OR packets with info “ROSCTR: [Ack_Data] Function[Download block]”

You could also filter by Download function:
s7comm.param.func == 0x1b
Look at packet bytes to see the flag
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Solar PLC Station Name



Solar PLC Unauthorized Program Modifications
Level 3 – Flag 12

271

Points: 5
Flag:
{FLAG99}

Hint:
None

The solar panel inverter monitoring PLC has become 
unresponsive and we are no onger able to get data 
about our solar production KWh. We suspect that an 
unauthorized program was downloaded to the PLC. The 
operations team reported seeing a Function Block they 
are not familiar with called FB13. Function Block (FBD) is 
a standard IEC 61131-3 programming language (much 
like Ladder Logic) in which all functions are put into 
blocks. Can you determine the name of the name of 
Block that was downloaded?



Solar PLC Unauthorized Program Modifications
Level 3 – Flag 12

Download Function Display filter “s7comm.param.func == 0x1b”
Look for function block download for “FB13”
OR
“Find packet” by hex value “46:4c:41:47”
Look at packet bytes to see the flag
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Site Office Pivot
Level 3 – Flag 13

274

Points: 4
Flag:

VNC
Hint:
None

There are very few connections between 
the plant network and the site 
office. Somehow the adversary was able 
to pivot from one of the ICS networks into 
the site office network. What protocol 
was used to allow the adversary to pivot 
into the site office network?



Site Office Pivot
Level 3 – Flag 13

Display filter: 
“(ip.src==10.0.0.0/24 || ip.dst==10.0.0.0/24) && (ip.src==10.0.0.5 || ip.dst==10.0.0.5)”
Identify the protocol used
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Site Office Pivot



MS-SQL Code Execution
Level 3 – Flag 14

277

Points: 2
Flag:

xp_cmdshell
Hint:
None

We believe the MSSQL server may have been 
compromised by unauthorized access to the SQL 
server database in the Site Office network. How 
can you determine if remote code execution was 
executed on the MSSQL server? The flag is the 
command used by the adversary for remote 
command execution through a MSSQL database.



MS-SQL Code Execution
Level 3 – Flag 14

Follow TCP stream between 10.0.0.128 and 10.0.0.130:

(ip.addr == 10.0.0.128 || ip.addr == 10.0.0.130) && tcp.port == 1433

Look for “xp_cmdshell”
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Clear-text Authentication
Level 3 – Flag 15

281

Points: 3
Flag:
Dragos_1ts_@ll_
1n_Th3_Cl3@r
Hint:
What is a protocol 
used for file 
transfers that 
sends credentials 
in the clear?

We expect there are some poor security 
practices within the environment. See if 
you can discover any clear-text credentials 
being used on the Site Office network.



Clear-text Authentication
Level 3 – Flag 15

Filter traffic by the Site Office network:
ip.addr == 10.0.0.0/24
Filter by FTP
ip.addr == 10.0.0.0/24 && ftp
Look through info for “Request: PASS flag”
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New SMB Shares/Users
Level 4 – Flag 1

284

Points: 3
Flag:
Dragos_S3cr3t_F
1l3
Hint:
Something Message 
Block?

We suspect the intruder enumerated 
open shares in the Site Office network 
looking for important files. We suspect a 
list of passwords was found on an open 
share in the network. Can you confirm 
that this secret file was discovered?



New SMB Shares/Users
Level 4 – Flag 1

Filter by the site office network and SMB
ip.addr == 10.0.0.0/24 && smb

In file tab, Export Objects -> SMB
Save “SecretFile.txt”
Open and view flag
NetMiner and zeek make it easy to extract files like this also.
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Powershell Code Execution via mshta.exe
Level 4 – Flag 2

287

Points: 10
Flag:
Dragos_P0w3rSh3
ll_P1v0t1ng
Hint:
What type of files 
would you expect 
to execute with 
mshta.exe?

The SOC intercepted traffic in the Wind 
Turbine Network of clients browsing to 
internal sites hosting hta files. Can you 
determine how the intruder is pivoting 
throughout the Wind Turbine Network?



Powershell Code Execution via mshta.exe
Level 4 – Flag 2

Filter by the Wind Turbine Network and look for “hta” in the packet frame:
ip.addr == 10.10.30.0/24 && frame contains "hta"

“Find packet” by string for “dragos.hta”
Follow TCP Stream
Look for flag
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PSExec Detection
Level 4 – Flag 3

290

Points: 10
Flag:
PSEXESVC.exe
Hint:

None

We believe the OPC01 Server in the Wind 
Turbine Network may have been 
compromised. What method did the 
attacker use to pivot to the OPC01 Server?



PSExec Detection
Level 4 – Flag 3

Filter by Protocol smb2 and the Wind Turbine Network:
ip.addr == 10.10.30.0/24 && smb2
Look for "Create Request File: PSEXESVC.exe"
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PSExec Detection
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OPC Connection to Historian
Level 4 – Flag 4

294

Points: 10
Flag:
{OPC-FLAG-IS-
HERE-SO-LOOK-
NO-MORE}
Hint:
How does Wireshark 
view the OPC DA 
2.0 protocol?

There is a real-time OPC DA 2.0 data connection 
between the Historian SCADA Server in the 
Windfarm. Normally this is not enabled by the 
adversary activated it for unknown reasons. We 
are concerned that the adversary may be using a 
variant of Havex. Can you investigate any strange 
messages related to this wind farm real-time data 
connection?



OPC Connection to Historian
Level 4 – Flag 4

Identify the historian based on its Network Name
Analysis of the traffic reveals that it is OPC
Research OPC reveals that it uses DCERPC protocol
Display filter:
ip.addr==10.10.30.0/24 && dcerpc
Review OPC traffic and identify a description of the OPC server name, where the flag is 
embedded
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Balance of Plant Turbine PLC
Level 4 – Flag 5

297

Points: 10
Flag:
0x0019c114
Hint:
None

We believe that a malicious program was downloaded 
to a Rockwell controller in the Balance of Plant network. 
What is the Serial Number of the Turbine PLC (1756-
L55) In the Combined Cycle BOP network?

Each Rockwell Device has its own Serial number which is 
passed over CIP. Be sure that the Serial number you are 
collecting is for the Product Name: 1756-L55/A 1756-
M12/A LOGIX5555 and not one of the Cards on the 
PLC’s rack.



Balance of Plant Turbine PLC
Level 4 – Flag 5

Filter the network traffic by the BOP ip range 10.10.20.0/24
ip.addr == 10.10.20.0/24
Review the traffic in the network
Filter also by Rockwell CIP traffic
ip.addr == 10.10.20.0/24 && cip
Filter By CIP Get Attributes Service Code 0x81
cip.service == 0x81
Filter by CIP Attribute 6 - Which is the device Serial Number
cip.attribute == 6
Packets that contain cip.attribute 6 will contain the Serial Number for the device
Find the Product Name “1756-L55/A 1756-M12/A LOGIX5555” and collect the Serial 
Number from that Product.
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Balance of Plant Turbine PLC



Program Modified
Level 4 – Flag 6

301

Points: 10
Flag:
Turbine_Control
_System
Hint:
None

What is the name of the PLC Program that 
is running on the PLC that provides 
Turbine control. 

Description for the program is: "Turbine 
Control System for Black Start and Peak 
Support"



Program Modified
Level 4 – Flag 6

Filter the network traffic by the BOP ip range 10.10.20.0/24
ip.addr == 10.10.20.0/24
Review the traffic in the network 
Filter also by Rockwell CIP traffic
ip.addr == 10.10.20.0/24 && cip
Filter By CIP Class 0x64 which is a vendor-specific CIP Class code (0x64 through 0xC7) -
In this case it is used to change the program used.
cip.class == 0x64
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Protect the Relays
Level 4 – Flag 7

305

Points: 10
Flag:
{f-l-a-g}

Hint:
None

Our logs indicate that the adversary 
attempted to access one of the 
substation's SEL-751A feeder protection 
relays. Can you identify the ID used on 
this feeder relay?

Might want to do some research on the 
ICS protocols supported by the SEL-751A 
protective relay.



Protect the Relays
Level 4 – Flag 7

Filter network traffic by substation ip range 10.10.100.0/24 “ip.addr==10.10.100.0/24”
Review traffic
Research the SEL 751A Device
Identify that it supports Goose Protocol
Display filter “goose”
Look for the Goose ID gID of the SEL 751A device
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Why so Serial?
Level 4 – Flag 8

308

Points: 10
Flag:
2005264031
Hint:
None

We will also need to identify the Serial 
Number of the Protected Relay that the 
adversary attempted to gain access to so 
that we can provide the firmware to 
Dragos for forensic analysis. Can you 
provide the serial number of the relay 
that the adversary attempted to access?



Why so Serial?
Level 4 – Flag 8

Filter network traffic by substation ip range 10.10.100.0/24 “ip.addr==10.10.100.0/24”
Review traffic
Filter by Telnet
Follow Telnet conversation
Locate the serial number in the responses to failed password attempts
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Hidden Backdoor
Level 4 – Flag 9

311

Points: 10
Flag:
Dragos_H1dd3n_B
@ckd00r
Hint:
None

We believe the intruder left behind a backdoor for 
access assurance. The
backdoor is listening on a port that blends in with 
protocols commonly seen
in a corporate environment. The intruder made a 
mistake, and did not include 
encryption in the backdoor, can you identify the 
file the intruder accessed?



Hidden Backdoor
Level 4 – Flag 9

Open WireShark
Filter by Protocol: TCP 
Search for TCP SYN request to port 53 
Right click, Follow TCP Stream
Flag is displayed with type command
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Hidden Backdoor



Classics Never Die
Level 4 – Flag 10

314

Points: 10
Flag:
metsrv.dll
Hint:
None

The intruder discovered a Windows XP operating 
system in the Solar Panel network, and used a well 
known exploit to compromise the machine. The 
intruder was sloppy and did not encrypt the 
stageless payload using a well known attack 
platform. Can you identify the dll that passed 
before the intruder obtained an encrypted 
session?



Classics Never Die
Level 4 – Flag 9

Research into Metasploit framework and stageless meterpreter payloads will reveal the 
dll in question.
https://blog.rapid7.com/2015/03/25/stageless-meterpreter-payloads/

Search for DCERPC bind call to SRVSVC which calls the vulnerable 
NetPatchCanonicalize function. Following the Vulnerable function request, it triggers 
the shell code and the payload is delivered via the following TCP session (post FIN, 
ACK packet) Right click, Follow TCP Stream search for .dll, metsrv.dll will appear 
before Init Reflective Loader

https://blog.rapid7.com/2015/03/25/stageless-meterpreter-payloads/
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