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Before We Get Started

• Webinar is being recorded

• Phones are muted

• Please ask questions using Zoom Q&A

• Enjoy the webinar!



Dragos Platform Performance
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What is MITRE ATT&CK® for ICS? 

is an encyclopedia 
of ICS 



ATT&CK For Enterprise Vs. ATT&CK For ICS
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How was MITRE ATT&CK® for ICS created?
MITRE ATT&CK for ICS was created by the ICS cybersecurity community.

100+ participants 39+ Organizations Over 5 Years

ATT&CK for ICS continues to evolve. Anyone can 
contribute data today by emailing: attack@mitre.org





Vendors
Provide vendors with an assessment of their 
ability to defend against specific adversary 
tactics and techniques.

End Users
Provide industry end-users with information 
to make decisions that work best for their 
organizations.

No “Winners”
Not a competitive analysis. There are no 
scores, rankings, or ratings.

ATT&CK Evaluations



ATT&CK for ICS Evaluation Methodology
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Network and Host 
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XENOTIME
The XENOTIME activity group is attributed to the TRISIS (AKA Triton) malware and 
the attack of the safety instrumented systems at an oil refinery in Saudi Arabia in 2017. 
Industrial safety instrumented systems comprise part of a multi-layer engineered process 
control framework to protect life and the environment.
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Burner Management System (BMS)



Dragos Platform/Network Architecture



Day 1
Initial Pivot from 
IT into the OT 
Environment and 
Control Engineering 
Workstation 
Compromise
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Day 2
PLC Enumeration 
Using Python 
Compiled 
Windows Binaries



Day 2
PLC Enumeration 
Using Python 
Compiled Windows 
Binaries



Day 3
Pivot into Safety 
System



Day 3
Pivot into Safety 
System

Baseline



Day 4
Left of Control 
PLC and Safety 
PLC Program 
Modifications 
and Plant Trip



Day 4
Left of Control PLC 
and Safety PLC 
Program 
Modifications 
and Plant Trip



Day 5
Left of Boom



Day 5
Left of Boom



Burner Management System (BMS)
Filling With Fuel Gas



Burner Management System (BMS)
Igniter Activated



Boom



MITRE Evaluation Results



ANALYTIC 
COVERAGE

63
of 100 substeps

VISIBILITY

93
of 100 substeps

IDENTIFIED OPPORTUNITIES
FOR THREAT DETECTION

IMPROVEMENTS

20
of 100 substeps



Lessons Learned/Platform Improvements

• 20 substeps that we have Telemetry for but did not trigger a 
Detection.

• Port scanning and ICMP sweeping. Ability to configure analytics 
on a per network basis. 

• Dragos Platform did not identify the specific tags being forced 
by the Control EWS / Safety EWS on the Control PLC / Safety PLC 
using CIP (Common Industrial Protocol)

• Improvements to C2 / Lateral movement detections to closely 
track SSH and other interactive protocols.



About Dragos

Dragos has the largest team of ICS security 
specialists in the industry which allows us to 
make the best technology.

Including 9 of the 10 largest U.S. electric utilities and 5 of 
the 10 largest oil and gas companies
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