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BUILT BY PRACTITIONERS
FOR PRACTITIONERS

Dragos has the largest team of ICS 
security specialists in the industry 
which allows us to make the best 
technology.

Including 9 of the 10 largest U.S. electric utilities 
and 5 of the 10 largest oil and gas companies

600+ YEARS OF ICS/OT EXPERIENCE

210+ EMPLOYEES

150+ CUSTOMERS

COUNTRIES20

10 INDUSTRY VERTICALS

ELECTRIC 

OIL & GAS 

MANUFACTURING

BLDG AUTO SYS

CHEMICAL

WATER

FOOD & BEV

MINING

TRANSPORTATION

PHARMACEUTICAL

HQ | Hanover, MD

REGIONAL | Canada, Australia, GCC, UK/Europe
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THE ELECTRIC SECTOR
AN INTRODUCTION

Transmission DistributionGeneration

Transmission Customer
138kV or 230kV

Substation Step 
Down Transformer

Transmission Lines
765, 500, 345, 230, & 138kV

Generating Station

Subtransmission
Customer

26kV and 69kV

Primary
Customer

13kV and 4kV

Secondary
Customer

120V and 240V

Generating Step 
Up Transformer
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THE ELECTRIC SECTOR
AN INTRODUCTION

Generation Transmission Distribution

5,000 plants 160,000 miles Over 1,000,000 miles

65% of monthly bill 5% of average customer 
monthly bill

30% of average customer 
monthly bill

Employs approx. 120,000 
people nationwide

Employs approx. 15,000 
people nationwide

Employs approx. 400,000 
people nationwide



7

THE CIP JOURNEY
HOW WE GOT HERE

UA 1200

UA 1300

CIP v1-v3

CIP v5

CIP vX
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Number & Version Standard Name

CIP-002-5.1 BES Cyber System Categorization

CIP-003-8 Security Management Controls

CIP-004-6 Personnel & Training

CIP-005-6 Electronic Security Perimeter(s)

CIP-006-6 Physical Security of BES Cyber Systems

CIP-007-6 System Security Management

CIP-008-5 Incident Reporting & Response Planning

CIP-009-6 Recovery Plans for BES Cyber Systems

CIP-010-3 Configuration Change Management & Vulnerability 
Assessments

CIP-011-2 Information Protection

CIP-012-1 Communications Between Control Centers

CIP-013-1 Supply Chain Risk Management

CIP-014-2 Physical Security



UTILITY PERSPECTIVES

CHALLENGES IN CIP 
COMPLIANCE

• “Zero deficiency” requirements

• Regional differences in audits and 
techniques

• Lack of clarity on “how to comply” 
(double-edged sword)

• Evidence collection is burdensome

• Process, people, and technology 
limits

• “Compliance does not equal 
security”



REGULATORY PERSPECTIVES

CHALLENGES IN CIP 
ENFORCEMENT

• “Is enough covered?”

• Lack of evidence could mean lack 
of security

• Compliance needs to be “baked in” 
to security

• Process, people, and technology 
limitations
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THE NUANCED TRUTH
OBSERVATIONS FROM THE 
FRONT LINES

VIOLATIONS ARE INCREASING
Since CIPv5, there has been an 
uptick in possible violations across 
industry.

INDUSTRY IS IMPROVING
Lessons learned are being applied, 
industry exercises are mature 
national-level events.

MIXED CULTURAL IMPACTS
With ~2000 utilities that must 
comply, some “get it,” others do 
not.

“The root causes of these 
violations were cultural 
issues that resulted in URE 
management’s lack of 
awareness, engagement, 
and accountability for CIP 
compliance.” 
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AWESOME. 

SO WHAT NOW?
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PRACTICAL GUIDANCE FROM PRACTITIONERS

LEVERAGING ICS456 FOR NERC CIP ESSENTIALS

• Over 3 years and hundreds 
of students

• Demonstrate foundational 
knowledge with the GCIP 
certification

• “Not just compliance” with 
over 20 hands-on labs

• Links regulation with 
technical capabilities

• Now OnDemand!
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PRACTICAL GUIDANCE FROM PRACTITIONERS

LEVERAGING ICS456 FOR NERC CIP ESSENTIALS

• Sneak peek at content and 
some key “boots on the 
ground” takeaways.

• Usually updated when 
standards are mandatory…
• But when has 2020 been 

“business as usual?”

• Let’s launch into some 
class time!
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ICS456 | Essentials for NERC Critical Infrastructure Protection

Electronic Security Perimeter

Physical Security Perimeter

BES Cyber 
System

Soon to be History

Compromise

Disrupt

18



ICS456 | Essentials for NERC Critical Infrastructure Protection

Change Is Very Near - Jan 1, 2021

19

• Report—compromise, or 
attempt to compromise, the 
ESP or associated EACMS

• Require minimum reporting 
detail

• Reporting timeline
• Reporting to DHS as well as 

E-ISAC
• NERC to develop summary 

reports to FERC



ICS456 | Essentials for NERC Critical Infrastructure Protection

CIP-008 R4 – Notifications and Reporting for Cyber Security Incidents

• Notify E-ISAC and NCCIC of Reportable CSI and attempts
to compromise: 6
– Initial notification and updates to include:

• Functional impact
• Attack vector used; and
• Level of instruction achieved or attempted

– Initial notification:
• within 1-hour of determination of Reportable CSI, 
• end of next calendar day after attempt to compromise

– Update E-ISAC and NCCIC within 7-days of learning new 
attribute information   

20



ICS456 | Essentials for NERC Critical Infrastructure Protection

National Cybersecurity and Communications Integration Center - NCCIC

The NCCIC has a history stemming from many 
legacy organizations and is comprised of four 
main branches today:
• NCCIC Operations & Integration (NO&I );
• United States Computer Emergency 

Readiness Team (US-CERT);
• Industrial Control Systems Cyber Emergency 

Response Team (ICS-CERT); and
• National Coordinating Center for 

Communications (NCC).

21
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Significant Effort to Provide Guidance

22
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CIP-008-6 Incident Reporting and Response Planning (2018-02 SDT)

• Implementation guidance has been submitted for ERO endorsement
• November 5th ERO decided not to endorse the CIP-008 

implementation guidance which included specific guidance on how 
to categorize assessments and reporting detail

The ERO Enterprise declined to endorse this proposed Implementation Guidance document 
because there are several concerns within the document which resulted in the guide not receiving 
an unanimous vote to endorse.  To summarize the concerns, the guide is clearer than the 
previous version submitted; however, some statements are not appropriate for Implementation 
Guidance.  These statements may be viewed as an  ERO Enterprise audit approach and / or 
directing CMEP staff decision making.  Inconclusion, the ERO Enterprise is not planning on 
endorsing the guidance; however, we will be providing detailed feedback to the drafters

23
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ICS456 | Essentials for NERC Critical Infrastructure Protection

CIP-012 R1 Securing Real-time Comms between Control Centers – eff. 7/1/2022

• Implement documented plan(s) to mitigate the risks of disclosure 
and modification of Real-time Assessment and Real-time 
monitoring data while in transit between Control Centers:
– Except under CIP Exceptional Circumstances…
– Identify security protection used to mitigate the risks 1
– Identify applied security protection for transmitting Real-time Assessment 

and Real-time monitoring data between Control Centers; and 
– If owned or operated by different Responsible Entities, identification of 

responsibilities 

25
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Communicating between Control Centers

26

Image from NERC Technical Rational and Justification 
for CIP-012-1

THISNOT  
THIS
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Reference Model:  Control Centers In Scope
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Reference Model:  Control Centers In Scope

28

Low Low
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ICS456 | Essentials for NERC Critical Infrastructure Protection

CIP-013 R1 Supply Chain Risk Management (SCRM) Plan(s) – eff 10/1/2020

• Develop documented supply chain cyber security risk management 
plan(s): 1
– Process used in planning for procurement of BES Cyber Systems (hardware and software) 

to identify risk(s) to the BES including the transitioning from one vendor to another.
– Process used to procure BES Cyber Systems that address:

• Notification by the vendor to the RE of incidents that pose cyber security risks to the RE
• Coordination of responses with the vendor
• Notification by the vendor when remote or on-site access should no longer be granted to vendor 

representatives
• Disclosure by vendors of known vulnerabilities
• Verification of software integrity and authenticity of all software and patches provided by the 

vendor 
• Coordination of controls for (i) vendor-initiated Interactive Remote Access, and (ii) system-to-

system remote access with a vendor(s).

30



ICS456 | Essentials for NERC Critical Infrastructure Protection

CIP-013 R1 Documented Processes and Procurement Plan

31

R1.1 - Acknowledge there is a Concern in Procurement
• Identify and document cyber security risks related to:

• Installing vendor equipment and software
• Transitioning from one vendor to another

R1.2 - Future Procurement Contracts Need to Address
• Vendor notification of vendor incidents
• Coordination of response to vendor incidents
• Notification of remote or onsite access revocation
• Vendor Vulnerability disclosure
• Verification of software integrity and authenticity
• Coordination of controls for vendor IRA and system-to-system remote access



ICS456 | Essentials for NERC Critical Infrastructure Protection

Help With R1.1 – NIST Supply Chain Risk Management Guidance

• NIST Special Publication 800-161
• Risk Management approach examining;

– Supply Chain Threats;
– Supply Chain Vulnerabilities;
– The likelihood of a threat exploiting a vulnerability;
– And the impact of that event

• Focus on Federal Agency Information and Communications 
Technology (ICT) Supply Chain Risk Management

32
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NIST SP 800-161 ICT Supply Chain Risk Model

33
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Help With R1.2 – EEI Model Procurement Contract Language

34



ICS456 | Essentials for NERC Critical Infrastructure Protection

CIP-013 R2 and R3 Implement and Review

• R2 - Implement supply chain cyber security risk management 
plan(s) 1
–Does not require renegotiation of existing contracts nor does the requirement 

apply to the Terms and Conditions of contracting language

–Demonstrate “implementation” with vendor correspondence documents, policy 
documents, or working documents that reflect the use of the SCRM plan 
developed for R1

• R3 - CIP Senior Manager or delegate plan review and approval 
every 15 calendar months
– Approved plan(s)
– Evidence of review of the plan(s)

35



Incident 
Response

Control Center 
Comms

Supply Chain

Executive 
Orders

Virtualization

A
g
en

d
a



Z

Z

Z

37

RECENT ACTIVITIES
RESPONDING TO THE WHITE 
HOUSE ACROSS DOE & FERC

• Require(d?) wide-reaching 
discussions with utilities

• Some lightening rod topics in DOE’s 
Request for Information

• Follow-up order from FERC issued

It’s been a busy year of activity for grid 
security– without exaggeration, there has 
been more focus from lawmakers in 2020 
than there has been in almost a decade.

Here’s what utilities need to know:

SUPPLY CHAIN EXECUTIVE ORDER

FERC RATE INCENTIVES

• Links traditional regulatory affair 
considerations with security 
professionals

• ROE devices for security investments

NERC CIP IMPROVEMENT

• FERC is seeking input on ways to 
improve NERC CIP, with an increased 
focused on Low Impact facilities

• Leverages NIST CSF
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THE DISCUSSIONS WE HAD
…THE JOYS OF REGULATORY COMMENT PERIODS…
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ICS456 | Essentials for NERC Critical Infrastructure Protection

The Virtualization Effort You May be Remembering……

40

q Started almost five years ago
q Unofficial comment request Nov 2017
q Definitions

q Cyber Asset
q Centralized Management Systems (CMS)
q Electronic Security Zone (ESZ)
q Modify EACMS 
q Electronic Access Control System (EACS)
q Electronic Access Gateway (EAG)
q Modify BES Cyber System Information 

(BES CSI)
q Standards requirement changes in CIP-004, 

CIP-005, CIP-006, CIP-007, CIP-009, CIP-
010, and CIP-011
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Virtualization Activity in Sept 2019 CIP-005-7 – Standard & Definition Draft
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BES Cyber Asset, Transient Cyber Asset, Physical Access 
Control Systems,  Protected Cyber Asset, Intermediate 
Systems, External Routable Connectivity, Interactive Remote 
Access, Physical Security Perimeter, Removable Media

Modified
Shared Cyber Infrastructure, Virtual Cyber Asset, Physical 
Access Monitoring Systems, Electronic Access Control System, 
Electronic Access Monitoring Systems, Electronic Security 
Zone,  

Added

Electronic Access Point, Electronic Access Control or 
Monitoring Systems, 

Retired
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Consideration of Comments, Actions, and Ongoing Activities

42
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Get Connected, Give Back, Guide the Industry 

43

https://www.nerc.com/pa/Stand/Pages/Project-2016-02-
Modifications-to-CIP-Standards-RF.aspx
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