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“Industrial companies must 
balance investment in 
digitizing operations with 
greater exposure to malicious 
cyberthreats.” May 2021



OT VULNERABILITY TRENDS
First 6 Months of 2021 Compared to FY 2020

www.dragos.com/year-in-review/

• Vulnerabilities and advisories released at ~2X the rate 
of 2020
• Vulnerabilities: 793 in first half ’21 v 703 CY ’20
• Advisories: 230 in first half ’21 v 253 CY ‘20

• Advisories with errors are lower so far in ‘21
• 35% in first half ‘21 v 43% CY ’20

• Advisories with or without a patch lack mitigation advice 
• 85% in first half ‘21 v 64% in CY ‘20
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Customer Panel

• James Sumpter
• VP of IT Operations and Security, 

Boardwalk Pipelines

• Shon Gerber
• CISO, INVISTA, a subsidiary of 

Koch Industries

• Michael Ball
• VP and CSO, Berkshire Hathaway 

Energy
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THE DRAGOS PLATFORM

FOR INDUSTRIAL CYBERSECURITY

ICS/OT FRONTLINE
EXPERIENCE

KNOWLEDGE PACKS
Regular updates for asset visibility, 
threat and vulnerability detection, 
and response playbooks

ICS/OT THREAT
INTELLIGENCE

DRAGOS PLATFORM

VULNERABILITY
MANAGEMENT

INVESTIGATION
& RESPONSE

THREAT
DETECTION

ASSET 
VISIBILITY

& INVENTORY



WHAT’S NEW IN THIS RELEASE

• Visual Map Performance Updates

• Asset Explorer à Asset Inventory Management

• Vulnerability Management – new!

• UI/UX updates to:
• Asset Inventory
• Vulnerability Management
• includes improved Searching, Filtering, and Group By



PLATFORM INTERACTIVE MAP/TIMELINE VIEW

ü Scales to 100,000s of 
Assets

ü Cross-Sensor and 
Cross-Site visibility

ü Timeline and historical 
views for investigations

ü Highly customizable 
zoning



New UX - Asset Inventory, Asset List, 
and Asset Summary/Details view

Assets will be represented as 

persistent objects, not bound by 
time

User Import of assets, attributes, and 
non-discoverable data

New Asset Bulk Edit workflows

ASSET INVENTORY LIFECYCLE MANAGEMENT



Public vulnerability sources (ICS-CERT/NVD) have incomplete 
or inaccurate data

OEM Vendors often do not provide mitigation guidance

IT-style active scanning is not suitable for production / 
critical OT systems

Vulnerability assessment without management leaves issues 
untracked and attack points

DRAGOS PLATFORM OVERCOMES OT/ICS 
VULN MANAGEMENT CHALLENGES



Y E A R  I N  R E V I E W  2 0 2 0

DRAGOS VULNERABILITY INTELLIGENCE



EXAMPLE:  DRAGOS FOUND CVE LESS SEVERE
R O C KW E L L  AU TO M AT I O N  LO G I X  C O N T R O L L E RS

CISA ICS Advisory – CVSS 10.0 Critical Dragos – Limited Threat – Priority “Next”



INVENTORY-BASED VULN ASSESSMENT

User Import

Vulnerability 
Catalog

Knowledge Packs

Asset 
Inventory

Dragos Sensors

Vulnerability 
D

etections





Validate that network 
mitigations are in-place 
and working correctly
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FUNCTIONALITY  AND PROCESSES TO:

+ Identify Vulnerabilities in asset firmware, operating systems, 
applications

+ Prioritize the Vulnerabilities based on active attacks, 
adversarial tactics, exploits

+ Recommend remediations and mitigations

+ Allow for manual severity changes, asset/process criticality, 
context definition

+ Track remediations over time, verify fixed remediations, 
including reopened vulnerabilities

+ Report on current, historical, trends

VULNERABILITY MANAGEMENT



Remediation – The vulnerability no longer exists
+ Examples: Patching, uninstalling, reconfiguring, decommissioning

Mitigation – The vulnerability is no longer reasonably exploitable
+ Examples: Compensating controls such as network firewalls, app firewalls, 

data diodes, network segmentation, air gap

Risk Acceptance – The organization has accepted the risk of this 
vulnerability
+ Examples: Dragos prioritized as “Never,” Operational Risk outweighs 

Vulnerability Risk

DISPOSITIONING A VULNERABILITY



DISPOSITIONING IS KEY TO VULN MANAGEMENT

True Vulnerability 
Management requires that all 
vulnerabilities are tracked, 
not just hidden.

If you aren’t tracking 
disposition, you are only 
performing Vulnerability 
Assessment.



1. We have the most accurate and corrected ICS 
Vulnerability intelligence in the industry (See: 
Year in Review 2020)

2. Dragos Prioritization and Guidance for all 
detected vulnerabilities

3. Complete vulnerability lifecycle tracking—can be 
used to track risk acceptance, compensating 
controls

4. Confidence Rating – filter out the noise allowing 
users to focus on what is most impactful to their 
operations

DRAGOS VULNERABILITY DIFFERENTIATORS



Resources

• Year In Review Report : dragos.com/yir
• Vulnerability management: dragos.com/platform/vulnerability-

management/
• Asset management: dragos.com/platform/asset-visibility/

Schedule a demo: dragos.com/request-a-demo/

Webinar on July 29 - MITRE Engenuity ATT&CK® Evaluations for ICS
dragos.com/webinars


