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POLL 1: 

How familiar are you with MITRE ATT&CK?





WHAT IS ATT&CK FOR ICS? 

ATT&CK for ICS is 

an encyclopedia 

of ICS threat 

behaviors.
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ATT&CK FOR ENTERPRISE VS. ATT&CK FOR ICS
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WHO USES ATT&CK FOR ICS?

IR/THREAT 
HUNTERS

ANALYSTS PEN TESTERS

• Standardize 

Language

• Training

• OT SOC

• ICS Specific 

Tradecraft

• ICS Specific 

IR Playbooks

• Adversary

Emulation

• Crown Jewels





Ummm…whut?

You want me to present this to …. Who?



TL;DR

Oh, ok!

STOP BAD PEOPLE FROM DOING 

BAD THINGS IN MY ENVIRONMENT,

FASTER,

BASED ON COMMON PATTERNS



POLL 2: 

What is your comfort level in understanding how 

to deploy the MITRE ATT&CK framework? 







Example kill-chain from Microsoft





THE DRAGOS PLATFORM

✓ See OT network traffic and assets

✓ Timeline and historical views

✓ Highly customizable zoning

✓ In-depth asset details including 

device type, vendor, firmware, 

model, and more

✓ Continuous threat monitoring 

✓ Context rich threat detection

✓ Mapped to MITRE ATT&CK for ICS

✓ Unique adversary TTPs and 

Indicators

✓ Case management and workbench

✓ Pre-made queries for alert triaging

✓ Step-by-step guides to 

investigations

✓ Playbooks for each threat analytic

ASSET IDENTIFICATION & 

ANOMALY DETECTION

THREAT ANALYTICS MAPPED 

TO MITRE ATT&CK for ICS

ANALYST WORKBENCH WITH 

INVESTIGATION PLAYBOOKS

COMPREHENSIVE ICS/OT TECHNOLOGY




