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BUILT BY PRACTITIONERS
FOR PRACTITIONERS

Dragos has the largest team of ICS security 
specialists in the industry which allows us 
to make the best technology.
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KNOWN WATERING HOLE THREAT

ICS-FOCUSED ACTIVITY GROUPS USING WATERING 
HOLES AS INITIAL INFECTION VECTOR





ü IDENTIFY CITY OF 
OLDSMAR EGRESS IP 
ADDRESS
ü 69.80.66.xxx

ü PULL TELEMETRY DATA 
FOR FEBRUARY 5TH

ü Team Cymru Pure Signal 
Recon

WHAT HAPPENED AT OLDSMAR THAT DAY?
DRAGOS ADVERSARY HUNTERS GET TO WORK

City of 
Oldsmar 
Network

• Didn’t find any Command and 
Control (C2)

• Didn’t find any TeamViewer 
telemetry that day but what’s this?



ENCRYPTED TRAFFIC TO SWISS IP ADDRESS
IN THE MIDDLE OF A LAKE?



ENCRYPTED TRAFFIC TO SWISS IP ADDRESS
IN A LAKE TERRESTRIAL ZURICH METRO DATA CENTER

start_time src_ip_addr src_cc dst_ip_addr dst_cc proto src_port dst_port tcp_flags num_pkts num_octets

2/5/2021 14:4969.80.66.xxx US 160.85.255.180 CH 6 22489 443 17 3 121

2/5/2021 14:5069.80.66.xxx US 160.85.255.180 CH 6 56246 443 21 3 120
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WHAT THE HECK IS JA3?
T Y P I C A L L Y  U S E D  T O  F L A G  
P O T E N T I A L L Y  M A L I C I O U S
E N C R Y P T E D  T R A F F I C

JA3 FINGERPRINTING USED 
FOR IT SECURITY
Examples: Moloch, Trisul NSM, NGiNX, MISP, Darktrace, 
Suricata, Packetbeat, Splunk, MantisNet, ICEBRG, Redsocks, 
NetWitness, ExtraHop, Vectra Cognito Platform, Corvil, Java, 
Go, Security Onion, AIEngine, RockNSM, Corelight, VirusTotal, 
SELKS, Stamus Networks

JA3/JA3S ALSO USED BY 
DRAGOS
Incident response toolsets

BOTNET NODES ARE 
DETECTED BY JA3
Hold that thought





NO OFFENSE TO THE FINE PROFESSIONALS 
WORKING FROM CITY OF OLDSMAR NETWORK

INTELLIGENCE ANALYST MODUS OPERANDI:
(ANY AND ALL LEGAL AND FRIENDLY MEANS)

SOMETIMES: I KNOW A SWISS PEEP WHO MIGHT 
KNOW...ANOTHER SWISS PEEP

BUT.. . JA3 FINGERPRINTING IS JUST NOT TYPICAL FOR 
ANYONE BUT INFOSEC NERDS



SWISS PEEPS DROP US A CLUE
FINDING OF OLDSMAR NETWORK FLOW ON 5 FEBRUARY

Callout to Swiss website  ja3er.com used to fingerprint OS+browser encryption ciphers

(Dragos extensive network of contacts found peep who runs ja3er.com)

Referring site



REVIEW OF WEBSITE WITH FINGERPRINTING 
CODE

• Heavily 
obfuscated

• Multiple browser 
and system 
enumeration 
routines

• Multiple 
redundant TLS 
cipher 
fingerprinting 
routines 
(ja3er.com and 
tlsfingerprint.io) 



REVIEW OF WEBSITE WITH FINGERPRINTING 
CODE

• Fingerprinting and 
exploit filtering is 
classic watering 
hole tactic to only 
hit desired targets

• Direct browsing 
giant script only 
displays this



US geolocation of 
fingerprinting 
drive-bys



WHAT IS A WATERING HOLE ATTACK?

• LION WAITS WHERE PREY GATHER (WATERING HOLE)

• PICKS OUT THE FATTEST AND/OR SLOWEST  ONE

AKA STRATEGIC WEB COMPROMISE







20 DECEMBER 2020 – 16 FEBRUARY 2021
BOTH WATERHOLES ACTIVATED BY ACTOR 20 DECEMBER

37.120.218.92 - - [20/Dec/2020:22:27:37 
+0000] "GET /json HTTP/1.1" 200 321 
"https://tlcdiversified.com/" "Mozilla/5.0 
(X11; Linux x86_64) AppleWebKit/537.36 
(KHTML, like Gecko) 
Chrome/80.0.3987.163 Safari/537.36" "-"

Belgium anonymous VPN IP address

37.120.218.113 - - [20/Dec/2020:16:52:12 
+0000] "GET /json HTTP/1.1" 200 321 
"http://darkteam.store/example1.html" 
"Mozilla/5.0 (X11; Linux x86_64) 
AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/80.0.3987.163 Safari/537.36" "-"

Belgium anonymous VPN IP address

• Same actor
• Same infrastructure (client, malscript @ Heroku, VPN)
• Same operation
• Different targets, objectives



WAS THIS HOW THE POISONER GOT INTO 
OLDSMAR?

• FLORIDA-FOCUSED WATERING HOLE

• TEMPORAL CORRELATION TO OLDSMAR EVENT

• HIGHLY ENCODED AND SOPHISTICATED JAVASCRIPT

• FEW CODE LOCATIONS ON THE INTERNET

• KNOWN ICS-TARGETING ACTIVITY GROUPS USE WATERING 
HOLES AS INITIAL ACCESS INCLUDING: DYMALLOY, ALLANITE, 
AND RASPITE

S E V E R A L  E L E M E N T S  E A R L Y  I N  O U R  I N V E S T I G A T I O N  S U G G E S T E D  A  H I G H L Y  P O T E N T  A N D  
D A N G E R O U S  T H R E A T  T O  W A T E R  U T I L I T I E S :



....the rest of the story



DIGGING DEEPER
(THANKS TO J IMMY,  DRAGOS SENIOR RE)

• Dragos completed reverse engineering of profiling and fingerprinting script
• Besides detailed fingerprinting and client system profiling with upload to database, 

script as observed was not capable of pushing malcode
• We don’t know why actor would specifically (and only) target clients of dark market and 

water infrastructure construction company
• Darkteam\.store website was taken down ~11 March 2021, several weeks after Heroku 

took down the malicious app at bdatac.herokuapp\.com
• And we also found this...
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TOFSEE BOT MALWARE

• Q: WHAT WAS WRONG WITH THE OLD TOFSEE
BOTNET?

• A: IT WAS READILY DETECTED USING DISTINCTIVE 
JA3 TLS CIPHER FINGERPRINTS 

ACHILLES'  HEEL



MOAR LOGZ

• WE OBSERVED 12,735 SYSTEMS “CHECKING IN” TO A CERTAIN PAGE ON DARKTEAM.STORE
OVER SEVERAL MONTHS

• INFECTED SYSTEMS IN THIS NEW “TESSERACT” BOTNET WERE EVOLVING

• INDUSTRY PARTNERS REPORTED NEW TOFSEE BOTS (ENGAGED IN FRAUD)  GENERATING SAME 
JA3 HASHES AS MANY LEGITIMATE BROWSERS

FORENSIC PERSPECTIVE

3.131.36.xx - - [14/Feb/2021:10:55:06 +0000] "GET /json HTTP/1.1" 200 318 "https://darkteam.store/dogs/Home-2.html" 
"Mozilla/5.0 (Windows NT 10.0; Win64; x64; Tesseract/1.0) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/75.0.3770.142 Safari/537.36" "-"



BEST ASSESSMENT WHAT WENT DOWN

• A C T O R  D E P L O Y E D  T H E  W A T E R I N G  H O L E  O N  T H E  W A T E R  I N F R A S T R U C T U R E  C O NS T R U C T I O N  C O M P A N Y  S I T E  T O  C O L L E C T  
L E G I T I M A T E  B R O W S E R  D A T A  F O R  T H E  P U R P O S E  O F  I M P R O V I N G  T H E  B O T N E T  M A L W A R E ’ S  A B I L I T Y  T O  I M P E R S O N A T E  
L E G I T I M A T E  W E B  B R O W S E R  A C T I V I T Y

• A C T O R  D E P L O Y E D  W A T E R I N G  H O L E  O N  D A R K T E A M . S T O R E T O  V A L I D A T E  T H E  B O T N E T ’ S  I N C R E A S I N G L Y  S U C C E S S F U L  
M A S Q U E R A D I N G  O F  T H E  B R O W S E R  I N F O R M A T I O N  C O L L E C T E D  O N  T H E  C O N S T R UC T I O N  C O M P A N Y  S I T E

• W E  T H I N K  T H E  C O N S T R U C T I O N  C O M P A N Y  S I T E  W A S  C H O S E N  B Y  T H E  A D V E R S A R Y  B E C A U S E  I T  M A Y  H A V E  B E E N  D E E M E D  
A  S A F E  P L A C E  T O  P E R S I S T  A N D  C O L L E C T  I N F O  F O R  A  W H I L E

• L I T T L E  D I D  T H E Y  K N O W  T H A T  A N O T H E R  I N C I D E N T  W O U L D  P U T  E Y E S  O N  T H A T  S I T E

TL;DR



IN CONCLUSION

• AND BECAUSE THEY ARE DIFFICULT TO DETECT

• THEY ARE HARD TO PREVENT

• OPERATIONAL TECHNOLOGY (OT) NEEDS TO BE 
LOGICALLY/PHYSICALLY SEGMENTED SO THAT 
WATERING HOLES AREN’T GOING TO LEAD TO 
SERIOUS INCIDENTS

• WOULD A WATERING HOLE ALLOW AN ADVERSARY 
TO TOUCH YOUR OT?

WATERING HOLES ARE DIFFICULT TO DETECT



POSTMORTEM LOOKBACK

• BUT TELEMETRY SHOWED TV SESSION ON 
THURSDAY, JANUARY 31, AT 5:31 AM FLORIDA TIME

• WITH A TV BROKER IN EUROPE TYPICALLY 
INDICATING CLIENT IS IN EMEA REGION

WE DID NOT SEE TEAMVIEWER (TV)  ON THAT DAY

start_time src_ip_addr src_cc dst_ip_addr dst_cc proto src_port dst_port tcp_flags num_pkts num_octets

1/31/2021 10:51169.57.91.233 DE 69.80.66.115 US 6 5938 19898 24 65536 5373952
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