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BUILT BY PRACTITIONERS
FOR PRACTITIONERS

Dragos has the largest team of ICS security 
specialists in the industry which allows us 
to make the best technology.

Including 9 of the 10 largest U.S. electric utilities and 6 of 
the 10 largest oil and gas companies

700+
YEARS OF ICS/OT 
EXPERIENCE

300+ EMPLOYEES

180+ CUSTOMERS

COUNTRIES20

10 INDUSTRY VERTICALS

ELECTRIC 

OIL & GAS 

MANUFACTURING

BLDG AUTO SYS

CHEMICAL

WATER

FOOD & BEV

MINING

TRANSPORTATION

PHARMACEUTICAL

HQ | Hanover, MD

REGIONAL | Canada, Australia-New Zealand, 
GCC, UK/Europe



DRAGOS IS YOUR ALLY
ü Comprehensive Technology

ü Unique Threat Intelligence

ü Expert-Guided Services

The Dragos Platform
ICS/OT cybersecurity 

technology for comprehensive 
asset visibility, vulnerability 

management, threat detection 
and response

Worldview Threat 
Intelligence

In-depth situational awareness
of the threat landscape via 

actionable insights and intelligence 
reports

ICS/OT Security Services
Expert guidance to combat and 

respond to adversaries via 
incident response, proactive 

services,
and training



White House/DOE ICS Action Plan
• OT/ICS Focus

• Health and Safety focus (50k+ population centers)
• Starting with Electric sector; Chem/Water/NG to follow with coordination to industry 

trades/leaders

• Technology Adoption for Visibility/Detection/Response
• Historically standards/regulations/frameworks/etc. have been heavily prevention focused
• Was told ESCC involved in the plan and evaluated multiple vendors for the effort
• Dragos was informed that were chosen for this effort due to our capabilities and the 

speed to which utilities could begin the sharing through Neighborhood Keeper

• What’s Been Happening?
• Over 70 utilities are already in Neighborhood Keeper now or are scoping the deployments 

to join soon with a lot of quickened movement due to the action plan
§ The goal for the industry is to move now, some confusion on that topic, but from our view most are

• NERC has been very supportive of the community and is issuing a Practice Guide today to 
help ease the compliance discussions around deploying OT monitoring technologies

• E-ISAC is undergoing training and investments to leverage Neighborhood Keeper directly 
to add additional value to participants, expectation is August



COMMUNITY WIDE CHALLENGES

ISSUES BEYOND YOUR OPERATIONS

Data  co l l ec t ion  and  ana ly s i s  i s  o f t en  
ex t reme ly  l im i ted  and  coord ina t ion  be tween  
in te rna l  t eams  i s  l a ck ing

Lack  o f  coord ina t ion  and  sha r ing  ins ide  
o rgan iza t ions  and  the  ac ross  commun i t y  
due  to  in fo rmat ion  secu r i t y  concerns

The  speed  a t  wh ich  ex i s t ing  in fo rmat ion  
sha r ing  programs  opera te  den ies  
o rgan iza t ions  su f f i c i en t  t ime  to  p lan  
de fense  o r  r esponse
secur i t y  exper t i se ?

“For these reasons and 
numerous others, the industry 

has been working to assess 
adversary capabilities through
a keyhole, rather than through

a deeper collection and 
broader field of vision.”

IDAHO NATIONAL LAB
“Neighborhood Keeper

Program Review”



THE DRAGOS PLATFORM

FOR INDUSTRIAL CYBERSECURITY

ICS/OT FRONTLINE
EXPERIENCE

KNOWLEDGE PACKS
Regular updates for asset visibility, 
threat and vulnerability detection, 
and response playbooks

ICS/OT THREAT
INTELLIGENCE

DRAGOS PLATFORM

VULNERABILITY
MANAGEMENT

INVESTIGATION
& RESPONSE

THREAT
DETECTION

ASSET 
VISIBILITY

& INVENTORY

NEIGHBORHOOD KEEPER
Collective defense & community-wide visibility



Neighborhood Keeper Deployment
Purdue Model

The Dragos Platform’s sensor is 
deployed passively in the ICS/OT 
Networks such as plant or substation 
networks. 

The sensor connects to the Dragos 
Platform’s server in the Enterprise or 
DMZ network and provides ongoing 
asset, vulnerability, and threat 
identification 
to the user.

The server connects to Neighborhood 
Keeper (US AWS Cloud hosted) 
through an encrypted connection.

The novelty is that data is not shared, 
questions are federated to membersLE
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HISTORIAN

DRAGOS SENSOR

NEIGHBORHOOD
KEEPER

DRAGOS SITE STORE
(ON PREM)

SIEMSOC

IT SECURITY

LEVEL 3.5
DMZ

JUMP SERVER,
AV, PATCH

SENSORS ACTUATORS SENSORS ACTUATORS

PLCs RTUs PLCs RTUs

LOCAL SCADA
& HMI

(Optional)

LOCAL SCADA
& HMI

(Optional)

DRAGOS SENSOR



INDUSTRY VALIDATION

Idaho National Laboratory Review

“The program provides the community of cyber operators a supervisory 
control and data acquisition (SCADA) situational awareness equivalent of 
detections occurring across participating organizations. This will provide 
participants with visibility to adversary activities beyond their own 
organization.”

“Neighborhood Keeper program stakeholders will see great value in this 
wide area view capability as participants can identify a coordinated 
activity or a broad campaign targeting multiple critical infrastructure 
entities”

- Idaho National Laboratory, “Neighborhood Keeper Program Review”

“Neighborhood Keeper 
gives us the opportunity 
to work as a community to 
engage and respond to 
these threats.”

Curley Henry
Executive Director, Cybersecurity 
Strategy & Architecture



D e m o



CYBERVILLE ENERGY CENTER

240 kV Transmission Substation

11

10MW, 40MWh Battery Storage System

44 MW – Combined Cycle Gas Generation

Black Start Facility / Peaker Facility



CYBERVILLE ENERGY CENTER
NETWORK OVERVIEW

10.10.10.*
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10.10.20.* 10.10.30.*

LITHIUM ION 
BATTERY NETW ORK

BALANCE OF PLANT 
(BOP)  NETW ORK

SUBSTATION 
NETW ORK

CORPORATE 
NETW ORK10.0.0.*

DRAGOS
SENSOR

DRAGOS
SITESTORE
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OUR 
SCENARIO



ATTACK SCENARIO
DISTRIBUTED ENERGY RESOURCES
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LITHIUM ION 
BATTERY NETW ORK

DMZ NETW ORK

TURBINE CONTROL 
NETW ORK

DIRECT VENDOR 
ACCESS

MODBUS FUZZING /  DOS ATTACKS

Siemens RuggedCom Cel lu lar  Modem

Schneider  and Rockwel l  
Modbus F ie ld  Dev ices

Schneider
Modbus Master

GE Cimpl ic i ty
Turb ine  Contro l  HMI

10 .10 .10 .10-18

10.10 .20.*

10.10 .10 .5
10.10 .20.5

10.10 .10 .12

10.10 .10 .10

10.10 .10 .*



COLLECTIVE DEFENSE AND COMMUNITY-WIDE VISIBILITY

DRAGOS NEIGHBORHOOD KEEPER

AMPLIFIED ICS RESOURCES
Dragos remotely  ana lyzes output  of  
detect ions and not i f ies  part ic ipants  of  
severe threats ,  who can opt iona l ly  
request  ass istance f rom the community

ANONYMIZED
Part ic ipant  data  is  technologica l ly  
i r revers ib le .  No sensi t ive  data  (e .g . ,  logs,  
IP  addresses)  leaves part ic ipants ’  s i tes

SHARED GLOBAL INSIGHTS
Threats ,  vulnerabi l i t ies ,  supply  cha in 
r isks,  and ins ights  shared across the 
part ic ipant  community  a t  machine-speed

FREE OPT-IN
Dragos P la t form customers may choose 
to  opt - in  to  help  our  g loba l  
infrastructure community

NEIGHBORHOOD KEEPER

U.S.
GOVERNMENT

ISACs
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1  - N e i g h b o r h o o d  Ke e p e r w a s  d e ve l o p e d  i n  p a r t n e rs h i p  w i t h  t h e  D e p a r t m e nt  o f  E n e rg y.

A c k n o w l e d g m e n t : " T h i s  m a t e r i a l  i s  b a s e d  u p o n  w o r k  s u p p o r t e d  b y  t h e  D e p a r t m e n t  o f  E n e r g y  u n d e r  A w a r d  N u m b e r ( s )  D E - O E 0 0 0 0 8 9 8 . "

D i s c l a i m e r : " T h i s  r e p o r t  w a s  p r e p a r e d  a s  a n  a c c o u n t  o f  w o r k  s p o n s o r e d  b y  a n  a g e n c y  o f  t h e  U n i t e d  S t a t e s  G o v e r n m e n t . N e i t h e r  t h e  U n i t e d  S t a t e s  G o v e r n m e n t  
n o r  a n y  a g e n c y  t h e r e o f ,  n o r  a n y  o f  t h e i r  e m p l o y e e s ,  m a k e s  a n y  w a r r a n t y ,  e x p r e s s o r  i m p l i e d ,  o r  a s s u m e s  a n y l e g a l l i a b i l i t y  o r  r e s p o n s i b i l i t y  f o r  t h e  
a c c u r a c y ,  c o m p l e t e n e s s ,  o r  u s e f u l n e s s  o f  a n y  i n f o r m a t i o n ,  a p p a r a t u s ,  p r o d u c t ,  o r  p r o c e s s  d i s c l o s e d ,  o r  r e p r e s e n t s  t h a t  i t s  u s e  w o u l d  n o t  i n f r i n g e  p r i v a t e l y  
o w n e d  r i g h t s . R e f e r e n c e  h e r e i n  t o  a n y  s p e c i f i c  c o m m e r c i a l  p r o d u c t ,  p r o c e s s ,  o r  s e r v i c e  b y  t r a d e  n a m e ,  t r a d e m a r k ,  m a n u f a c t u r e r ,  o r  o t h e r w i s e  d o e s  n o t  
n e c e s s a r i l y  c o n s t i t u t e  o r  i m p l y  i t s  e n d o r s e m e n t ,  r e c o m m e n d a t i o n ,  o r  f a v o r i n g  b y  t h e  U n i t e d  S t a t e s  G o v e r n m e n t  o r  a n y  a g e n c y  t h e r e o f . T h e  v i e w s  a n d  
o p i n i o n s  o f  a u t h o r s  e x p r e s s e d  h e r e i n  d o  n o t  n e c e s s a r i l y  s t a t e  o r  r e f l e c t  t h o s e  o f  t h e  U n i t e d  S t a t e s  G o v e r n m e n t  o r  a n y  a g e n c y  t h e r e o f . "


