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Panel Outline

• Meet the Authors

• Introduce Topic: What is YiR?

• Major findings

Industries targeted & why

• Recommendations

• Next YiR webinar: Lessons Learned from 

Frontlines April 1



Meet the Authors

Sergio Caltagirone
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Kyle O’Meara

Principal Adversary Hunter



• Annual analysis of threats, 
vulnerabilities, assessments, insights

• Purpose is to help accelerate learning on 
how to address the challenges

• Fourth year running



JAN FEB MAR APR MAY JUN JUL AUG SEPT OCT NOV DEC

MALWARE

Dustman wiper
malware identified

RANSOMWARE

EKANS ransomware
identified

ICS FRAMEWORK

MITRE ATT&CK
for ICS released

RANSOMWARE

Ryuk ransomware
attack on pipeline operator

PHISHING

Multiple intrusions
at European electric entities

RANSOMWARE

EKANS ransomware
impacts manufacturing, 
pharma, energy

VULNERABILITY

Ripple20
vulnerability identified

ESPIONAGE

Espionage activity
targets pharma, other 
industrial sectors

VULNERABILITY

Critical vulns identified
in network appliances
& infrastructure

VULNERABILITY

Zerologon vuln
patched, exploitation
continues

ADVERSARY

U.S. Treasury sanctions Russian lab
for TRISIS malware

MALWARE

Cyberattack disrupts
cold-storage operations

SUPPLY CHAIN

SolarWinds compromise
impacts 1,000s of
companies



YEAR FIRST DISCOVERED
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• Associated with BLACKENERGY2 and 
BLACKENERGY3 with links to 
SANDWORM

• SANDWORM is a broader set of 
intrusions with ICS and non-ICS

• Perform reconnaissance and initial 
access into electric companies 
enabling teams like ELECTRUM



FIGURE 2: VBA Code in STIBNITE Malicious Documents

Shout out to Cisco’s Talos team who identified the malware PoetRAT



FIGURE 3: Engineering Themed Phishing Email (TALONITE)

(Ref: https://www.proofpoint.com/us/threat-insight/post/lookback-malware-targets-
united-states-utilities-sector-phishing-attacks 

Really great insights from Proofpoint who discovered the initial intrusions



FIGURE 4: VANADINITE Windows-Focused Service Installer



PARISITE
Leveraged
CVE-2019-19781
targeting US
Energy

WASSONITE
Dtrack malware
targeting
Energy sector

ALLANITE
Watering hole
attacks

ALLANITE &
DYMALLOY
Attacks targeting
US industrial entities

CHRYSENE
New malware
and tools targeting

Middle East entities

MAYAPRILMARCH SEPTEMBER



Where Vulnerabilities Reside Impact of Disclosed Flaws Advisories with Incorrect Data

Bordering the
enterprise

23%

Deep within
ICS Network

77%

Loss of
View
Only

Loss of
Control

Only

Both loss
of view

and
loss of
control

Neither 
loss of

view nor
loss of
control

v

v

5%
2%1% 1%

36%

62%

50%

43%

2019
2020

2019
2020

30%43%

Dragos Found to
be LESS Severe
than Public
Advisory

Dragos Found to
be MORE Severe

than Public
Advisory

1%
Identical Score
but Different
Exploitation Vector



Advisories Without Actionable Data

Advisories with
no Patch when

Announced

26%

Advisories with
no Patch when

Announced

22%

74%
had a patch

78%
had a patch

2019 2020

OF THOSE
Advisories that
had no Practical
Mitigation Advice

76%

OF THOSE
Advisories that
had no Alternate
Mitigation

55%

OF THOSE
Advisories that
had no Practical
Mitigation Advice

64%

OF THOSE
Advisories that
had no Alternate
Mitigation

61%



NEVER, NEXT, NOW

NOW

7%

58%

NEVER

35%

NOW

7%

63%

NEVER

30%

Never – Possible Threat/No Action Next – Limited Threat Now – Immediate Action

20202019



+ ICS ENVIRONMENTAL CONTEXT FROM DRAGOS

+ CVSS Score 7.1 >> 7.6

+ Mitigation advice to restrict ports

+ Operations Impact

Advisories with Incorrect Data

2019
2020

30%43%



2019
2020

Extremely Limited / No Visibility
into OT Environment

Engagements Exhibiting
Poor Security Perimeters

External Routable Network
Connection to ICS Environments

Believed to be Air-Gapped

90%
2020

81%
2019

71%

88%

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

100%
2019

33%
2020

LESSONS LEARNED FROM
CUSTOMER ENGAGEMENTS

of IR cases involved
shared credentials for

lateral movement
vs 99% year prior



CASE STUDY

“Trust but Verify”



DRAGOS RED TEAM

Dragos Customers’
Detection Capabilities

Ineffective in
Preventing Dragos

Red Team from
Accessing Crown

Jewels

2020

2019



CASE STUDY

Attacker propagated 
config updates to 
CCUs without 
authentication






